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Disclaimer

Kontron would like to point out that the information contained in this manual may be subject to alteration, particularly as
a result of the constant upgrading of Kontron products. This document does not entail any guarantee on the part of Kon-
tron with respect to technical processes described in the manual or any product characteristics set out in the manual.
Kontron assumes no responsibility or liability for the use of the described product(s), conveys no license or title under
any patent, copyright or mask work rights to these products and makes no representations or warranties that these pro-
ducts are free from patent, copyright or mask work right infringement unless otherwise specified. Applications that are
described in this manual are for illustration purposes only. Kontron makes no representation or warranty that such
application will be suitable for the specified use without further testing or modification. Kontron expressly informs the
user that this manual only contains a general description of processes and instructions which may not be applicable in
every individual case. In cases of doubt, please contact Kontron.

This manual is protected by copyright. All rights are reserved by Kontron. No part of this document may be reproduced,
transmitted, transcribed, stored in a retrieval system, or translated into any language or computer language, in any form
or by any means (electronic, mechanical, photocopying, recording, or otherwise), without the express written permission
of Kontron. Kontron points out that the information contained in this manual is constantly being updated in line with the
technical alterations and improvements made by Kontron to the products and thus this manual only reflects the techni-
cal status of the products by Kontron at the time of publishing.

Brand and product names are trademarks or registered trademarks of their respective owners.

© 2020 by Kontron S&T AG

Kontron S&T AG

Lise-Meitner-Strafde 3-5
86156 Augsburg
Germany
www.kontron.com
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Revision History

Rev. Index Brief Description of Changes Date of Issue
1.00 First official version 2020-07-28
1.01 Manual updated to FASTPATH 8.7 2021-12-21
1.02 Changed description for File Integrity commands 2022-12-21

Added Priority option to PIM-SM RP feature
Minor editorial changes

1.03 Remove link to App Note concerning IP MTU, this App Note is not valid | 2023-02-27
for the used Broadcom Silicon BCM56174
Add comment for IP MTU usage

1.04 Added configuration options in ,File Integrity Commands" chapter 2023-08-22

1.05 Manual version based on Fastpath 8.10 2024-04-17

Intended Use

THIS DEVICE AND ASSOCIATED SOFTWARE ARE NOT DESIGNED, MANUFACTURED OR INTENDED FOR USE OR RESALE FOR
THE OPERATION OF NUCLEAR FACILITIES, THE NAVIGATION, CONTROL OR COMMUNICATION SYSTEMS FOR AIRCRAFT OR
OTHER TRANSPORTATION, AIR TRAFFIC CONTROL, LIFE SUPPORT OR LIFE SUSTAINING APPLICATIONS, WEAPONS
SYSTEMS, OR ANY OTHER APPLICATION IN A HAZARDOUS ENVIRONMENT, OR REQUIRING FAIL-SAFE PERFORMANCE, OR IN
WHICH THE FAILURE OF PRODUCTS COULD LEAD DIRECTLY TO DEATH, PERSONAL INJURY, OR SEVERE PHYSICAL OR ENV-
IRONMENTAL DAMAGE (COLLECTIVELY, "HIGH RISK APPLICATIONS").

You understand and agree that your use of Kontron devices as a component in High Risk Applications is entirely at your
risk. To minimize the risks associated with your products and applications, you should provide adequate design and ope-
rating safeguards. You are solely responsible for compliance with all legal, regulatory, safety, and security related requi-
rements concerning your products. You are responsible to ensure that your systems (and any Kontron hardware or
software components incorporated in your systems) meet all applicable requirements. Unless otherwise stated in the
product documentation, the Kontron device is not provided with error-tolerance capabilities and cannot therefore be
deemed as being engineered, manufactured or setup to be compliant for implementation or for resale as device in High
Risk Applications. All application and safety related information in this document (including application descriptions,
suggested safety measures, suggested Kontron products, and other materials) is provided for reference only.

Customer Support

Find Kontron contacts by visiting: http://www.kontron.com/support.

Customer Service

As a trusted technology innovator and global solutions provider, Kontron extends its embedded market strengths into a
services portfolio allowing companies to break the barriers of traditional product lifecycles. Proven product expertise
coupled with collaborative and highly-experienced support enables Kontron to provide exceptional peace of mind to
build and maintain successful products.

www.kontron.com

www.kontron.com //3



CP6940 CLI Reference Manual

For more details on Kontron's service offerings such as: enhanced repair services, extended warranty, Kontron training
academy, and more visit http://www.kontron.com/support-and-services/services.

Customer Comments

If you have any difficulties using this CLI Reference Manual, discover an error, or just want to provide some feedback,
please send a message to Kontron. Detail any errors you find. We will correct the errors or problems as soon as possible
and post the revised Reference Manual on our website.

Terms and Conditions

Kontron warrants products in accordance with defined regional warranty periods. For more information about warranty
compliance and conformity, and the warranty period in your region, visit http://www.kontron.com/terms-and-conditi-
ons.

Kontron sells products worldwide and declares regional General Terms & Conditions of Sale, and Purchase Order Terms
& Conditions. Visit http://www.kontron.com/terms-and-conditions.

For contact information, refer to the corporate offices contact information on the last page of this user guide or visit our
website CONTACT US.
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About this Book

This document describes command-Lline interface (CLI) commands you use to view and configure FASTPATH software.
You can access the CLI by using a direct connection to the serial port or by using telnet or SSH over a remote network
connection.

This document is for system administrators who configure and operate systems using FASTPATH software. It provides
an understanding of the configuration options of the FASTPATH software.

This document assumes that the reader has a basic knowledge of Ethernet and networking concepts.

Please note, FASTPATH 8.x SW versions and higher are only running on boards, equipped with extended memory.

How to Use this Document

Chapter 1, "Using the Command-Line Interface" on page 15 details the procedure to quickly become acquainted with the
FASTPATH software.

NOTICE Please note, the suite of features supported by the FASTPATH packages are not available on all
the platforms to which FASTPATH has been ported.

Symbols

The following symbols may be used in this manual.

ADANGER Note: DANGER indicates a hazardous situation which, if not avoided,

will result in death or serious injury.

_ Note: WARNING indicates a hazardous situation which, if not avoided, could result in death or
serious injury.

ACAUTION CAUTION indicates a hazardous situation which, if not avoided, may result in minor or
moderate injury.

NOTICE Note: NOTICE indicates a property damage message.

Electric Shock!

This symbol and title warn of hazards due to electrical shocks (> 60 V) when touching products
or parts of them. Failure to observe the precautions indicated and/or prescribed by the law
may endanger your life/health and/or result in damage to your material.

Please refer also to the ,High.Voltage Safety Instructions” portion below in this section.

ESD Sensitive Device!

This symbol and title inform that the electronic boards and their components are sensitive to
static electricity. Care must therefore be taken during all handling operations and inspections
of this product in order to ensure product integrity at all times.
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HOT Surface!

Do NOT touch! Allow to cool before servicing.

This symbol indicates general information about the product and the user manual.

This symbol also indicates detail information about the specific product configuration.

This symbol precedes helpful hints and tips for daily use.

For Your Safety

Your new Kontron product was developed and tested carefully to provide all features necessary to ensure its compli-
ance with electrical safety requirements. It was also designed for a long fault-free life. However, the life expectancy of
your product can be drastically reduced by improper treatment during unpacking and installation. Therefore, in the inter-
est of your own safety and of the correct operation of your new Kontron product, you are requested to conform with the
following guidelines.

High Voltage Safety Instructions

As a precaution and in case of danger, the power connector must be easily accessible. The power connector is the prod-
uct's main disconnect device.

ACAUTION All operations on this product must be carried out by sufficiently skilled personnel only.

Electric Shock!

Before installing a non hot-swappable Kontron product into a system always ensure that your
mains power is switched off. This also applies to the installation of piggybacks. Serious
electrical shock hazards can exist during all installation, repair, and maintenance operations
on this product. Therefore, always unplug the power cable and any other cables which provide
external voltages before performing any work on this product.

Earth ground connection to vehicle's chassis or a central grounding point shall remain
connected. The earth ground cable shall be the last cable to be disconnected or the first cable
to be connected when performing installation or removal procedures on this product.
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Special Handling and Unpacking Instruction

ESD Sensitive Device!

Electronic boards and their components are sensitive to static electricity. Therefore, care must
be taken during all handling operations and inspections of this product, in order to ensure
product integrity at all times.

Do not handle this product out of its protective enclosure while it is not used for operational purposes unless it is other-
wise protected.

Whenever possible, unpack or pack this product only at EOS/ESD safe work stations. Where a safe work station is not
guaranteed, it is important for the user to be electrically discharged before touching the product with his/her hands or
tools. This is most easily done by touching a metal part of your system housing.

Itis particularly important to observe standard anti-static precautions when changing piggybacks, ROM devices, jumper
settings etc. If the product contains batteries for RTC or memory backup, ensure that the product is not placed on con-
ductive surfaces, including anti-static plastics or sponges. They can cause short circuits and damage the batteries or
conductive circuits on the product.

General Instructions on Usage

In order to maintain Kontron's product warranty, this product must not be altered or modified in any way. Changes or
modifications to the product, that are not explicitly approved by Kontron and described in this User Guide or received
from Kontron's Technical Support as a special handling instruction, will void your warranty.

This product should only be installed in or connected to systems that fulfill all necessary technical and specific environ-
mental requirements. This also applies to the operational temperature range of the specific board version, that must not
be exceeded. If batteries are present, their temperature restrictions must be taken into account.

In performing all necessary installation and application operations, only follow the instructions supplied by the present
User Guide.

Keep all the original packaging material for future storage or warranty shipments. If it is necessary to store or ship the
product then re-pack it in the same manner as it was delivered.

Special care is necessary when handling or unpacking the product. See Special Handling and Unpacking Instruction.

Environmental Protection Statement

This product has been manufactured to satisfy environmental protection requirements where possible. Many of the
components used (structural parts, printed circuit boards, connectors, batteries, etc.) are capable of being recycled.

Final disposal of this product after its service life must be accomplished in accordance with applicable country, state, or
local laws or regulations.

Environmental protection is a high priority with Kontron.
Kontron follows the DEEE/WEEE directive

You are encouraged to return our products for proper disposal.

The Waste Electrical and Electronic Equipment (WEEE) Directive aims to:
Reduce waste arising from electrical and electronic equipment (EEE)

Make producers of EEE responsible for the environmental impact of their products, especially when the product
become waste

Encourage separate collection and subsequent treatment, reuse, recovery, recycling and sound environmental
disposal of EEE

Improve the environmental performance of all those involved during the lifecycle of EEE.
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1/  Using the Command-Line Interface

The command-Lline interface (CLI) is a text-based way to manage and monitor the system. You can access the CLI by
using a direct serial connection or by using a remote logical connection with telnet or SSH.

This chapter describes the CLI syntax, conventions, and modes.

11  Command Syntax
A command is one or more words that might be followed by one or more parameters. Parameters can be required or
optional values.

Some commands, such as show network or clear vlan, do notrequire parameters. Other commands, such as net-
work parms, require that you supply a value after the command. You must type the parameter values in a specific order,
and optional parameters follow required parameters. The following example describes the command syntax for the
network parms ipaddr netmask [gateway] command.

. network parms is the command name.

. ipaddr and netmask are parameters and represent required values that you must enter after you type the com-
mand keywords.

i [gateway] isan optional parameter, so you are not required to enter a value in place of the parameter.

The CLI Command Reference lists each command by the command name and provides a brief description of the com-
mand. Each command reference also contains the following information:

i Format shows the command keywords and the required and optional parameters.
i Mode identifies the command mode you must be in to access the command.
i Default shows the default value, if any, of a configurable setting on the device.

The show commands also contain a description of the information that the command shows.

1.2 Command Conventions

The parameters for a command might include mandatory values, optional values, or keyword choices. Parameters are
order-dependent. The following table describes the conventions this document uses to distinguish between value types.

Table1: Parameter Conventions

Symbol Example Description
[] square brackets [value] Indicates an optional parameter.
italic font in a |value or [value] Indicates a variable value. You must
parameter. replace the italicized text and brackets

with an appropriate value, which might be
a name or number.

{} curly braces {choicel | choice2} Indicates that you must select a parame-
ter from the list of choices.

| Vertical bars choicel | choice2 Separates the mutually exclusive choices.

[{}] Braces within [{choicel | choice2}] Indicates a choice within an optional ele-

square brackets ment.
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1.3 Common Parameter Values

Parameter values might be names (strings) or numbers. To use spaces as part of a name parameter, enclose the name
value in double quotation marks. For example, the expression “System Name with Spaces” forces the system to accept
the spaces. Empty strings (") are not valid user-defined strings. The following table describes common parameter val-
ues and value formatting.

Table 2: Parameter Descriptions

Parameter Description

ipaddr This parameter is a valid IP address. You can enter the IP address in the following for-
mats:

a (32 bits)

.b (8.24 Dbits)

.b.c (8.8.16 bits)

.b.c.d (8.8.8.8)

(R

In addition to these formats, the CLI accepts decimal, hexadecimal and octal formats
through the following input formats (where n is any valid hexadecimal, octal or decimal
number):

Oxn (CLI assumes hexadecimal format.)

On (CLI assumes octal format with leading zeros.)

n (CLI assumes decimal format.)

ipvb-address FE80:0000:0000:0000:020F:24FF:FEBF:DBCB, or
FE80:0:0:0:20F:24FF:FEBF:DBCB, or
FE80::20F24FF:FEBF:DBCB, or
FE80:0:0:0:20F:24FF:128:141:49:32

For additional information, refer to RFC 3513.

Interface or Valid slot and port number separated by a forward slash. For example, 0/1 represents
slot/port slot number 0 and port number 1.
Logical Interface Represents a logical slot and port number. This is applicable in the case of a port-chan-

nel (LAG). You can use the logical slot/port to configure the port-channel.

Character strings Use double quotation marks to identify character strings, for example, “System Name
with Spaces”. An empty string (*") is not valid.

1.4 slot/port Naming Convention
FASTPATH software references physical entities such as cards and ports by using a sIot/port naming convention. The
FASTPATH software also uses this convention to identify certain logical entities, such as Port-Channel interfaces.

The slot number has two uses. In the case of physical ports, it identifies the card containing the ports. In the case of logi-
caland CPU ports it also identifies the type of interface or port.

Table 3: Type of Slots

Slot Type Description

Physical slot num- Physical slot numbers begin with zero, and are allocated up to the maximum number of
bers physical slots.

Logical slot numbers |Logical slots immediately follow physical slots and identify port-channel (LAG) or router
interfaces. The value of logical slot numbers depend on the type of logical interface and
can vary from platform to platform.

CPU slot numbers The CPU slots immediately follow the logical slots.
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The port identifies the specific physical port or logical interface being managed on a given slot.

Table 4: Type of Ports

Port Type Description

Physical Ports The physical ports for each slot are numbered sequentially starting from one/ For exam-
ple, port 1on slot 0 (an internal port) for a stand alone (nonstacked) switch is 1/0/1, port
2is1/0/2, port3is1/0/3, and so on.

Logical Interfaces Port-channel or Link Aggregation Group (LAG) interfaces are logical interfaces that are
only used for bridging functions.

VLAN routing interfaces are only used for routing functions.

Loopback interfaces are logical interfaces that are always up.

Tunnel interfaces are logical point-to-point links that carry encapsulated packets.

CPU ports CPU ports are handled by the driver as one or more physical entities located on physical
slots.

In the CLI, loopback and tunnel interfaces do not use the slot/port format. To specify a loopback

NOTICE interface, you use the loopback ID. To specify a tunnel interface, use the tunnel ID.

1.5 Using the No Form of a Command

The no keyword is a specific form of an existing command and does not represent a new or distinct command. Almost
every configuration command has a no form. In general, use the no form to reverse the action of a command or reset a
value back to the default. For example, the no shutdown configuration command reverses the shutdown of an inter-
face. Use the command without the keyword no to reenable a disabled feature or to enable a feature that is disabled by
default. Only the configuration commands are available in the no form.

1.6 Executing Show Commands

All show commands can be issued from any configuration mode (Global Configuration, Interface Configuration, VLAN
Database, etc.). The show commands provide information about system and feature-specific configuration, status, and
statistics. Previously, show commands could be issued only in User EXEC or Privileged EXEC modes.

1.7  CLI Qutput Filtering

Many CLI show commands include considerable content to display to the user. This can make output confusing and cum-
bersome to parse through to find the information of desired importance. The CLI Output Filtering feature allows the user,
when executing CLI show display commands, to optionally specify arguments to filter the CLI output to display only
desired information. The result is to simplify the display and make it easier for the user to find the information the user is
interested in.

The main functions of the CLI Output Filtering feature are:
i Pagination Control

e Supports enabling/disabling paginated output for all show CLI commands. When disabled, output is displayed in its
entirety. When enabled, output is displayed page-by-page such that content does not scroll off the terminal screen
until the user presses a key to continue. --More-- or (q) uit is displayed at the end of each page.

. When pagination is enabled, press the return key to advance a single line, press q or Q to stop pagination, or press
any other key to advance a whole page. These keys are not configurable.

Although some FASTPATH show commands already support pagination, the implementation is

NOTICE unique per command and not generic to all commands.
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i Output Filtering. "Grep"-like control for modifying the displayed output to only show the user-desired content.
. Filter displayed output to only include lines containing a specified string match.

i Filter displayed output to exclude lines containing a specified string match.

. Filter displayed output to only include lines including and following a specified string match.

i Filter displayed output to only include a specified section of the content (for example, “interface 0/1") with a con-
figurable end-of-section delimiter.

i String matching should be case insensitive.

. Pagination, when enabled, also applies to filtered output.

Example: The following shows an example of the extensions made to the CLI show commands for the Output Filtering
feature.

(Routing) #show running-config ?

<cr> Press enter to execute the command.

| Output filter options.

<scriptname> Script file name for writing active configuration.

all Show all the running configuration on the switch.

interface Display the running configuration for specificed interface on the switch.

(Routing) #show running-config | ?

begin Begin with the line that matches
exclude Exclude lines that matches
include Include lines that matches
section Display portion of lines

1.8 FASTPATH Modules

FASTPATH software consists of flexible modules that can be applied in various combinations to develop advanced Layer
2/3/4+ products. The commands and command modes available on your switch depend on the installed modules. Addi-
tionally, for some show commands, the output fields might change based on the modules included in the FASTPATH soft-
ware.

The FASTPATH software suite includes the following modules:
. Switching (Layer 2)

. Routing (Layer 3)

i IPv6 routing

L Multicast

. BGP-4

. Quality of Service

. Management (CLI, Web Ul, and SNMP)

e IPv6 Management—Allows management of the FASTPATH device through an IPv6 through an IPv6 address without
requiring the IPvb Routing package in the system. The management address can be associated with the network
port (front-panel switch ports), a routine interface (port or VLAN) and the Service port.

. Metro

i Stacking

. Data Center

i Secure Management

. Service Provider

Not all modules are available for all platforms or software releases.

NOTICE
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1.9 Command Modes

The CLI groups commands into modes according to the command function. Each of the command modes supports spe-
cific FASTPATH software commands. The commands in one mode are not available until you switch to that particular
mode, with the exception of the User EXEC mode commands. You can execute the User EXEC mode commands in the Priv-
ileged EXEC mode.

The command prompt changes in each command mode to help you identify the current mode. The following table
describes the command modes and the prompts visible in that mode.

The command modes available on your switch depend on the software modules that are

NOTICE installed. For example, a switch that does not support BGPv4 does not have the BGPv4 Router

Command Mode.

Table5: CLI Command Modes

Command Mode Prompt Mode Description

User EXEC Switch> Contains a limited set of commands to
view basic system information.

Privileged EXEC Switch# Allows you to issue any EXEC command,
enter the VLAN Database mode, or enter
the Global Configuration mode.

Global Config Switch (Config)# Groups general setup commands and per-
mits you to make modifications to the
running configuration.

VLAN Database Switch (Vlan)# Groups all the VLAN commands.
Interface Config Switch (Interface slot/port)# Manages the operation of an interface
and provides access to the router inter-
Switch (Interface Loopback 1id)# face configuration commands.
Use this mode to set up a physical port
Switch (Interface Tunnel id)# for a specific logical connection opera-
tion.

Switch (Interface slot/port

You can also use this mode to manage the
(startrange)-slot/port(endrange)#

operation of a range of interfaces. For
example the prompt may display as fol-

Switch (Interface lag lag-intf-num)# lows:

Switch (Interf 1 lan-id
witch (Interface vlan vlan-id)# Switch (Interface 1/0/1-1/0/4) #

Enters LAG Interface configuration mode
for the specified LAG.

Enters VLAN routing interface configura-
tion mode for the specified VLAN ID.

Line Console Switch (config-line)# Contains commands to configure out-
bound telnet settings and console inter-
face settings, as well as to configure
console login/enable authentication.

Line SSH Switch (config-ssh)# Contains commands to configure SSH
login/enable authentication.

Line Telnet Switch (config-telnet)# Contains commands to configure telnet
login/enable authentication.

AAA IAS User Config Switch (Config-IAS-User)# Allows password configuration for a user
in the IAS database.

Mail Server Config Switch (Mail-Server)# Allows configuration of the email server.

Policy Map Switch (Config-policy-map) # Contains the QoS Policy-Map configura-

Config tion commands.
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Command Mode

Policy Class
Config

Class Map Config

Ipvb_Class-Map Con-
fig

Router OSPF

Config

Router OSPFv3
Config

Router RIP Config

BGP Router Config

Route Map Config

IPvb Address Family
Config

L2VPN Address Fam-
ily Config
Peer Template Config

RADIUS Dynamic
Authorization Config

MAC Access-list
Config

IPv4 Access-list
Config

IPvbAccess-list
Config

Management Access-
list
Config

TACACS Config

User-Group Configu-
ration

Task-Group Configu-
ration

DHCP Pool
Config

DHCPv6 Pool
Config

Stack Global
Config

CLI Command Modes (Continued)

Prompt

Switch (Config-policy-class-map) #

Switch (Config-class-map)#

Switch (Config-class-map)#
Switch (Config-router) #
Switch (Config rtr)#
Switch (Config-router)#
Switch (Config-router) #
Switch (config-route-map)#
Switch (Config-router-af)#

Switch (config-router-af-12vpn-evpn)#
(Config-rtr-tmplt)#
(Config-radius-da)

Switch (Config-mac-access-list)#

Switch (Config-ipvé4-acl) #

Switch (Config-ipvé6-acl) #

Switch (config-macal)#

Switch (Tacacs)#

Switch (config-usergroup)
Switch (config-taskgroup)
Switch (Config dhcp-pool)#
Switch (Config dhcp6-pool) #

Switch (Config stack) #

CP6940 CLI Reference Manual

Mode Description

Consists of class creation, deletion, and
matching commands. The class match
commands specify Layer 2, Layer 3, and
general match criteria.

Contains the QoS class map configuration
commands for IPv4.

Contains the QoS class map configuration
commands for IPv6.

Contains the OSPF configuration com-
mands.

Contains the OSPFv3 configuration com-
mands.

Contains the RIP configuration com-
mands.

Contains the BGP4 configuration com-
mands.

Contains the route map configuration
commands.

Contains the IPv6 address family configu-
ration commands.

Configure Ethernet VPN settings.

Contains the BGP peer template configu-
ration commands.

Contains the Radius Dynamic Authoriza-
tion commands.

Allows you to create a MAC Access-List
and to enter the mode containing MAC
Access-List configuration commands.

Allows you to create an IPv4 named or
extended Access-List and to enter the
mode containing IPv4 Access-List config-
uration commands.

Allows you to create an IPvb Access-List
and to enter the mode containing IPv6
Access-List configuration commands.

Allows you to create a Management
Access-List and to enter the mode con-
taining Management Access-List configu-
ration commands.

Contains commands to configure proper-
ties for the TACACS servers.

Contains user group commands.

Contains task group commands.

Contains the DHCP server IP address pool
configuration commands.

Contains the DHCPv6 server IPv6 address
pool configuration commands.

Allows you to access the Stack Global
Config Mode.
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Table 5:

Command Mode
ARP Access-List Con-
fig
Support Mode

PTP Clock Config

PTP Port Config

VLAN Config

Maintenance Domain
Config

Maintenance Associa-
tion Config

Service Instance Con-
fig

ERSPAN Source Ses-

sion Configuration
Mode

ERSPAN Source Ses-
sion Destination Con-
figuration Mode

ERSPAN Destination
Session Configura-
tion Mode

ERSPAN Destination
Session Source Con-
figuration Mode

Track Configuration
Mode

IP SLA Configuration
Mode

IP SLAICMP ECHO
Configuration Mode

LDAP Search Map
Config

Service Instance Con-
fig
MiM Tunnel Config

MiM Service Instance
Config

Ethernet Ring Profile
Config

Switch

Switch

Switch

Switch

Switch

Switch

Switch

Switch

Switch

Switch

Switch

Switch

Switch

Switch

Switch

Switch

Switch

Switch

Switch

CLI Command Modes (Continued)

Prompt

(Config-arp-access-1list)#

(Support)#

(config-ptp-clk)#

(config-ptp-port)#

(vlan vlan-id) #

(config-md)#

(config-ma)#

(config-service-mode)#

(config-erspan-src)#

(config-erspan-src-dst)#

(config-erspan-src)

(config-erspan-dst-src)#

(config-track)#

(config-ip-sla)#

(config-ip-sla-echo)#

(config-1ldap-search-map)#

(service-mode)#

(config-tunnel-minm)#

(config-tunnel-srv)i

Switch(config-erp-profilel)

CP6940 CLI Reference Manual

Mode Description

Contains commands to add ARP ACL rules
in an ARP Access List.

Allows access to the support commands,
which should only be used by the manu-
facturer's technical support personnel as
improper use could cause unexpected
system behavior and/or invalidate prod-
uct warranty.

Contains commands to configure IEEE
1588/precision time protocol (PTP) set-
tings.

Contains commands to configure port
settings for the IEEE 1588/PTP clock.

Contains commands to configure private
VLAN settings on a VLAN, FIP snooping,
and to configure the RSPAN mode.

Contains commands to create mainte-
nance associations and configure per-
maintenance domain parameters.

Contains commands to configure continu-
ity check message (CCM) settings.

Contains commands to configure settings
related to Ethernet Virtual Circuits.

Configure the source interface for
ERSPAN and access ERSPAN Source Ses-
sion Destination Configuration mode.

Configure the ERSPAN origin and destina-
tion IPv4 addresses, session ID, and vari-
ous characteristics of the packets in the
ERSPAN traffic.

Configure the destination interface for
ERSPAN and access ERSPAN Destination
Session Source Configuration mode.

Configure the ERSPAN destination IP
address and ERSPAN session ID.

Configure settings to track the state of an
IP Service Level Agreements (SLAs) oper-
ation.

Configure an IP SLA ICMP echo operation.
Configure IP SLA ICMP parameters.

Configure search map details for fetching
user privilege level.

Configures Ethernet Virtual Service (EVS)
service instance settings for an interface.

Configures the virtual MAC-in-MAC tun-
nel.

Configures the virtual MAC-in-MAC tunnel
service instance.

Configures an Ethernet ring profile.
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Table 5:

Command Mode
Ethernet Ring Config

Ethernet Ring
Instance Config

Ethernet Ring
Instance APS-Chan-

CLI Command Modes (Continued)

Prompt
Switch (config-erp-name)#

Switch (config-erp-inst-number)i

Switch (config-erp-inst-number-aps)#

CP6940 CLI Reference Manual

Mode Description
Configures Ethernet ring settings.

Configures Ethernet ring instance set-
tings.

Configures an Ethernet ring instance APS
channel.

nel Config

MACsec Policy Config |Switch Creates or configures a MACsec Key
Agreement (MKA) Protocol policy and

enters MKA policy configuration mode.

(Config-mka-policy) #

Key Chain Config Switch Creates or configures a MACsec key chain,

and enters Key Chain configuration mode.

(Config-key-chain) #

Port Profile Config Switch (Config-port-prof)# Creates and names a port profile for the
specified type of interface, and enters the

Port Profile configuration mode.

The following table explains how to enter or exit each mode. To exit a mode and return to the previous mode, enter exit.
To exit to Privileged EXEC mode, press Ctrl+Z.

Pressing Ctrl+Z from Privileged EXEC mode exits to User EXEC mode. To exit User EXEC mode,

NOTICE enter logout.

Table 6: CLI Mode Access and Exit

Command Mode Access Method

User EXEC This is the first level of access.
Privileged EXEC From the User EXEC mode, enter enable.
Global Config From the Privileged EXEC mode, enter configure.

VLAN Database

Interface Config

From the Privileged EXEC mode, enter vlan database.

From the Global Config mode, enter:

interface slot/port or

interface loopback id or

interface tunnel id

interface slot/port (startrange)-slot/port (endrange)
interface lag lag-intf-num

interface vlan vlan-id

Line Console

Line SSH

Line Telnet

AAA |IAS User Config

From the Global Config mode, enter 1ine console.

From the Global Config mode, enter 1ine ssh.

From the Global Config mode, enter 1ine telnet.

From the Global Config mode, enter aaa ias-user username name.

Mail Server Config From the Global Config mode, enter mail-server address.

Policy-Map Config From the Global Config mode, enter policy-map.

Policy-Class-Map
Config

From the Policy Map mode enter class.

Class-Map Config From the Global Config mode, enter class-map, and specify the optional keyword ipv4
to specify the Layer 3 protocol for this class. See Section 7.3.1: “class-map” command for

more information.
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CLI Mode Access and Exit (Continued)

Command Mode Access Method

VPC

Ipvb-Class-Map
Config

Router OSPF Config
Router OSPFv3 Config
Router RIP Config
BGP Router Config
Route Map Config

IPv6 Address Family
Config

LZ2VPN Address Fam-
ily Config

Peer Template Config

MAC Access-list Con-
fig

IPv4 Access-list Con-
fig

IPvb Access-list Con-
fig

Management Access-
list Config

TACACS Config

User-Group Configu-
ration Mode

Task-Group Configu-
ration Mode

DHCP Pool Config
DHCPv6 Pool Config

Stack Global Config
Mode

ARP Access-List Con-
fig Mode

Support Mode

PTP Clock Config
PTP Port Config
VLAN Config

Maintenance Domain
Config

Maintenance Associ-
ation Config

Service Instance Con-
fig

ERSPAN Source Ses-

sion Configuration
Mode

From Global Config mode, enter vpc.

From the Global Config mode, enter
class-map and specify the optional keyword ipv6 to specify the Layer 3 protocol for
this class. See class-map command for more information.

From the Global Config mode, enter router ospf.

From the Global Config mode, enter ipv6 router ospf.
From the Global Config mode, enter router rip.

From the Global Config mode, enter router bgp asnumber.
From the Global Config mode, enter ~-route-map map-tag.

From the BGP Router Config mode, enter address-family ipvé.

From the BGP Router Config mode, enter address-family 12vpn evpn.

From the BGP Router Config mode, enter template peer name to create a BGP peer
template and enter Peer Template Configuration mode.

From the Global Config mode, enter mac access-list extended name.

From the Global Config mode, enter ip access-list name.

From the Global Config mode, enter ipv6 access-list name.

From the Global Config mode, enter management access-list name.

From the Global Config mode, enter tacacs-server host ip-addr, where ip-addr is
the IP address of the TACACS server on your network.

From the Global Config mode, enter usergroup usergroup-name.

From the Global Config mode, enter taskgroup taskgroup-name.

From the Global Config mode, enter ip dhcp pool pool-name.
From the Global Config mode, enter ip dhcpv6 pool pool-name.

From the Global Config mode, enter the stack command.

From the Global Config mode, enter arp access-1list.

From the Privileged EXEC mode, enter support.

Note: The support command is available only if the techsupport enable command has
been issued.

From the Global Config mode, enter the ptp clock boundary domain command.
From the PTP Clock Config mode, enter the clock-port command.
From the Global Config mode, enter vlan vlan-id.

From the Global Config mode, enter ethernet cfm domain domain-name level
level.

From the Maintenance Domain Config mode, enter service service-name vlan
vlianID.

From Interface Config mode, enter service instance.

From the Global Config mode, enter monitor session session-id type erspan-
source.
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CLI Mode Access and Exit (Continued)

Command Mode Access Method

ERSPAN Source Ses-
sion Destination Con-
figuration Mode

ERSPAN Destination
Session Configuration
Mode

ERSPAN Destination
Session Source Con-
figuration Mode

Track Configuration
Mode

IP SLA Configuration
Mode

SLA ICMP ECHO Con-
figuration Mode

LDAP Search Map
Config

Service Instance Con-
fig
MiM Tunnel Config

MiM Service Instance
Config

Ethernet Ring Profile
Config

Ethernet Ring Config

Ethernet Ring
Instance Config

Ethernet Ring
Instance APS-Chan-
nel Config

MACsec Policy Config
Key Chain Config
Port Profile Config

From the ERSPAN Source Session Configuration Mode, enter destination.

From the Global Config mode, enter monitor session session-id type
erspan-destination.

From the ERSPAN Destination Session Configuration Mode, enter source.

From Global Config mode, enter track object-number ip sla operation-number.

From Global Config mode, enter ip sla operation-number.

From IP SLA Config mode, enter icmp-echo destination-ip-address.

From Global Config mode, enter ldap search-map map-name.

From Interface Config mode, enter service instance number ethernet name.

From Global Config mode, enter ethernet mac-tunnel virtual number.

From MiM Tunnel Config mode, enter service instance number.

From Global Config mode, enter ethernet ring g8032 profile name.

From Global Config mode, enter ethernet ring g8032 name.

From Ethernet Ring Config mode, enter instance number.

From Ethernet Ring Instance Config mode, enter aps-channel.

From Global Config mode, enter mka policy {policy-name}.
From Global Config mode, enter key chain {key-chain-name} macsec.

From Global Config mode, enter port-profile interface-

vlan | port-channel}] <name>.

[type {ethernet |
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110 Command Completion and Abbreviation

Command completion finishes spelling the command when you type enough letters of a command to uniquely identify
the command keyword. Once you have entered enough letters, press the SPACEBAR or TAB key to complete the word.

Command abbreviation allows you to execute a command when you have entered there are enough letters to uniquely
identify the command. You must enter all of the required keywords and parameters before you enter the command.

111 CLI Error Messages

If you enter a command and the system is unable to execute it, an error message appears. The following table describes
the most common CLI error messages.

Table 7:  CLI Error Messages

Message Text Description
% Invalid input You entered an incorrect or unavailable command. The carat (*) shows where the invalid
detected at '"!' text is detected. This message also appears if any of the parameters or values are not
marker. recognized.

Command not found |You did not enter the required keywords or values.
/ Incomplete
command. Use ? to
list commands.

Ambiguous command |You did not enter enough letters to uniquely identify the command.

112 CLI Line-Editing Conventions

The following table describes the key combinations you can use to edit commands or increase the speed of command
entry. You can access this list from the CLI by entering help from the User or Privileged EXEC modes.

Table 8: CLI Editing Conventions

Del or Backspace Delete previous character.
Ctrl+A Go to beginning of line.

Ctrl+E Go to end of line.

Ctrl+F Go forward one character.
Ctrl+B Go backward one character.
Ctrl+C Cancelinput and go to next line.
Ctrl+D Delete current character.
Ctrl+U or Ctrl+X Delete to beginning of line.
Ctrl+K Delete to end of line.

Ctrl+W Delete previous word.

Ctrl+T Transpose previous character.
Ctrl+P Go to previous line in history buffer.
Ctrl+R Rewrites or pastes the line.
Ctrl+N Go to next line in history buffer.
Ctrl+Y Prints last deleted character.
Ctrl+Q Enables serial flow.

Ctrl+S Disables serial flow.
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Table 8: CLI Editing Conventions (Continued)

Key Sequence Description

Ctrl+Z Return to root command prompt.

Tab, spacebar Command-Lline completion.

Exit Go to next lower command prompt.

? List available commands, keywords, or parameters.

113 Using CLI Help

Enter a question mark (?) at the command prompt to display the commands available in the current mode.
(switch) »>?

enable Enter into user privilege mode.

help Display help for various special keys.

logout Exit this session. Any unsaved changes are lost.
password Change an existing user’s password.

ping Send ICMP echo packets to a specified IP address.
quit Exit this session. Any unsaved changes are lost.
show Display Switch Options and Settings.

telnet Telnet to a remote host.

Enter a question mark (?) after each word you enter to display available command keywords or parameters.

(switch) #network ?

ipve Configure IPv6 parameters for system network.

javamode Enable/Disable.

mac-address Configure MAC Address.

mac-type Select the locally administered or burnedin MAC
address.

mgmt_vlan Configure the Management VLAN ID of the switch.

parms Configure Network Parameters of the device.

protocol Select DHCP, BootP, or None as the network config
protocol.

If the help output shows a parameter in angle brackets, you must replace the parameter with a value.

(Routing) #network parms ?

<ipaddr> Enter the IP Address.
none Reset IP address and gateway on management interface

If there are no additional command keywords or parameters, or if additional parameters are optional, the following mes-
sage appears in the output.

<cr> Press Enter to execute the command

You can also enter a question mark (?) after typing one or more characters of a word to list the available command or
parameters that begin with the letters, as shown in the following example.

(switch) #tshow m?

mac mac-addr-table mac-address-table
mail-server mbuf monitor

114 Accessing the CLI

You can access the CLI by using a direct console connection or by using a telnet or SSH connection from a remote man-
agement host.

For the initial connection, you must use a direct connection to the console port. You cannot access the system remotely
until the system has an IP address, subnet mask, and default gateway. You can set the network configuration information
manually, or you can configure the system to accept these settings from a BOOTP or DHCP server on your network. For
more information, see Section 2.1: "Network Interface Commands".
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2/ Management Commands

This chapter describes the management commands available in the FASTPATH CLI.

The commands in this chapter are in one of three functional groups:
NOTICE ° Show commands display switch settings, statistics, and other information.

A Configuration commands configure features and options of the switch. For every configura-
tion command, there is a show command that displays the configuration setting.

. Clear commands clear some or all of the settings to factory defaults.

21 Network Interface Commands

This section describes the commands you use to configure a logical interface for management access. To configure the
management VLAN, see network mgmt_vlan command.

211 enable (Privileged EXEC Access)

This command gives you access to the Privileged EXEC mode. From the Privileged EXEC mode, you can configure the net-
work interface.

Format enable
Mode User EXEC
21.2 do (Privileged EXEC Commands)

This command executes Privileged EXEC mode commands from any of the configuration modes.

Format do Priv Exec Mode Command
Mode i Global Config
. Interface Config

. VLAN Database
. Routing Config

Example: The following is an example of the do command that executes the Privileged EXEC command script list
in Global Config Mode.

(Routing) #configure

(Routing) (config)#do script list

Configuration Script Name Size(Bytes)
backup-config 2105
running-config 4483
startup-config 445

3 configuration scripts found.
2041 Kbytes free.
Routing(config)#

213 serviceportip

This command sets the IP address, the netmask and the gateway of the network management port. You can specify the
none option to clear the IPv4 address and mask and the default gateway (that is, reset each of these values to 0.0.0.0).

Format serviceport ip {ipaddr netmask [gateway] | none}
Mode Privileged EXEC
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214 serviceport protocol

This command specifies the network management port configuration protocol. If you modify this value, the change is
effective immediately. If you use the bootp parameter, the switch periodically sends requests to a BootP server until a
response is received. If you use the dhcp parameter, the switch periodically sends requests to a DHCP server until a
response is received. If you use the none parameter, you must configure the network information for the switch manu-
ally.

Format serviceport protocol {none | bootp | dhcp}
Mode Privileged EXEC
215 serviceport protocol dhcp

This command enables the DHCPv4 client on a Service port. If the c1ient-1id optional parameter is given, the DHCP client
messages are sent with the client identifier option.

Default none
Format serviceport protocol dhcp [client-id]
Mode Privileged EXEC

There is no support for the no form of the command serviceport protocol dhcp client-id.Toremovethe cli-
ent-id option from the DHCP client messages, issue the command serviceport protocol dhcp withoutthecli-
ent-id option. The command serviceport protocol none can be used to disable the DHCP client and client-id
option on the interface.

Example: The following shows an example of the command.

(Routing) # serviceport protocol dhcp client-id

21.6 network parms

This command sets the IP address, subnet mask and gateway of the device. The IP address and the gateway must be on
the same subnet. When you specify the none option, the IP address and subnet mask are set to the factory defaults.

Format network parms {ipaddr netmask [gateway]| none}
Mode Privileged EXEC
21.7 network protocol

This command specifies the network configuration protocol to be used. If you modify this value, change is effective
immediately. If you use the bootp parameter, the switch periodically sends requests to a BootP server until a response
is received. If you use the dhcp parameter, the switch periodically sends requests to a DHCP server until a response is
received. If you use the none parameter, you must configure the network information for the switch manually.

Default none

Format network protocol {none | bootp | dhcp}
Mode Privileged EXEC

21.8 network protocol dhcp

This command enables the DHCPv4 client on a Network port. If the client-id optional parameter is given, the DHCP
client messages are sent with the client identifier option.

Default none
Format network protocol dhcp [client-id]
Mode Global Config
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There is no support for the no form of the command network protocol dhcp client-id. Toremovetheclient-
id option from the DHCP client messages, issue the command network protocol dhcp without the client-id
option. The command network protocol none can be used to disable the DHCP client and client-id option on the
interface.

Example: The following shows an example of the command.

(Routing) # network protocol dhcp client-id

219 network mac-address

This command sets locally administered MAC addresses. The following rules apply:

. Bit 6 of byte 0 (called the U/L bit) indicates whether the address is universally administered (b'0") or locally admin-
istered (b'1").

. Bit 7 of byte 0 (called the I/G bit) indicates whether the destination address is an individual address (b'0") or a group
address (b'1").

L The second character, of the twelve character macaddr, must be 2, 6, A, or E.
A locally administered address must have bit 6 On (b'1") and bit 7 Off (b'0").

Format network mac-address macaddr
Mode Privileged EXEC

21.10 network mac-type

This command specifies whether the switch uses the burned in MAC address or the locally-administered MAC address.

Default burnedin
Format network mac-type {local | burnedin}
Mode Privileged EXEC

21101 no network mac-type

This command resets the value of MAC address to its default.

Format no network mac-type
Mode Privileged EXEC
21N show network

This command displays configuration settings associated with the switch's network interface. The network interface is
the logical interface used for in-band connectivity with the switch using any of the switch's front panel ports. The config-
uration parameters associated with the switch's network interface do not affect the configuration of the front panel
ports through which traffic is switched or routed. The network interface is always considered to be up, whether or not
any member ports are up; therefore, the show network command will always show Interface Status as Up.

Format show network
Modes . Privileged EXEC
. User EXEC

Parameter | Description

Interface Status The network interface status; it is always considered to be up.

IP Address The IP address of the interface. The factory default value is 0.0.0.0.

Subnet Mask The IP subnet mask for this interface. The factory default value is 0.0.0.0.
Default Gateway The default gateway for this IP interface. The factory default value is 0.0.0.0.
IPvb6 Administrative Whether enabled or disabled.

Mode
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Parameter | Description

IPvb Address/Length  The IPv6 address and length.
IPvb Default Router The IPv6 default router address.

Burned In MAC The burned in MAC address used for in-band connectivity.

Address

Locally Administered If desired, a locally administered MAC address can be configured for in-band connectivity.
MAC Address To take effect, 'MAC Address Type' must be set to 'Locally Administered'. Enter the

address as twelve hexadecimal digits (6 bytes) with a colon between each byte. Bit 1 of
byte O must be set to a 1and bit 0 to a O, that is, byte O should have the following mask
'xxxx xx10". The MAC address used by this bridge when it must be referred to in a unique
fashion. It is recommended that this be the numerically smallest MAC address of all ports
that belong to this bridge. However it is only required to be unique. When concatenated
with dot1dStpPriority a unique Bridge Identifier is formed which is used in the Spanning
Tree Protocol.

MAC Address Type The MAC address which should be used for in-band connectivity. The choices are the
burned in or the Locally Administered address. The factory default is to use the burned in
MAC address.

Configured IPv4 Pro- The IPv4 network protocol being used. The options are bootp | dhcp | none.
tocol

Configured IPv6 Pro- The IPv6 network protocol being used. The options are dhcp | none.
tocol

DHCPv6 Client DUID ~ The DHCPv6 client's unique client identifier. This row is displayed only when the config-
ured IPv6 protocol is dhcp.

IPv6 Autoconfig Mode Whether IPv6 Stateless address autoconfiguration is enabled or disabled.

DHCP Client Identifier The client identifier is displayed in the output of the command only if DHCP is enabled
with the client-id option on the network port. See the network protocol dhcp com-
mand.

Example: The following shows example CLI display output for the network port.

(admin) #show network

Interface Status.....coiiiiiiiiiiiiiiiiiinnnnn, Up

IP AdAreSsS. i iiiit it iiiiineteeenneeeeennnnnns 10.250.3.1

Subnet Mask.....oviiiiiiiiiiiniiiiiiiiieennnns 255.255.255.0

Default Gateway.....eeeiieivnnerroonnnennnnnnns 10.250.3.3

IPv6 Administrative Mode........covvviiinnnnnn. Enabled

IPV6 PrefiX 1S cuvintiiiiiiiiiiniiniieneennnns fe80::210:18ff:fe82:64c/64
IPVE PrefiX 1S tuiveiiiiiiiiniiinnnneeeeennnnnns 2003::1/128

IPv6 Default Router is .......cciiiiiiiiiinnn.. fe80::204:76ff:fe73:423a
Burned In MAC AdAress......oeeiiiiiieeennnnnns 00:10:18:82:06:4C

Locally Administered MAC address.........ccov.. 00:00:00:00:00:00

MAC AdAress TYPE..veeeeeerernnnnnsosssnnnnssnns Burned In

Configured IPv4 Protocol ........ccvvveevvnnnnn None

Configured IPv6 Protocol ..........cvvvvvvnnnn. DHCP

DHCPVE Client DUID ...vvvevenenennnnnnnnnnnnnns 00:03:00:06:00:10:18:82:06:4C
IPv6 Autoconfig Mode.......coviiiiiinnnnnnnnnns Disabled

Management VLAN ID......coiiiiiiiiiiiineennnnns 1

DHCP Client Identifier...........cccivivvvinnnn. @fastpath-0010.1882.160B-v11
2112 show serviceport

This command displays service port configuration information.

Format show serviceport
Mode . Privileged EXEC
. User EXEC
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Parameter | Description

Interface Status The network interface status. It is always considered to be up.

IP Address The IP address of the interface. The factory default value is 0.0.0.0.

Subnet Mask The IP subnet mask for this interface. The factory default value is 0.0.0.0.
Default Gateway The default gateway for this IP interface. The factory default value is 0.0.0.0.

IPv6 Administrative Whether enabled or disabled. Default value is enabled.
Mode

IPv6 Address/Length  The IPv6 address and length. Default is Link Local format.

IPv6 Default Router ThelPv6 default router address on the service port. The factory default value is an
unspecified address.

Configured IPv4 Pro-  The IPv4 network protocol being used. The options are bootp | dhcp | none.
tocol

Configured IPv6 Pro- The IPv6 network protocol being used. The options are dhcp | none.
tocol

DHCPv6 Client DUID The DHCPv6 client's unique client identifier. This row is displayed only when the config-
ured IPv6 protocol is dhcp.

IPv6 Autoconfig Mode Whether IPv6 Stateless address autoconfiguration is enabled or disabled.

Burned in MAC The burned in MAC address used for in-band connectivity.
Address

DHCP Client Identifier The client identifier is displayed in the output of the command only if DHCP is enabled
with the client-id option on the service port. See the serviceport protocol command.

Example: The following shows example CLI display output for the service port.

(admin) #show serviceport

Interface Status....viiiiiiiiiiiinnieennnnnnnns Up

IP AdOreSS. oot it iint i iiiitie et eeneennnns 10.230.3.51

Subnet Mask....ovviiiiiiiiiinniiiennnneeeennnns 255.255.255.0

Default Gateway......coviiiiiiiiiinnnneeeennnns 10.230.3.1

IPv6 Administrative Mode.........cviiiiiiinnnn Enabled

IPV6 PrefixX 1S ..ivviiiiiiiiiiiiininennnnnnnnnns fe80::210:18ff:fe82:640/64
IPVE PrefiX 1S tuiveeiiiiinnnrennnnneeessnnnnnns 2005::21/128

IPv6 Default Router is ......ivvviieinnnnnnnns fe80::204:76ff:fe73:423a
Configured IPv4 Protocol ........ccivvvevvnnnnn DHCP

Configured IPv6 Protocol ..........cvvvvvvnnnn. DHCP

DHCPVE Client DUID ...vvvvvvnvnnnnnnnnnnnnnnnns 00:03:00:06:00:10:18:82:06:4C
IPv6 Autoconfig Mode.......coviiiiiinnnnnnnnnns Disabled

Burned In MAC AdAressS.......cceeeuenennnnnnnnnns 00:10:18:82:06:4D

DHCP Client Identifier..........cceivveivivnnnn. @fastpath-0010.1882.160C
2113 ip netconf server start

This command enables the starting of the NETCONF server application. If disabled (“no” command) the tasks “restcon-
f_app" is not started and no NETCONF access is provided.

Please note, that the system has to be rebooted to activate the new configuration.

Please note, that the state is stored in the board specific *hpc” file and not in the startup-config file. Therefore it is not
indicated for the command “show running-config".

Default enabled
Format ip netconf server start
Mode Priviledged EXEC
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21131 no ip netconf server start
This command disables the starting of the NETCONF server application

Format no ip netconf server start
Mode Priviledged EXEC
2114 ip netconf server disable

This command enables the NETCONF server. If disabled the task “restconf_app" is not started and no NETCONF access is
provided.

With this function you can permanently enable the NETCONF server and not only at startup.

NOTICE

Default enabled
Format ip netconf server disable
Mode Priviledged EXEC

21141 no ip netconf server disable

This command disables the NETCONF server. If disabled the task “restconf_app" is not started and no NETCONF access is
provided.

NOTICE

With this function you can permanently enable the NETCONF server and not only at startup.

Format no ip netconf server disable
Mode Priviledged EXEC
2115 show ip netconf server

This command displays the state for the NETCONF server (enabled or disabled). It displays also the state of the NETCONF
server application ('show ip netconf start', see above).

Format show ip netconf server
Mode Priviledged EXEC
2116 show ip netconf server start

This command displays the state for the NETCONF server application (enabled or disabled). An active state and a config-
ured state are indicated. If the active state is 'disabled’, the NETCONF server has not been started.

Format show ip netconf server start
Mode Priviledged EXEC

www.kontron.com // 31



CP6940 CLI Reference Manual

2.2 Console Port Access Commands

This section describes the commands you use to configure the console port. You can use a serial cable to connect a man-
agement host directly to the console port of the switch.

2.21 configure

This command gives you access to the Global Config mode. From the Global Config mode, you can configure a variety of
system settings, including user accounts. From the Global Config mode, you can enter other command modes, including
Line Config mode.

Format configure
Mode Privileged EXEC
2.2.2 line

This command gives you access to the Line Console mode, which allows you to configure various Telnet settings and the
console port, as well as to configure console login/enable authentication.

Format line {console | telnet | ssh}
Mode Global Config

Parameter | Description

console Console terminal line.
telnet Virtual terminal for remote console access (Telnet).
ssh Virtual terminal for secured remote console access (SSH).

Example: The following shows an example of the CLI command.
(Routing)(config)#line telnet
(Routing) (config-telnet)#
223 serial baudrate

This command specifies the communication rate of the terminal interface. The supported rates are 1200, 2400, 4800,
9600, 19200, 38400, 57600, and 115200.

Default 9600
Format serial baudrate {1200 | 2400 | 4800 | 9600 | 19200 | 38400 | 57600 | 115200}
Mode Line Config

2.2.31 no serial baudrate

This command sets the communication rate of the terminal interface.

Format no serial baudrate
Mode Line Config
2.2.4 serial timeout

This command specifies the maximum connect time (in minutes) without console activity. A value of O indicates that a
console can be connected indefinitely. The time range is 0 to 160.

Default 5
Format serial timeout ©-160
Mode Line Config
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2.2.41 no serial timeout

This command sets the maximum connect time (in minutes) without console activity.

Format no serial timeout
Mode Line Config
2.2.5 show serial

This command displays serial communication settings for the switch.

Format show serial
Modes . Privileged EXEC
. User EXEC

Parameter | Description

Serial Port Login Tim- The time, in minutes, of inactivity on a serial port connection, after which the switch will

eout (minutes) close the connection. A value of O disables the timeout.

Baud Rate (bps) The default baud rate at which the serial port will try to connect.

Character Size (bits)  The number of bits in a character. The number of bits is always 8.

Flow Control Whether Hardware Flow Control is enabled or disabled. Hardware Flow Control is always
disabled.

Stop Bits The number of Stop bits per character. The number of Stop bits is always 1.

Parity The parity method used on the Serial Port. The Parity Method is always None.

2.3 Telnet Commands

This section describes the commands you use to configure and view Telnet settings. You can use Telnet to manage the
device from a remote management host.

2.3.1 ip telnet server enable

Use this command to enable Telnet connections to the system and to enable the Telnet Server Admin Mode. This com-
mand opens the Telnet listening port.

Default enabled

Format ip telnet server enable
Mode Privileged EXEC

2311 no ip telnet server enable

Use this command to disable Telnet access to the system and to disable the Telnet Server Admin Mode. This command
closes the Telnet listening port and disconnects all open Telnet sessions.

Format no ip telnet server enable
Mode Privileged EXEC
2.3.2 ip telnet port

This command configures the TCP port number on which the Telnet server listens for requests.

Default 23
Format ip telnet port 1-65535
Mode Privileged EXEC
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2.3.21 no ip telnet port

This command restores the Telnet server listen port to its factory default value.

Format no ip telnet port
Mode Privileged EXEC
233 telnet

This command establishes a new outbound Telnet connection to a remote host. The host value must be a valid IP address
or host name. Valid values for port should be a valid decimal integer in the range of 0 to 65535, where the default value is
23.1f [debug] is used, the current Telnet options enabled is displayed. The optional 1ine parameter sets the outbound
Telnet operational mode as linemode where, by default, the operational mode is character mode. The 1ocalecho option
enables local echo.

Format telnet ip-address[hostname port [debug] [line] [localecho]
Modes ° Privileged EXEC
. User EXEC

23.4 transport input telnet

This command regulates new Telnet sessions. If enabled, new Telnet sessions can be established until there are no more
sessions available. An established session remains active until the session is ended or an abnormal network error ends
the session.

If the Telnet Server Admin Mode is disabled, Telnet sessions cannot be established. Use the ip tel-

NOTICE net server enable command to enable Telnet Server Admin Mode.

Default enabled
Format transport input telnet
Mode Line Config

2.3.41 no transport input telnet

Use this command to prevent new Telnet sessions from being established.

Format no transport input telnet
Mode Line Config
235 transport output

This command regulates new outbound Telnet or SSH connections. If enabled, new outbound Telnet or SSH sessions can
be established until the system reaches the maximum number of simultaneous outbound Telnet or SSH sessions
allowed. If disabled, no new Telnet or SSH session can be established. An established session remains active until the
session is ended or an abnormal network error ends it.

Default enabled
Format transport output {telnet|ssh}
Mode Line Config
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2.3.51 no transport output

Use this command to disable new outbound Telnet or SSH connection. If disabled, no new outbound Telnet or SSH con-
nection can being established.

Format no transport output
Mode Line Config
2.3.6 session-limit

This command specifies the maximum number of simultaneous outbound Telnet sessions. A value of O indicates that no
outbound Telnet session can be established.

Default 5

Format session-1limit @-5
Mode Line Config

2.3.6.1 no session-limit

This command sets the maximum number of simultaneous outbound Telnet sessions to the default value.

Format no session-limit
Mode Line Config
2.3.7 session-timeout

This command sets the Telnet session timeout value.The timeout value unit of time is minutes.

Default 5

Format session-timeout 1-160
Mode Line Config

2.3.7.1 no session-timeout

This command sets the Telnet session timeout value to the default. The timeout value unit of time is minutes.

Format no session-timeout
Mode Line Config
2.3.8 telnetcon maxsessions

This command specifies the maximum number of Telnet connection sessions that can be established. A value of 0 indi-
cates that no Telnet connection can be established. The range is 0 to 5.

Default 5
Format telnetcon maxsessions @-5
Mode Privileged EXEC

2.3.8.1 no telnetcon maxsessions
This command sets the maximum number of Telnet connection sessions that can be established to the default value.

Format no telnetcon maxsessions
Mode Privileged EXEC
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2.3.9 telnetcon timeout

This command sets the Telnet connection session timeout value, in minutes. A session is active as long as the session
has not been idle for the value set. The time is a decimal value from 1to 160.

When you change the timeout value, the new value is applied to all active and inactive sessions

NOTICE immediately. Any sessions that have been idle longer than the new timeout value are discon-

nected immediately.

Default 5
Format telnetcon timeout 1-166
Mode Privileged EXEC

2.3.9.1 no telnetcon timeout

This command sets the Telnet connection session timeout value to the default.

Changing the timeout value for active sessions does not become effective until the session is

NOTICE accessed again. Also, any keystroke activates the new timeout duration.

Format no telnetcon timeout
Mode Privileged EXEC

2.3.10 show telnet

This command displays the current outbound Telnet settings. In other words, these settings apply to Telnet connections
initiated from the switch to a remote system.

Format show telnet
Modes i Privileged EXEC
. User EXEC

Parameter | Description

Outbound Telnet Login The number of minutes an outbound Telnet session is allowed to remain inactive before
Timeout being logged off.

Maximum Number of The number of simultaneous outbound Telnet connections allowed.
Outbound Telnet Ses-
sions

Allow New Outbound Indicates whether outbound Telnet sessions will be allowed.
Telnet Sessions

2.3.11 show telnetcon

This command displays the current inbound Telnet settings. In other words, these settings apply to Telnet connections
initiated from a remote system to the switch.

Format show telnetcon
Modes . Privileged EXEC
. User EXEC
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Parameter | Description

Remote Connection This object indicates the number of minutes a remote connection session is allowed to
Login Timeout (min-  remain inactive before being logged off. May be specified as a number from 1to 160. The
utes) factory default is 5.

Maximum Number of This object indicates the number of simultaneous remote connection sessions allowed.
Remote Connection The factory default is 5.
Sessions

Allow New Telnet Ses- New Telnet sessions will not be allowed when this field is set to no. The factory default
sions value is yes.

Telnet Server Admin If Telnet Admin mode is enabled or disabled.
Mode

Telnet Server Port The configured TCP port number on which the Telnet server listens for requests. (The
defaultis 23.)

2.4 Secure Shell Commands

This section describes the commands you use to configure Secure Shell (SS5H) access to the switch. Use SSH to access the
switch from a remote management host.

The system allows a maximum of five SSH sessions.

NOTICE

241 ip ssh

Use this command to enable SSH access to the system. (This command is the short form of the ip ssh server
enable command.)

Default disabled
Format ip ssh
Mode Privileged EXEC

2.411 no ip ssh

Use this command to disable SSH access to the system.

Format no ip ssh
Mode Privileged EXEC

242 ip ssh port

Use this command to configure the TCP port number on which the SSH server listens for requests. Valid port numbers are
from 1to 65535.

Default 22
Format ip ssh port 1-65535
Mode Privileged EXEC

2.4.21 no ip ssh port

Use this command to restore the SSH server listen port to its factory default value.

Format no ip ssh port
Mode Privileged EXEC
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243 ip ssh pubkey-auth

Use this command to enable public key authentication for incoming SSH sessions.

Default disabled
Format ip ssh pubkey-auth
Mode Privileged EXEC

2.4.31 no ip ssh pubkey-auth

Use this command to disable SSH access to the system.

Format no ip ssh pubkey-auth
Mode Privileged EXEC
244 ip ssh server algorithm encryption

Use this command to specify the encryption algorithms used to establish the SSH connection. The command also defines
the order of the encryption algorithms.

Default All encryption algorithms are enabled by default.

Format ip ssh server algorithm encryption {[aes128-ctr] [aesl192-ctr] [aes256-ctr] [chacha20-
poly13@5@openssh.com]}

Mode Privileged EXEC

Example: The following shows an example of the command.

(Routing)#ip ssh server algorithm encryption aes128-ctr aes192-ctr

2.4.41 no ip ssh server algorithm encryption

Use the no form of the command to disable the encryption algorithm.

Format no ip ssh server algorithm encryption {[aes128-ctr] [aes192-ctr] [aes256-ctr]
[chacha20-polyl1305@openssh.com]}

Mode Privileged EXEC

245 ip ssh server algorithm hostkey

Use this command to specify the host key algorithms used to establish the SSH connection. This command also defines
the order of host key algorithms.

Default All hostkey algorithms are enabled by default.

Format ip ssh server algorithm hostkey {[ssh-rsa] [rsa-sha2-256] [rsa-sha2-512]
[ecdsa-sha2-nistp256] [ecdsa-sha2-nistp384] [ecdsa-sha2-nistp521]}

Mode Privileged EXEC

Example: Following is an example of the command.

(Routing)#ip ssh server algorithm hostkey ssh-rsa ecdsa-sha2-nistp384
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2.4.51 no ip ssh server algorithm hostkey

Use the no form of the command to disable the host key algorithm.

Format no ip ssh server algorithm hostkey {[ssh-rsa] [rsa-sha2-256] [rsa-sha2-512]
[ecdsa-sha2-nistp256] [ecdsa-sha2-nistp384] [ecdsa-sha2-nistp521]}

Mode Privileged EXEC

2.4.6 ip ssh server algorithm mac

Use this command to specify the Message Authentication Code algorithms used to establish the SSH connection. The
command also defines the order of the MAC algorithms.

Default ALl MAC algorithms are enabled by default.

Format ip ssh server algorithm mac {[hmac-shal] [hmac-shal-etm@openssh.com]
[hmac-md5-etm@openssh.com] [hmac-sha2-256] [hmac-sha2-512]
[hmac-shal-96-etm@openssh.com] [hmac-md5-96-etm@openssh.com] [hmac-md5]
[hmac-sha2-256-etm@openssh.com] [hmac-sha2-512-etm@openssh.com]}

Mode Privileged EXEC

Example: The following shows an example of the command.

(Routing)#ip ssh server algorithm mac hmac-md5-etm@openssh.com hmac-sha2-256 hmac-shal

2.4.6.1 no ip ssh server algorithm mac

Use the no form of the command to disable the MAC algorithm.

Format no ip ssh server algorithm mac {[hmac-shal] [hmac-shal-etm@openssh.com] [hmac-md5-
etm@openssh.com] [hmac-sha2-256] [hmac-sha2-512] [hmac-shal-96-etm@openssh.com]
[hmac-md5-96-etm@openssh.com] [hmac-md5] [hmac-sha2-256-etm@openssh.com]
[hmac-sha2-512-etm@openssh.com]} no ip ssh server algorithm kex

Mode Privileged EXEC

247 ip ssh server algorithm kex

Use this command to specify the key exchange algorithms used to establish the SSH connection. This command also
defines the order of the Kex algorithms.

Default All Kex algorithms are enabled by default.

Format ip ssh server algorithm kex {[curve25519-sha256] [curve25519-sha256@libssh.org]
[ecdh-sha2-nistp256] [ecdh-sha2-nistp384] [ecdh-sha2-nistp521]
[diffie-hellman-group-exchange-sha256] [diffie-hellman-groupl6-sha512]
[diffie-hellman-groupl8-sha512] [diffie-hellman-groupl4-sha256]
[diffie-hellman-groupl4-shal]}

Mode Privileged EXEC

Example: The following shows an example of the command.

(Routing)#ip ssh server algorithm kex curve25519-sha256 ecdh-sha2-nistp384
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2.4.71 no ip ssh server algorithm kex

Use the no form of the command to disable the key exchange algorithm.

Format no ip ssh server algorithm kex {[curve25519-sha256] [curve25519-sha256@libssh.org]
[ecdh-sha2-nistp256] [ecdh-sha2-nistp384] [ecdh-sha2-nistp521] [diffie-hellman-group-
exchange-sha256] [diffie-hellman-groupl6-sha512] [diffie-hellman-groupl8-sha512]
[diffie-hellman-groupl4-sha256] [diffie-hellman-groupl4-shal]}

Mode Privileged EXEC

2.4.8 ip ssh server enable

This command enables the IP secure shell server. No new SSH connections are allowed, but the existing SSH connections
continue to work until timed-out or logged-out.

Default enabled
Format ip ssh server enable
Mode Privileged EXEC

2.4.81 no ip ssh server enable

This command disables the IP secure shell server.

Format no ip ssh server enable
Mode Privileged EXEC
249 ip ssh authentication-retries

Use this command to specify the maximum authentication retries allowed per SSH connection.

Default 3
Format ip ssh authentication-retries <@-5>
Mode Privileged EXEC

Example: The following shows an example of the command.

(Routing)#ip ssh authentication-retries 2

2.4.91 no ip ssh authentication-retries

Use the no form of the command to set the default value.

Format no ip ssh authentication-retries
Mode Privileged EXEC

2.410 netconf ssh

Use this command to enable the Network Configuration Protocol (NETCONF) server over SSH. Generate RSA and DSA keys
using the Section 2.5.6: “crypto key generate rsa” and Section 2.5.7: “crypto key generate dsa" commands prior to enabling
the NETCONF server.

Default none
Format netconf ssh
Mode Global Config

www.kontron.com // 40



CP6940 CLI Reference Manual

Example: The following is an example of the command.

(Routing) (Config)#crypto key generate rsa
(Routing) (Config)#
(Routing)(Config)#crypto key generate dsa
(Routing)(Config)#

(Routing) (Config)#netconf ?
ssh Enable NETCONF over SSH 2.

(Routing)(Config)#netconf ssh
(Routing)(Config)#

2.4101 no netconf ssh

Use the no form of the command to disable NETCONF server.

Format no netconf ssh
Mode Global Config
2.41 sshcon maxsessions

This command specifies the maximum number of SSH connection sessions that can be established. A value of O indicates
that no ssh connection can be established. The rangeis 0 to 5.

Default 5
Format sshcon maxsessions @-5
Mode Privileged EXEC

2.411.1 no sshcon maxsessions

This command sets the maximum number of allowed SSH connection sessions to the default value.

Format no sshcon maxsessions
Mode Privileged EXEC
2.412 sshcon timeout

This command sets the SSH connection session timeout value, in minutes. A session is active as long as the session has
been idle for the value set. The time is a decimal value from 1to 160.

Changing the timeout value for active sessions does not become effective until the session is re accessed. Also, any key-
stroke activates the new timeout duration.

Default 5
Format sshcon timeout 1-160
Mode Privileged EXEC

2.412.1 no sshcon timeout

This command sets the SSH connection session timeout value, in minutes, to the default.

Changing the timeout value for active sessions does not become effective until the session is re accessed. Also, any key-
stroke activates the new timeout duration.

Format no sshcon timeout
Mode Privileged EXEC
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2413 show ip ssh

This command displays the SSH settings.

Format show ip ssh
Mode Privileged EXEC

Parameter | Description

Administrative Mode This field indicates whether the administrative mode of SSH is enabled or disabled.

SSH Port The SSH port.

Protocol Level The SSH protocol version. This field may have the values of version 1, version 2, or both
version 1and version 2.

SSH Sessions Cur- The number of SSH sessions currently active.

rently Active

Max SSH Sessions The maximum number of SSH sessions allowed.

Allowed

SSH Timeout The SSH timeout value in minutes.

Keys Present Indicates whether the SSH RSA, DSA, and ECDSA key files are present on the device. The

length of the respective keys and the key encryption status (if the key is encrypted) are
displayed in parenthesis.

Key Generation in Indicates whether RSA, DSA, or ECDSA key files generation is currently in progress.
Progress

SSH Public Key Indicates whether the password less login for the SSH client is enabled or not.
Authentication Mode

SCP Server Adminis-  Indicates whether the SCP server is enabled on the switch. To allow file transfers from a
trative Mode host system to the switch using SCP push operations, the SCP server must be enabled.

Max SSH Authentica- Displays the maximum number of authentication retries supported per SSH connection.
tion Tries

Encryption Algorithms Displays the encryption algorithms used for the SSH connection.

MAC Algorithms Displays the Message Authentication Code algorithms used for the SSH connection.

KEX Algorithms Displays the Key Exchange algorithms that are used over the SSH connection.

HostKey Algorithms Displays the host key algorithms that are used over the SSH connection.

Example: The following shows example CLI display output for the command.

(Routing) (Config)#show ip ssh

SSH Configuration

Administrative Mode: .......ciiiiiiiiinnnnnnnns Enabled

LR o T 0 o 22

Protocol Level: ... .iiiiiiiiiiiininennnnnnnnnns Version 2

SSH Sessions Currently Active: ................ 4]

Max SSH Sessions Allowed: .......ccvvvevennnnn 5

SSH Timeout (MinS): ...viiinrnnnrenneennennnns 5

KeYS Present: ....iieiiiirnneeennronneannnnnnns DSA(1024, Encrypted)

RSA(1024, Encrypted)
ECDSA(384, Encrypted)

Key Generation In Progress: .........ccceevuunns None

SSH Public Key Authentication Mode: ........... Disabled

SCP server Administrative Mode: ............... Disabled

Max SSH authentication tries:.........ccvvvvnn 3

Encryption Algorithms:.........coiiiiiiiieenn aes128-ctr
aesl92-ctr
aes256-ctr

chacha20-poly1305@openssh.com

MAC Algorithms:.....coiiiiiiiiiiiiiiniiinennn. hmac-shal
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hmac-shal-etm@openssh.com
hmac-md5-etm@openssh.com
hmac-sha2-256

hmac-sha2-512
hmac-shal-96-etm@openssh.com
hmac-md5-96-etm@openssh.com
hmac-md5
hmac-sha2-256-etm@openssh.com
hmac-sha2-512-etm@openssh.com

KEX Algorithms:.......ciiuiiiiiiiiiiiiinnnnnn. curve25519-sha256
curve25519-sha256@libssh.org
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521
diffie-hellman-group-exchange-sha256
diffie-hellman-groupl6-sha512
diffie-hellman-groupl18-sha512
diffie-hellman-groupl4-sha256
diffie-hellman-groupl4-shal

HostKey Algorithms:.......cciiiiiiiiiiiinnnns rsa-sha2-256
rsa-sha2-512
ecdsa-sha2-nistp256
ecdsa-sha2-nistp384
ecdsa-sha2-nistp521

2.414 ssh

Use this command to establish an outbound SSH session for the DUT to a remote host.

Format ssh [-1 user_name] [-p port_number] {ip-address | hostname}
Mode Privileged EXEC

Parameter | Description

-luser_name Specify the user name to log in on the remote machine. If this parameter is not specified,
the user name currently logged in to the DUT is uses as the user name.

-p port_number Specify the port number used to establish the SSH session. If this parameter is not speci-
fied, port number 22 is used as the port number.

ip-address The IP address of the host to which to establish the SSH connection.

hostname The hostname of the host to which to establish the SSH connection.

2415 ssh session-limit

Use this command to specify the maximum number of outbound SSH sessions that can be established simultaneously. A
value of 0 (zero) indicates that no outbound SSH session can be established. The range is 0 to 5.

Default 5
Format ssh session-1limit @-5
Mode Global Config

2.415.1 no ssh session-limit

This command sets to the default value the maximum number of outbound telnet sessions that can be established
simultaneously.

Format no ssh session-limit
Mode Global Config
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2.4.16 ssh timeout

Use this command to set the outbound SSH session timeout value, in minutes. A value of 0 (zero) indicates that the ses-
sion remains active indefinitely. The time is a decimal value from 0 to 160.

Default 0
Format ssh timeout ©-160
Mode Global Config

2.4.16.1 no ssh timeout

This command sets to the default value the outbound SSH session timeout value, in minutes.

Format no ssh timeout
Mode Global Config

2.417 show netconf

Use this command to display the NETCONF server status.

Format show netconf
Mode Privileged EXEC

Example: The following shows example CLI display output.

(Routing)#show netconf

NETCONF Server Status......oiiiiiiirnnnnnnns Running

2.418 show ssh

Use this command to display the current outbound SSH settings.

Format show ssh
Mode Privileged EXEC

Parameter | Description

Outbound SSH Admin Indicates if outbound SSH sessions can be established.
Mode

Outbound SSH Login  Indicates the number of minutes an outbound telnet session is allowed to remain inactive
Timeout (minutes) before being logged off.

Maximum Number of Indicates the number of simultaneous outbound SSH connections allowed.
Qutbound SSH Ses-
sions

Number of Active Out- Indicates the number of simultaneous outbound SSH connections active.
bound SSH Sessions
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2.5 Management Security Commands

This section describes commands you use to generate keys and certificates, which you can do in addition to loading them
as before.

2.51 crypto certificate generate

Use this command to generate a self-signed certificate for HTTPS. This command enters the Crypto Certificate Genera-
tion mode. Enter the fields, such as key-generate, duration, location, and so on. The generated RSA key for SSL
has a length specified by the key-generate field. The exit command attempts to generate the self-signed certificate.
Use the end command to exit Crypto Certificate Generation mode without generating a certificate.

Starting with FASTPATH 8.4, the switch uses SHA2-256 to sign the generated certificate instead of

NOTICE SHA1, and the key length of the certificate generated is changed from 1024 to 2048 bits. This change
in key size is only for the newly generated certificates and does not alter any functionality with the

existing or loaded certificates.

Format crypto certificate 1-2 generate
Mode Global Config

Example: The following example shows the fields entered by the user to generate a self-signed certificate.

(Routing)(config)#crypto certificate 1 generate
(Routing) (config-crypto-cert-gen)#?

common-name Specifies the common name.

country Specifies the country name.

do Run Privileged Exec mode commands.

duration Specifies number of days a self-signed
certification would be valid.

email Specifies the contact email address.

exit To exit from the mode.

key-generate Regenerate SSL RSA key. If unspecified defaults to
1024.

location Specifies the location or city name.

organization-name Specifies the organization name

organization-unit Specifies the organization internal unit

show Display Switch Options and Settings.

state Specifies the state or province name.

(Routing)(config-crypto-cert-gen)#
(Routing)(config-crypto-cert-gen)i#tkey-generate 1024
(Routing) (config-crypto-cert-gen)#exit

Certification Generation Successful..

(Routing)(config)#

2.511 no crypto certificate

Use this command to delete the HTTPS certificate files from the device, regardless of whether they are self-signed or
downloaded from an outside source.

Format no crypto certificate 1-2
Mode Global Config
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252 crypto certificate import

Use this command to import a signed certificate provided by the Certification Authority (CA). The imported certificate
must be based on a certificate request created by the crypto certificate request Privileged EXEC command.
Enter an external certificate (signed by the Certification Authority) to the switch. To end the session, add a period on a
separate line after the input, and press Enter. The signed certificate must contain the switch public key, match the RSA
key on the switch, and must be in X509 PEM text format.

Format crypto certificate 1-2 import
Mode Global Config

Example: The following example imports a certificate signed by the Certification Authority for HTTPS.
(Routing) (Config)#crypto certificate 1 import

Please paste the input now, add a period (.) on a separate line after the input, and press Enter.
————— BEGIN CERTIFICATE-----
MIIBrDCCARWgAWIBAEIJANi+zML5qml1oMAOGCSqGSIb3DQEBCWUAMBEXFjAUBENV
BAMMDTEwWL jEzZMC44Ni4yMT cwHhcNNzAWMTAXMDMOMzM3WhcNNzEwMTAXMDMOMzM3
WjAYMRYwWFAYDVQQDDAOXMC4xMzAuODYuUMjE3MIGFMAGGCSqGSIb3DQEBAQUAAAGN
ADCBiQKBgQCZsOyuz2M1Q8ab+Y9vcRgqldakelL8z4XLNRRD1ASNCOE6GXwskDrT8
hx@r7Mywr04J6bPfqG2t63ee3KUyPS+B60dxwmNycRwbUZabxD87MmBwx90tUULY
AKNCUKXG6I9kxXUXry4CNbOmFtVpTHDr+xqWbmpQemRjB3VpUXOueewIDAQABMARG
CSqGSIb3DQEBCWUAAAGBAHYcAeQZv80Vxcw+hWFNsWePkD6VdM8o3ecV9kcCcFuV
SreKkICC6HBUPKVXxqcoVoGbBiRSMGcDI4XDIVEWWHZV1QiIn8Z1jy+0SpEAruIOi
myM305cleG/4balcilccIIgWjwxZwAPd6kz+0tXHhWLN/+Y2akg3sev6oXTLTCsv
————— END CERTIFICATE-----

Certificate imported successfully

(Routing) (Config)#

253 crypto certificate request

Use this command to generate and display a certificate request for HTTPS. This command enters the Crypto Certificate
Request mode. The certificate request that is generated using this command is sent to the Certification Authority for
signing. The certificate request is generated in Baseb64-encoded X509 format.

Before generating a certificate request, you must first generate a self-signed certificate using the crypto certificate gen-
erate command in Global Configuration mode, to sign the certificate request. Make sure to re-enter the identical values in
the certificate request fields as were entered in the self-signed certificate generated by the crypto certificate generate
command.

Format crypto certificate 1-2 request
Mode Global Config

Example: The following is an example crypto certificate request.

(Routing)(Config)#crypto certificate 1 request
(Routing) (config-crypto-cert-req)#?

common-name Specifies the common name.

country Specifies the country name.

do Run Privileged Exec mode commands.

email Specifies the contact email address.
exit To exit from the mode.

location Specifies the location or city name.
organization-name Specifies the organization name
organization-unit Specifies the organization internal unit
show Display Switch Options and Settings.
state Specifies the state or province name.

subject-alternative-name Specifies the Subject Alernative Name.
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(Routing) (config-crypto-cert-req)# exit

————— BEGIN CERTIFICATE REQUEST-----
MIIBUTCBuwIBAjASMRAWDEYDVQQDDACWLjAUMCAWMIGTMAGGCSqGSIb3DQEBAQUA
A4GNADCBiQKBgQC+pfOyHFIjXe/2DDwedT1GkZKX8PP1/4F35KyaounA35kHGwIx
+y+1T5hMfOererTbkLdoM8taPOYipv+gJ978DL8tNMB1IMIHAcPokAmuv+PDNYaGK
sY1Y+L/Ajge7qh3iCO/HR/wPenKab4fChbyKA5x7GFriPs4YWGxbv1X2wQIDAQAB
0AAWDQYJKoZIhvcNAQELBQADgYEADXHN2ScDYGNHfTrqjl6+5XDIW66Pxidr/JPs
BVcF+QKrwItwq6AqGwIDHDVYfvc5FGnpW3vYbfovRuSalbNGmS/iUOXmpjYQryQW
AwWTt2DTNPxiuZZjumfjT/utWmdFPsaibGyjcZU/HyDDFsrC7ukLWrXro6fbjvxX
mnxt7FQ=

————— END CERTIFICATE REQUEST-----

(Routing) (config)#

The Subject Alternative Name (SAN) is an extension to the X.509 specification that allows users to

NOTICE specify additional host names for a single SSL certificate. Some browsers will not accept the Com-
mon Name field in an SSL certificate and require the SAN field instead.

FASTPATH supports adding the SAN field to the certificate request. The following sample SAN for-
mats are supported.

DNS:example.com
DNS:*.example.com
DNS:xyz.com,IP:10.10.20.1

DNS.l:myserver.com, DNS.2:xyz.com, IP:10.10.32.1

254 crypto key encrypt write

Use this command to encrypt key files with a user-provided passphrase. The key file to be encrypted is indicated by using
an argument to the command. On successful encryption, the system configuration is saved to NVRAM automatically. The
encrypted key file replaces the plain-text key file on flash.

Format crypto key encrypt write {rsa | dsa | ecdsa | sslt-cert-key cert-num
sslt-client-cert-key client-key-num} passphrase passphrase
Mode Global Config

Parameter | Description

rsa RSA key pair for SSH.

dsa DSA key pair for SSH.

ecdsa ECDSA key pair for SSH.

cert-num The SSL certificate key.

client-key-num The SSL client certificate key.

passphrase The passphrase must be at least 8 characters long.

255 crypto key decrypt write

This command is the equivalent of a no crypto key encrypt command and is used to decrypt key files with the
user-provided passphrase. They key file to be decrypted is indicated by using an argument to the command.

Format crypto key decrypt write {rsa | dsa | ecdsa | sslt-cert-key cert-num |
sslt-client-cert-key client-key-num} passphrase passphrase
Mode Global Config
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Parameter | Description

rsa RSA key pair for SSH.

dsa DSA key pair for SSH.

ecdsa ECDSA key pair for SSH.

cert-num The SSL certificate key.

client-key-num The SSL client certificate key.

passphrase The passphrase must be at least 8 characters long.
256 crypto key generate rsa

Use this command to generate an RSA key pair for SSH. The new key files will overwrite any existing generated or down-
loaded RSA key files.

Format crypto key generate rsa <key-len>
Mode Global Config
Parameter | Description
key-len Key length for the RSA key in bits. Valid lengths are 1024, 2048, and 3072.

2.5.6.1 no crypto key generate rsa

Use this command to delete the RSA key files from the device.

Format no crypto key generate rsa
Mode Global Config
257 crypto key generate dsa

Use this command to generate a DSA key pair for SSH. The new key files will overwrite any existing generated or down-
loaded DSA key files.

Format crypto key generate dsa <key-len>

Mode Global Config

Parameter | Description

key-len Key length for the DSA key in bits. The valid length is 1024.

2.5.71 no crypto key generate dsa

Use this command to delete the DSA key files from the device.

Format no crypto key generate dsa
Mode Global Config
258 crypto key generate ecdsa

Use this command to generate an ECDSA key pair for SSH. The new key files overwrite any existing generated or down-
loaded ECDSA key files.

Format crypto key generate ecdsa key-len
Mode Global Config
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Parameter | Description
key-len Key length for the ECDSA key in bits. Valid lengths are 256, 384, and 521.

2.5.8.1 no crypto key generate ecdsa
Use this command to delete the ECDSA key files from the device.

Format no crypto key generate ecdsa
Mode Global Config

259 crypto key pubkey-chain ssh

Use this command to enter the Public Key Configuration mode to manually specify public keys for SSH clients or an indi-
vidual user.

Format crypto key pubkey-chain ssh user-key user-name
Mode Global Config

Example: Following is an example of the CLI command.

(Routing) (Config)#crypto key pubkey-chain ssh user-key test rsa

(Routing) (config-pubkey-key)#key-String "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAQEAvVWOVaOrICLGoTI46ZMRknjAk8pBEz3Y4DijzV70im+wW7DI5SmFUULI3cT1110cjGHeQF03
phufEDcK45CrOnHCD37zDwjN5B2+YFtVq6h4dQGfBFIVnXvl/PmgDt5iti/jAvRXn4NzHA@3byn8/
yHUsrzI6Syd3FZfaBvD+Shxpgx+pZkk LRXHgZ1L/s7uxOpu6aWwjhZEZFz5RIX//chT5I3uHn++WoYt/
3CwEenZeF400wEji5DTnPFkTnHXxm8s4NSWHpKYOSN8LW2300EmUGmMoRUOKIX7 /
Zeuw36FI6RVEIFbTmX6a59GRBPpaMh9bHBAGXDA4AX9X5AXTrsqS1Q=="

(Routing) (config-pubkey-key)#exit

(Routing) (config)#

2.5.91 no crypto key pubkey-chain ssh

Use this command to erase all the SSH server public key chains or the public key for a user.

Format no crypto key pubkey-chain ssh [user-key user-name]
Mode Global Config

2.5.10 crypto dhparam size

Use this command to set the Diffie Hellman (DH) parameter. Diffie Hellman parameters are used in the Diffie-Hellman
key exchange mechanism used while establishing SSL connections. The DH parameters are generated by the switch once
and re-used for all SSL connections established thereafter. While the DH parameters are being generated, the SSLT
admin mode remains disabled operationally.

When the DH parameters are successfully generated, an informational message is logged to let the user know that the
parameters have been generated and the configured DH parameter is applied.

Default The default DH parameter is 1024 bit.
Format crypto dhparam size [1024|2048]
Mode Global Config
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25101 nocrypto dhparam size

Use this command to set the Diffie Hellman parameter size to the default.

Format no crypto dhparam size
Mode Global Config
251N show crypto certificate mycertificate

Use this command to display the SSH certificates present on the switch.

Format show crypto certificate mycertificate [number]
Mode Privileged EXEC

Parameter Description

number Specifies the certificate number. Range: 1 to 2 digits.

Example: The following shows example display output for the CLI command.

(Routing)#show crypto certificate mycertificate

MIIBrDCCARWgAWIBAGIJANi+zML5qml1oMAOGCSqGSIb3DQEBCWUAMBEXFjAUBENV
BAMMDTEwWL jEzMC44Ni4yMT cwHhcNNzAwWMTAXMDMOMzM3WhcNNzEwMTAXMDMOMzM3
WjAYMRYwWFAYDVQQDDAOXMC4xMzAuODYuMjE3MIGFMAGGCSqGSIb3DQEBAQUAA4AGN
ADCBiQKBgQCZsOyuz2M1Q8ab+Y9vcRgqJldakelL8z4XLNRRD1ASNCOE6GXwskDrT8
hx@r7Mywr04J6bPfqG2t63ee3KUyPS+B60dxwmNycRwbUZabxD87MmBwx90tUULY
AKNCUKXG6I9kxUXry4CNbOmFtVpTHDr+xqWbmpQemRjB3VpUXOueewIDAQABMARG
CSqGSIb3DQEBCWUAAAGBAHYcAeQZv80Vxcw+hWFNsWePkD6VdM8o3ecV9kcCcFuV
SreKkICC6HBUPKVXxqcoVoGbBiRSMGcDI4XDIVEWWHZV1QiIn8Z1jy+0SpEAruIOi
myM305cleG/4balcilccIJgWjwxZwAPd6kz+0tXHhWLN/+Y2akg3sev6oXTLTCsv
————— END CERTIFICATE-----

Issued by: 10.130.86.200

Valid from Jan 1 03:43:37 1970 GMT to Jan 1 ©3:43:37 1971 GMT

Subject: /CN=10.130.86.200

Fingerprint: 970A9E32A301507C28D1E36805109C77

(Routing)#

2.512 show crypto key mypubkey

Use this command to display the SSH certificates present on the switch.

Format show crypto key mypubkey
Mode Privileged EXEC

Example: The following shows example display output for the CLI command.

(Routing)#show crypto key mypubkey

RSA Key Data:

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAAAZQD1xWi3s2eakSEsmMDORIF748Q7pChNctFsSJ0aD7esTIgGHhTFL31i2EPN9VOh2A+8tFg
2kXaiIzqWzy9kTbhmen/tCtRyBkvmpLve2z+AKwdHQX00ZzdLjtTv4/cAXTEAF6 g/
LBKdhFb4+qGr6PekbGbuMpp4rvIF76r8wXX1lsw==

Fingerprint (Hex): MD5:ad:bb:2b:dd:c@:4b:8e:bc:f1:99:35:05:25:00:d5:cd

Fingerprint (Bubble Babble): xicag-duvek-fulir-lelab-sumyk-selar-suzys-fopum-cavis-gebyh-coxax

DSA Key Data:
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ssh-dss AAAAB3NzaClkc3MAAACBANrQifFkVewhGrGtOM8tzmlgig7vdp3zRY81jIiQF8ukS8x2f/
WDPAulaZa+wf8pmtOy+nAvOrPmYTDNMOIfe8X+uu669xd1l5+FWkrSqe8B6c1NXVDIxDqIIgqOuNjxBj5W+hzwvQODTndvVImIL2
3hi+0zxtODcWfvFVIILFNhjHAAAAFQCOOqsPDNiPrEn7wNUZH2r2mwGohwAAAIBECr5krey IwwVBXq05yuSc+khzQ5aDdHBaEK
k4RIqggXvPUMzyaH/
nR84TOX1syUcP51xK1noo5ayVwUZKp9GT43NC1KQmg4cI30VsNswvwn6tvme+Brsw+DA2KcOxgeGjCZTEZOZXzsqD+0SndE51o
6GBKQdA577NFoo3Szmf{fwAAAIEAQ4qsY12WDINBF86Ga7kX1EZYPVyNo8tmz3tk899P4VoZFRDWIBzrC/
j723Vd127j0u8oddIKwliXWFSi4nbWg5NdiaSXtBH5vONzs3GK59QIirXAJp3ZKMaTzn26PTlemLpw9zxwDpjRLmtpUIKG464K
ZQwIzSjhcWDJIAgDmyVU=

Fingerprint (Hex): MD5:50:4e:c7:aa:ff:41:48:0f:fl:f6:46:4a:1le:db:e2:a7

Fingerprint (Bubble Babble): xomal-radyc-rebid-hodid-gelos-pekyn-voduz-cidom-damen-mogeb-hoxox

(Routing)#

2.513 show crypto key pubkey-chain ssh

Use this command to display the SSH client's public keys stored on the switch.

Format show crypto key pubkey-chain ssh
Mode Privileged EXEC

Example: The following shows example display output for the CLI command.

(Routing)#show crypto key pubkey-chain ssh

Username Fingerprint

test MD5:19:8c:81:e3:cd:5c:2a:8a:91:cb:5e:35:a4:43:93:91

(Routing)#

2514 show crypto dhparam

Use this command to display the Diffie Hellman parameter size used by the SSL tunnel.

Format show crypto dhparam
Mode Privileged EXEC

Example: The following shows example display output for the CLI command.

show crypto dhparam
DH param size ........ccvvvuuns 1024
DH Parameter generation status ........ In progress

2.6 Hypertext Transfer Protocol Commands

This section describes the commands you use to configure Hypertext Transfer Protocol (HTTP) and secure HTTP access
to the switch. Access to the switch by using a Web browser is enabled by default. Everything you can view and configure
by using the CLl is also available by using the Web.

2.6.1 ip http accounting exec, ip https accounting exec

This command applies user exec (start-stop/stop-only) accounting list to the line methods HTTP and HTTPS.

The user exec accounting list should be created using the command aaa accounting.

NOTICE

Format ip {httplhttps} accounting exec {default|listname}
Mode Global Config
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Parameter | Description

http/https The line method for which the list needs to be applied.
default The default list of methods for authorization services.
listname An alphanumeric character string used to name the list of accounting methods.

2.6.11 no ip http/https accounting exec

This command deletes the authorization method list.

Format no ip {httplhttps} accounting exec {default|listname}
Mode Global Config
2.6.2 ip http authentication

Use this command to specify authentication methods for http server users. The default configuration is the local user
database is checked. This action has the same effect as the command ip http authentication local. The addi-
tional methods of authentication are used only if the previous method returns an error, not if it fails. To ensure that the
authentication succeeds even if all methods return an error, specify none as the final method in the command line. For
example, if none is specified as an authentication method after radius, no authentication is used if the RADIUS server is
down.

Default local
Format ip http authentication methodl [method2...]
Mode Global Config

Parameter | Description

ldap Uses the list of all LDAP servers for authentication.
local Uses the local username database for authentication.
none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Example: The following example configures the http authentication.

(switch)(config)# ip http authentication radius local

2.6.21 no ip http authentication

Use this command to return to the default.

Format no ip http authentication
Mode Global Config
2.6.3 ip https authentication

Use this command to specify authentication methods for https server users. The default configuration is the local user
database is checked. This action has the same effect as the command ip https authentication local.The addi-
tional methods of authentication are used only if the previous method returns an error, not if it fails. To ensure that the
authentication succeeds even if all methods return an error, specify none as the final method in the command line. For
example, if none is specified as an authentication method after radius, no authentication is used if the RADIUS server is
down.

Default local
Format ip https authentication methodl [method2...]
Mode Global Config
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Parameter | Description

ldap Uses the list of all LDAP servers for authentication.
local Uses the local username database for authentication.
none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Example: The following example configures https authentication.

(switch)(config)# ip https authentication radius local

2.6.3.1 no ip https authentication

Use this command to return to the default.

Format no ip https authentication
Mode Global Config
2.6.4 ip http server

This command enables access to the switch through the Web interface. When access is enabled, the user can login to the
switch from the Web interface. When access is disabled, the user cannot login to the switch's Web server. Disabling the
Web interface takes effect immediately. All interfaces are affected.

The option [start] enables the starting of the WEB server application.
Note, that you have to reboot the system if the new configuration should become active!

Note, that the state is stored in the board specific *hpc” file and not in the startup-config file. Therefore it is not indicated
for the command “show running-config".

Default enabled
Format ip http server [start]
Mode Privileged EXEC

2.6.41 no ip http server

This command disables access to the switch through the Web interface. When access is disabled, the user cannot login
to the switch's Web server.

The option [start] disables the starting of the WEB server application. If disabled, no WEB access is provided.

Format no ip http server [start]
Mode Privileged EXEC
2.6.5 ip http secure-server

This command is used to enable the secure socket layer for secure HTTP.

Default disabled
Format ip http secure-server
Mode Privileged EXEC

www.kontron.com // 53



CP6940 CLI Reference Manual

2.6.51 no ip http secure-server

This command is used to disable the secure socket layer for secure HTTP.

Format no ip http secure-server

Mode Privileged EXEC

2.6.6 ip http port

This command configures the TCP port number on which the HTP server listens for requests.
Default 80

Format ip http port 1025-65535

Mode Privileged EXEC

2.6.6.1 no ip http port

This command restores the HTTP server listen port to its factory default value.

Format no ip http port

Mode Privileged EXEC

2.6.7 ip http rest-api port

This command configures the HTTP TCP port number on which the OpEN restful APl server listens for restful requests.
Default 8080

Format ip http rest-api port 1025-65535

Mode Privileged EXEC

2.6.71 no ip http rest-api port

This command restores the OpEN restful API HTTP server listen port to its factory default value.

Format no ip http rest-api port
Mode Privileged EXEC
2.6.8 ip http rest-api secure-port

This command configures the HTTPS TCP port number on which the OpEN restful API server listens for secure restful
requests

Default 8443
Format ip http rest-api secure-port 1025-65535
Mode Privileged EXEC

2.6.8.1 no ip http rest-api secure-port

This command restores the OpEN restful API HTTP server listen port to its factory default value.

Format no ip http rest-api secure-port
Mode Privileged EXEC
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2.6.9 ip http session hard-timeout

This command configures the hard timeout for un-secure HTTP sessions in hours. Configuring this value to zero will give
an infinite hard-timeout. When this timeout expires, the user will be forced to re-authenticate. This timer begins on initi-
ation of the web session and is unaffected by the activity level of the connection.

Default 24
Format ip http session hard-timeout 1-168
Mode Privileged EXEC

2.6.9.1 no ip http session hard-timeout

This command restores the hard timeout for un-secure HTTP sessions to the default value.

Format no ip http session hard-timeout
Mode Privileged EXEC
2.6.10 ip http session maxsessions

This command limits the number of allowable un-secure HTTP sessions. Zero is the configurable minimum.

Default 16
Format ip http session maxsessions @-16
Mode Privileged EXEC

2.610.1 noip http session maxsessions

This command restores the number of allowable un-secure HTTP sessions to the default value.

Format no ip http session maxsessions
Mode Privileged EXEC
2.6.11 ip http session soft-timeout

This command configures the soft timeout for un-secure HTTP sessions in minutes. Configuring this value to zero will
give an infinite soft-timeout. When this timeout expires the user will be forced to reauthenticate. This timer begins on ini-
tiation of the Web session and is restarted with each access to the switch.

Default 5
Format ip http session soft-timeout 1-66
Mode Privileged EXEC

2.6.11.1 no ip http session soft-timeout

This command resets the soft timeout for un-secure HTTP sessions to the default value.

Format no ip http session soft-timeout
Mode Privileged EXEC

2.6.12 ip http secure-certificate

Use this command to configure the active certificate for HTTPS.

Format ip http secure-certificate
Mode Privileged EXEC
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2.6.13 ip http secure-ciphersuite
Use this command to specify the cipher suites to be used over an HTTPS connection. If the user does not specify the

cipher suites, the server and the client negotiate a connection with the cipher suite that they both support.

Default All cipher suite options are enabled by default.

Format ip http secure-ciphersuite {[aes-128-cbc-sha][aes-256-cbc-sha] [dhe-aes-128-cbc-sha]
[dhe-aes-cbc-sha2][dhe-aes-gcm-sha2] [ecdhe-rsa-aes-cbc-sha2][ecdhe-rsa-aes-gcm-sha2]
[rsa-aes-cbc-sha2][rsa-aes-gcm-sha2]}

Mode Privileged EXEC

Example: The following shows an example of the command.
(Routing)#ip http secure-ciphersuite aes-128-cbc-sha aes-256-cbc-sha dhe-aes-128-cbc-sha dhe-aes-
cbc-sha2
2.6131 noip http secure-ciphersuite

Use the no form of the command to set all the cipher suite options.

Format no ip http secure-ciphersuite
Mode Privileged EXEC
2.6.14 ip http secure-session hard-timeout

This command configures the hard timeout for secure HTTP sessions in hours. When this timeout expires, the user is
forced to reauthenticate. This timer begins on initiation of the Web session and is unaffected by the activity level of the
connection. The secure-session hard-timeout can not be set to zero (infinite).

Default 24
Format ip http secure-session hard-timeout 1-168
Mode Privileged EXEC

2.6.141 noip http secure-session hard-timeout

This command resets the hard timeout for secure HTTP sessions to the default value.

Format no ip http secure-session hard-timeout
Mode Privileged EXEC
2.6.15 ip http secure-session maxsessions

This command limits the number of secure HTTP sessions. Zero is the configurable minimum.

Default 16
Format ip http secure-session maxsessions ©0-16
Mode Privileged EXEC

2.6.151 noip http secure-session maxsessions

This command restores the number of allowable secure HTTP sessions to the default value.

Format no ip http secure-session maxsessions
Mode Privileged EXEC
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2.6.16 ip http secure-session soft-timeout

This command configures the soft timeout for secure HTTP sessions in minutes. Configuring this value to zero will give
an infinite soft-timeout. When this timeout expires, you are forced to reauthenticate. This timer begins on initiation of the
Web session and is restarted with each access to the switch. The secure-session soft-timeout can not be set to zero
(infinite).

Default 5
Format ip http secure-session soft-timeout 1-60
Mode Privileged EXEC

2.6.16.1 noip http secure-session soft-timeout

This command restores the soft timeout for secure HTTP sessions to the default value.

Format no ip http secure-session soft-timeout
Mode Privileged EXEC

2.6.17 ip http secure-port

This command is used to set the SSL port where port can be 1025 to 65535 and the default is port 443.

Default 443
Format ip http secure-port portid
Mode Privileged EXEC

2.6.171 no ip http secure-port
This command is used to reset the SSL port to the default value.
Format no ip http secure-port

Mode Privileged EXEC

2.6.18 ip http secure-protocol

Use this command to specify the secure protocol to be used over an HTTPs connection. If you do not specify the protocol,
the server and client negotiate a connection with the protocol that they both support.

Default All protocol options are enabled by default.
Format ip http secure-protocol {[TLS1.0][TLS1.1][TLS1.2][TLS1.3]}
Mode Privileged EXEC

Example: The following is an example of the command.

(Routing)# ip http secure-protocol TLS1.1 TLS1.2

2.6181 noip http secure-protocol

Use the no form of the command to set all the protocol options.

Format no ip http secure-protocol {[TLS1.0][TLS1.1][TLS1.2][TLS1.3]}
Mode Privileged EXEC
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2.6.19 show ip http

This command displays the http settings for the switch.

Using the option [server start], the command displays the state for the WEB server application (enabled or disabled).
An active state and a configured state are indicated. If the active state is 'disabled’, the WEB server application has not
been started.

Format show ip http [server start]
Mode Privileged EXEC

Parameter | Description

HTTP Mode (Unse- The unsecure HTTP server administrative mode.

cure)

Java Mode The java applet administrative mode which applies to both secure and unsecure web con-
nections.

HTTP Port The configured TCP port on which the HTTP server listens for requests. (The default is
80.)

Maximum Allowable  The number of allowable unsecure http sessions.
HTTP Sessions

HTTP Session Hard The hard timeout for unsecure http sessions in hours.
Timeout

HTTP Session Soft The soft timeout for unsecure http sessions in minutes.
Timeout

HTTP Mode (Secure) The secure HTTP server administrative mode.

HTTP Operational Displays the operational status of HTTPS.
Mode (Secure)
Secure Port The secure HTTP server port number.

Secure Protocol Lev- The protocol level may have the values of TL51.0, TLS1.1, TLS1.2, and TLS1.3.
els

Maximum Allowable The number of allowable secure http sessions.
HTTPS Sessions

HTTPS Session Hard ~ The hard timeout for secure http sessions in hours.

Timeout

HTTPS Session Soft The soft timeout for secure http sessions in minutes.

Timeout

Certificate Present Indicates whether the secure-server certificate files are present on the device.
User Selected Certifi- Displays the user-configured certificate for secure HTTP.

cate

Active Certificate Displays the active certificate configured for secure http.

Expired Certificate Displays the expired certificates if NTP time is synced.

Certificate Generation Indicates whether certificate generation is currently in progress.

in Progress

RESTful API HTTP Port The HTTPS TCP port number on which the OpEN RESTful APl server listens for RESTful
requests.

RESTful API HTTPS The HTTPS TCP port number on which the OpEN RESTful APl server listens for secure

Port RESTful requests.

DH Key Exchange Displays whether the DH Key Exchange is enabled or disabled.

Server Ciphersuite Displays the Ciphersuites to be used over HTTPS connection.

Example: The following shows example command output.

(Switching)#show ip http

HTTP Mode (UNSECUrEe) ... utvieennnrnnnennnnnnnns Enabled
HTTP POrt.. ittt ittt iiiiinennnnnnsnnnnnns 80
Maximum Allowable HTTP Sessions................ 16
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HTTP Session Hard Timeout........ovvvvvvnvnenns 24 hours

HTTP Session Soft Timeout..............ccvvunn. 5 minutes

HTTP Mode (SECUPE)..vt i tineennnsnneennennnnns Enabled

HTTP Operational Mode (Secure)...........c.coeu.. Enabled

Secure Port. ...ttt i i i i e 443

Secure Protocol Level(S)..veeeerneeneenneennnns TLS1.0 TLS1.1 TLS1.2 TLS1.3
Maximum Allowable HTTPS Sessions............... 16

HTTPS session hard timeout................c.... 24 hours

HTTPS session soft timeout...............coo.t 5 minutes

Certificate Present.....cciiiiiiiiiiiiinnnnnnns 12

User Selected Certificate......covvvvvvennnnnns 1

Active Certificate.....cciiiiiiiiiiiinnnnnnnnns 1

Expired Certificate.......cvvvuiiiiiinnnnnnnn. Not Applicable (No NTP time source)
Certificate Generation In Progress............. None

DH Key EXchange.......c.ciiiiiiiiiiiiineennnns Enabled

Server Ciphersuite.....coeiiiiiiiiiinennnnnnnns aes-128-cbc-sha

aes-256-cbc-sha
dhe-aes-128-cbc-sha
dhe-aes-cbc-sha2
dhe-aes-gcm-sha2
ecdhe-rsa-aes-cbc-sha2
ecdhe-rsa-aes-gcm-sha2
rsa-aes-cbc-sha2
rsa-aes-gcm-sha2

2.7 Access Commands

Use the commands in this section to close remote connections or to view information about connections to the system.

2.71 disconnect

Use the disconnect command to close HTTP, HTTPS, Telnet or SSH sessions. Use all to close all active sessions, or use
session-id to specify the session ID to close. To view the possible values for session id, use the show
loginsession command.

Format disconnect {session id | all}

Mode Privileged EXEC

2.7.2 linuxsh

Use the 1inuxsh command to access the Linux shell. Use the exit command to exit the Linux shell and return to the
FASTPATH CLI. The shell session will timeout after five minutes of inactivity. The inactivity timeout value can be changed
using the session-timeout command in Line Console mode.

Default ip-port:2324
Format linuxsh [ip-port]
Mode Privileged EXEC

Parameter Description

ip-port The IP port number on which the telnet daemon listens for connections. ip-portis an
integer from 1to 65535. The default value is 2324.

2.7.3 show loginsession

This command displays current Telnet, SSH, and serial port connections to the switch, as well as all remote connections
(including SSH). This command displays truncated user names. Use the show loginsession long command to dis-
play the complete user names.
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Format show loginsession

Mode Privileged EXEC

ID Login Session ID.

User Name The name the user entered to log on to the system.

Connection From IP address of the remote client machine or EIA-232 for the serial port connection.
Idle Time Time this session has been idle.

Session Time Total time this session has been connected.

Session Type Shows the type of session, which can be HTTP, HTTPS, telnet, serial, or SSH.
274 show loginsession long

This command displays the complete user names of the users currently logged in to the switch.

Format show loginsession long
Mode Privileged EXEC

Example: The following shows an example of the command.

(switch) #show loginsession long
User Name

admin
testlllltestlllltestlllltestlllltestlllltestlllltestlllltestl111l

2.8 User Account Commands

This section describes the commands you use to add, manage, and delete system users. FASTPATH software has two
default users: admin and guest. The admin user can view and configure system settings, and the guest user can view
settings.

You cannot delete the admin user. There is only one user allowed with level-15 privileges. You can

(\'[ey 4 [ed 5 configure up to five level-1users on the system.

2.8.1 aaa authentication login

Use this command to set authentication at login. The default and optional list names created with the command are used
withthe aaa authentication login command. Create a list by entering the aaa authentication login list-
name methodcommand, where 1ist-name is any character string used to name this list. The method argument identi-
fies the list of methods that the authentication algorithm tries, in the given sequence.

The additional methods of authentication are used only if the previous method returns an error, not if there is an authen-
tication failure. To ensure that the authentication succeeds even if all methods return an error, specify none as the final
method in the command line. For example, if none is specified as an authentication method after radius, no authentica-
tion is used if the RADIUS server is down.

Default . defaultList. Used by the console and only contains the method none.

* networkList. Used by telnet and SSH and only contains the method local.
Format aaa authentication login {default | List-name} methodl [method2...]
Mode Global Config
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Parameter | Description

default Uses the listed authentication methods that follow this argument as the default list of
methods when a user logs in.

list-name Character string of up to 15 characters used to name the list of authentication methods
activated when a user logs in.
method1... At least one from the following:
[method2...] . enable. Uses the enable password for authentication.
. ldap. Uses the list of all LDAP servers for authentication.
. line. Uses the line password for authentication.
° local. Uses the local username database for authentication.

i none. Uses no authentication.
4 radius. Uses the list of all RADIUS servers for authentication.

e tacacs. Uses the list of all TACACS servers for authentication.

Example: The following shows an example of the command.

(switch)(config)# aaa authentication login default radius local enable none

2.811 no aaa authentication login

This command returns to the default.

Format aaa authentication login {default | List-name}
Mode Global Config
282 aaa authentication enable

Use this command to set authentication for accessing higher privilege levels. The default enable listis enableList. Itis
used by console, and contains the method as enable followed by none.

A separate default enable list, enableNetList, is used for Telnet and SSH users instead of enableList. This list is
applied by default for Telnet and SSH, and contains enable followed by deny methods. In FASTPATH, by default, the
enable password is not configured. That means that, by default, Telnet and SSH users will not get access to Privileged
EXEC mode. On the other hand, with default conditions, a console user always enter the Privileged EXEC mode without
entering the enable password.

The default and optional list names created with the aaa authentication enable command are used with the
enable authentication command. Create a list by entering the aaa authentication enable list-name
method command where 1ist-name is any character string used to name this list. The method argument identifies the
list of methods that the authentication algorithm tries in the given sequence.

The user manager returns ERROR (not PASS or FAIL) for enable and line methods if no password is configured, and moves
to the next configured method in the authentication list. The method none reflects that there is no authentication
needed.

The user will only be prompted for an enable password if one is required. The following authentication methods do not
require passwords:

1. none
2. deny
3. enable (if no enable password is configured)

4. line (if no line password is configured)
Example: See the following examples:

aaa authentication enable default enable none
. aaa authentication enable default line none

. aaa authentication enable default enable radius none

Qo o W

. aaa authentication enable default line tacacs none
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Examples a and b do not prompt for a password, however because examples c and d contain the radius and tacacs meth-
ods, the password prompt is displayed.

If the login methods include only enable, and there is no enable password configured, then FASTPATH does not prompt
for a username. In such cases, FASTPATH only prompts for a password. FASTPATH supports configuring methods after

the local method in authentication and authorization lists. If the user is not present in the local database, then the next
configured method is tried.

The additional methods of authentication are used only if the previous method returns an error, not if it fails. To ensure

that the authentication succeeds even if all methods return an error, specify none as the final method in the command
line.

Use the show authorization methods command to display information about the authentication methods.

Requests sent by the switch to a RADIUS server include the username $enabx$, where x is the

NOTICE requested privilege level. For enable to be authenticated on Radius servers, add $enabx$ users to
them. The login user ID is now sent to TACACS+ servers for enable authentication.

Default default
Format aaa authentication enable {default | List-name} methodl [method2...]
Mode Global Config

Parameter | Description

default Uses the listed authentication methods that follow this argument as the default list of
methods, when using higher privilege levels.

list-name Character string used to name the list of authentication methods activated, when using
access higher privilege levels. Range: 1to 15 characters.

method1 Specify at least one from the following:

[method?2...] °

deny. Used to deny access.

. enable. Uses the enable password for authentication.

. ldap. Uses the list of all LDAP servers for authentication.
. line. Uses the line password for authentication.

° none. Uses no authentication.

e radius. Uses the list of all RADIUS servers for authentication.

4 tacacs. Uses the list of all TACACS+ servers for authentication.

Example: The following example sets authentication when accessing higher privilege levels.

(switch)(config)# aaa authentication enable default enable

2.8.2.1 no aaa authentication enable

Use this command to return to the default configuration.

Format no aaa authentication enable {default | List-name}
Mode Global Config
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2.8.3 aaa authorization

Use this command to configure command and exec authorization method lists. This list is identified by default ora
user-specified 1ist-name. If tacacsis specified as the authorization method, authorization commands are notified to a
TACACS+ server. If none is specified as the authorization method, command authorization is not applicable. A maximum
of five authorization method lists can be created for the commands type.

Local method is not supported for command authorization. Command authorization with RADIUS

NOTICE willwork if, and only if, the applied authentication method is also radius

Per-Command Authorization

When authorization is configured for a line mode, the user manager sends information about an entered command to the
AAA server. The AAA server validates the received command, and responds with either a PASS or FAIL response. If
approved, the command is executed. Otherwise, the command is denied and an error message is shown to the user. The
various utility commands like tftp, and ping, and outbound telnet should also pass command authorization. Applying the
script is treated as a single command apply script, which also goes through authorization. Startup-config commands
applied on device boot-up are not an object of the authorization process.

The per-command authorization usage scenario follows.

1. Configure Authorization Method List
aaa authorization commands Listname tacacs radius none

2. Apply AML to an Access Line Mode (console, telnet, SSH)
authorization commands listname

3. Commands entered by the user will go through command authorization using TACACS+ or RADIUS server and will be
accepted or denied.

Exec Authorization

When exec authorization is configured for a line mode, the user may not be required to use the enable command to
enter Privileged EXEC mode. If the authorization response indicates that the user has sufficient privilege levels for Privi-
leged EXEC mode, the user bypasses User EXEC mode entirely.

The exec authorization usage scenario is this:

1. Configure Authorization Method List
aaa authorization exec Llistname methodl [method2....]

2. Apply AML to an Access Line Mode (console, telnet, SSH)
authorization exec Listname

3. When the user logs in, in addition to authentication, authorization will be performed to determine if the user is allowed
direct access to Privileged EXEC mode.

Format aaa authorization {commands |[exec} {default|list-name} methodl[method2]
Mode Global Config

Parameter | Description

commands Provides authorization for all user-executed commands.

exec Provides exec authorization.

default The default list of methods for authorization services.

list-name Alphanumeric character string used to name the list of authorization methods.
method TACACS+/RADIUS/Local and none are supported.
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Example: The following shows an example of the command.

(Routing) #configure
(Routing) (Config)t#taaa authorization exec default tacacs+ none
(Routing) (Config)#aaa authorization commands default tacacs+ none

2.8.31 no aaa authorization

This command deletes the authorization method list.

Format no aaa authorization {commands [exec} {default|Llist-name}
Mode Global Config
2.8.4 authorization commands

This command applies a command authorization method list to an access method (console, telnet, ssh). For usage sce-
narios on per command authorization, see the aaa authorization command.

Format authorization commands [default|list-name]

Mode Line console, Line telnet, Line SSH

Parameter | Description

commands This causes command authorization for each command execution attempt.

2.8.4.1 no authorization commands

This command removes command authorization from a line config mode.

Format no authorization {commands|exec}

Mode Line console, Line telnet, Line SSH

Example: The following shows an example of the command.

(Switching) (Config)#line console
(Switching) (Config-line)#authorization commands list2
(Switching) (Config-line)#exit

2.8.5 authorization exec

This command applies a command authorization method list to an access method so that the user may not be required
to use the enable command to enter Privileged EXEC mode. For usage scenarios on exec authorization, see the aaa
authorization command.

Format authorization exec List-name

Mode Line console, Line telnet, Line SSH

Parameter | Description

list-name The command authorization method list.

2.8.5.1 no authorization exec

This command removes command authorization from a line config mode.

Format no authorization exec

Mode Line console, Line telnet, Line SSH
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2.8.6 authorization exec default

This command applies a default command authorization method list to an access method so that the user may not be
required to use the enable command to enter Privileged EXEC mode. For usage scenarios on exec authorization, see the
aaa authorization command.

Format authorization exec default

Mode Line console, Line telnet, Line SSH

2.8.6.1 no authorization exec default

This command removes command authorization from a line config mode.

Format no authorization exec default
Mode Line console, Line telnet, Line SSH
2.8.7 show authorization methods

This command displays the configured authorization method lists.

Format show authorization methods
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Switching) #show authorization methods

Command Authorization List Method

dfltCmdAuthlList tacacs none
list2 none undefined
list4 tacacs undefined
Line Command Method List

Console dfltCmdAuthlList

Telnet dfltCmdAuthList

SSH dfltCmdAuthList

Exec Authorization List Method

dfltExecAuthlList tacacs none

list2 none undefined
list4 tacacs undefined
Line Exec Method List

Console dfltExecAuthlList

Telnet dfltExecAuthList

SSH dfltExecAuthList

2.8.8 enable authentication

Use this command to specify the authentication method list when accessing a higher privilege level from a remote telnet
or console.

Format enable authentication {default | List-name}

Mode Line Config
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Parameter | Description

default Uses the default list created with the aaa authentication enable command.

list-name Uses the indicated list created with the aaa authentication enable command.

Example: The following example specifies the default authentication method when accessing a higher privilege level
console.

(switch)(config)# line console
(switch)(config-line)# enable authentication default

2.8.8.1 no enable authentication

Use this command to return to the default specified by the enable authenticationcommand.

Format no enable authentication

Mode Line Config

2.8.9 username (Global Config)

Use the username command in Global Config mode to add a new user to the local user database. The default privilege
level is 1. This command can be used to unlock a locked user account for an already existing user. Using the encrypted
keyword allows the administrator to transfer local user passwords between devices without having to know the pass-
words. When the password parameter is used along with encrypted parameter, the password must be exactly 128
hexadecimal characters in length. If the password strength feature is enabled, this command checks for password
strength and returns an appropriate error if it fails to meet the password strength criteria. Giving the optional parameter
override-complexity-check disables the validation of the password strength.

The command username username password does not accept plain text format. Specify the password in encrypted
format.

As of FASTPATH release 8.8, script files or config files that have username commands with a plain text password in the
command line will fail. Specify the password in encrypted format.

The command username <name> password <password> level <level> encrypted [override-
complexity-check] is deprecated in FASTPATH release 8.9. This command displays the password in running-configu-
ration in encrypted mode for the default encryption type. If enable password is configured, username <name>
password <password> encryption-type <encryption-type> level <level> encrypted [override-
complexity-check]is displayed in the running-configuration for both default and non-default encryption types.

Format username name {password password [encryption-type <encryption-type>]
[encrypted [override-complexity-check] | level Level [encrypted
[override-complexity-check]] | override-complexity-check]} | {level Level [override-
complexity-check] password [encryption-type <encryption-type>]
| {email-id email-address} mfa-enable}

Mode Global Config

Parameter | Description

name The name of the user. Range: 1to 64 characters.

password The authentication password for the user. Range: 8 to 64 characters. This value can be
zero if the no passwords min-length command has been executed. The special char-
acters allowed inthe passwordinclude! # $ % & ' () *+,-./:;<=>@ [\ ]~
-~

level The user level. Level O can be assigned by a level 15 user to another user to suspend that

user's access. Range 0 to 15. Enter access level 1for read access [non-privileged
(switch> prompt)] or level 15 for read/write access [highest privilege (switch#
prompt)]. If not specified where it is optional, the privilege level is 1.

. If Privilege level = 1 (Read-0nly), users will not be able to enter Privilege Exec mode.

encrypted Encrypted password entered or copied from another switch configuration.
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Parameter | Description

encryption-type Specifies encryption algorithm type, either MD5, AES, SHA256, or SHA512. The encryp-
tion-type default value is AES.

override-complexity- Disables the validation of the password strength.

check
email-id The email address for the user.
mfa-enable Enables or disables the multi-factor authentication feature at the user level.

Example: Command username username password does not accept plain text format.
(Switching) (Config)#username admin password ?
<cr> Press enter to execute the command.

<password> Enter the password in encrypted format
Example: The following examples configure users with encrypted passwords.

(Switching) (Config)#username test password
0a51d780be1a0240b8cc7c69fe@479dbT07644e1094b25fb43ebe2fa72f649e42ad9711bf5c33f9a7eb88efd8b9945347b
264e0c52b3a47dbo5f886caae9f42b encrypted override-complexity-check

(Switching) (Config)#username test123 password
0a51d780bela0240b8cc7c69fe0479dbf07644e1094b25Fb43ebe2fa72f649e42ad9711bf5¢c33f9a7eb88efd8b9945347b
264e0c52b3a47dbo5f886caae9f42b encrypted

(Switching) (Config)#username testl23 password
0a51d780bela®240b8cc7c69fe0479dbf07644e1094b25Fb43ebe2fa72f649e42ad9711bf5c33f9a7eb88efd8b9945347b
264e0c52b3a47dbo5f886caae9f42b encryption-type aes level 1 encrypted

(Switching) (Config)#username test123 password $1$2ESg@XHN$/a/pbeNOwQWbpSLVQEvgd/ encryption-type
md5 level 1 encrypted

(Switching) (Config)#username test password $1$2ESgOXHN$/a/pbeNOwQWbpSLVQEvgd/ encryption-type md5

encrypted override-complexity-check
Example: The following examples configure users with plain text passwords.

(Switching) (Config)#username bob level 15 password

Enter new passwonrd:*¥¥¥**xxx

Confirm new password:¥*# ¥k

(Switching) (Config)#username bob level 15 password encryption-type aes
Enter new password:*¥¥***xxx

Confirm new password:*¥*xkkkk*

(Switching) (Config)#username bob level 15 password encryption-type md5
Enter new passwor‘d L EEE LT L

Confirm new password:*¥*kkkk*

(switching) (Config)#username test encryption-type aes level 1 override-complexity-check password
Enter new passwonrd:*¥¥***xx

Confirm new password:*¥*xkki*

(Switching) (Config)#username test123 encryption-type md5 level 15 password

Enter new passwonrd:*¥****xx
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Confirm new password:*¥***x***
(Switching) (Config)#username test1234 override-complexity-check password
Enter new passwonrd:******xx

Confirm new password:***xkkkk

2.8.91 no username

Use this command to remove a user name.

Format no username name
Mode Global Config
2.8.10 username nopassword

Use this command to remove an existing user's password (NULL password).

Format username name nopassword [level Llevel]
Mode Global Config

Parameter | Description

name The name of the user. Range: 1to 32 characters.

password The authentication password for the user. Range 8 to 64 characters.

level The user level. Level O can be assigned by a level 15 user to another user to suspend that
user's access. Range 0 to 15.

2.8.11 username unlock

Use this command to allow a locked user account to be unlocked. Only a user with read/write access can reactivate a
locked user account.

Format username name unlock
Mode Global Config
2.8.12 show users

This command displays the configured user names and their settings. The show users command displays truncated
user names. Use the show users long command to display the complete usernames. The show users command is
only available for users with Level 15 privileges. The SNMPv3 fields will only be displayed if SNMP is available on the sys-
tem.

Format show users
Mode Privileged EXEC

Parameter | Description

User Name The name the user enters to login using the serial port, Telnet or Web.

Access Mode Shows whether the user is able to change parameters on the switch (Level 15) oris only
able to view them (Level 1). As a factory default, the "admin” user has Level 15 access and
the "guest” has Level 1 access.

SNMPv3 Access Mode The SNMPv3 Access Mode. If the value is set to ReadWrite, the SNMPv3 useris ableto
set and retrieve parameters on the system. If the value is set to ReadOnly, the SNMPv3
user is only able to retrieve parameter information. The SNMPv3 access mode may be
different than the CLI and Web access mode.
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Parameter | Description

SNMPv3 Authentica- The authentication protocol to be used for the specified login user.
tion

SNMPv3 Encryption The encryption protocol to be used for the specified login user.

2.813 show users long

This command displays the complete usernames of the configured users on the switch.

Format show users long
Mode Privileged EXEC

Example: The following shows an example of the command.

(switch) #show users long
User Name

guest
testlllltestlllltestlllltest1111

2.8.14 show users accounts

This command displays the local user status with respect to user account lockout and password aging. This command
displays truncated user names. Use the show users longcommand to display the complete usernames.

Format show users accounts [detail]
Mode Privileged EXEC

Parameter | Description

User Name The local user account's user name.

Access Level The user's access level (1 for read-access, non-privilege (switch>prompt) or 15 for read/
write access, highest privilege (switch# prompt).

Password Aging Number of days, since the password was configured, until the password expires.

Password Expiry Date The current password expiration date in date format.

Lockout Indicates whether the user account is locked out (true or false).

Multi Factor Authenti- Displays the multi-factor authentication mode for the user.

cation

Email information Displays the email information configured for the user.

If the detail keyword is included, the following additional fields display.

Parameter | Description

Password Override Displays the user's Password override complexity check status. By default it is disabled.
Complexity Check

Password Strength Displays the user password's strength (Strong or Weak). This field is displayed only if the
Password Strength feature is enabled.

Encryption Type Displays the encryption type used to store the user password.

Example: The following example displays information about the local user database.
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(switch) #show users accounts

UserName Privilege Password Password Lockout Multi Factor Email
Aging Expiry date Authentication

admin 15 --- --- False Disable ----

guest 1 --- --- False Disable ----

vinay 1 --- --- False Enable vs@br.

console#tshow users accounts detail

USErName. « v vttt ittt ettt tnnneeeeennnensennnns admin
Privilege...vieii ittt ittt ineinennnnnnnnnns 15
PassWord AgiNg.....c.iviiiennrronnnneoessannnnns ---
PassSWOrd EXPiry...eeeeeeeeneeennnnneeessnnnnnns ---

[0 Yo 1 1¥ i P False
Override Complexity Check......vvvivviiiineennn Disable
Password Strength........ oo, ---
ENCryption Type.. v e iiiie e enenns AES
Multifactor Authentication..................... Disable
Email Information........ccviiiiiiiiiiiinnnn. ---
UserName. .. .ottt ittt ittt nnnenonneeeennes guest
Privilege....vviiiiiiiiiiiii ittt 1
Password Aging......ovviiiiiirnenennnnnnnnnns ---
PassSWOrd EXPiry...oeeeeeeeenneeononneeessannnnss ---

[0 Yo 1 1¥ i P False
Override Complexity Check......vvvivvviinennnn Disable
Password Strength........ccoiiiiiiiiiiiiiin., ---
ENCryption Type.. v iiiie e enennnns AES
Multifactor Authentication..................... Disable
Email Information.........coviiiiiiiniinnnn. ---
USErNamMe. v v vttt ittt et ieennneeeeennnensennnns vinay
Privilege...vuiiiiiiiiiiiiii ittt i, 1
Password Aging......oviiiiiiirinenennnnnnnnnns ---
PassSWOrd EXPiry...oeeeeieeeeneeooonneoossannnnns ---

[0 Yo 1 ¥ o False
Override Complexity Check...........ovovvuvnn. Disable
Password Strength........coiiiiiiiiiiiiiinnn., Strong
Encryption Type. . vttt ittt innnneenns MD5
Multifactor Authentication................. ..., Enable
Email Information.........cciviiiieiinnnnnnnnnns vs@br.com

2.8.15 show users login-history [long]

Use this command to display information about the login history of users.

Format show users login-history [long]
Mode Privileged EXEC
2.8.16 show users login-history [username]

Use this command to display information about the login history of users.

Format show users login-history [username name]
Mode Privileged EXEC
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Parameter | Description
name Name of the user. Range: 1to 20 characters.

Example: The following example shows user login history outputs.

Console>show users login-history

Login Time Username Protocol Location
Jan 19 2005 08:23:48 Bob Serial

Jan 19 2005 08:29:29 Robert HTTP 172.16.0.8
Jan 19 2005 08:42:31 John SSH 172.16.0.1
Jan 19 2005 08:49:52 Betty Telnet 172.16.1.7

2.817 login authentication

Use this command to specify the login authentication method list for a line (console, telnet, or SSH). The default configu-
ration uses the default set with the command aaa authentication login.

Format login authentication {default | List-name}

Mode Line Configuration

Parameter | Description

default Uses the default list created with the aaa authentication login command.

list-name Uses the indicated list created with the aaa authentication login command.

Example: The following example specifies the default authentication method for a console.

(switch) (config)# line console
(switch) (config-1line)# login authentication default

2.8171  no login authentication

Use this command to return to the default specified by the authentication login command.

Format no login authentication

Mode Line Configuration

2.8.18 mfa-enable

Use this command to enable the multi-factor authentication (MFA) feature at a global level.

Default disable
Format mfa-enable
Mode Global Config

2.8.18.1 no mfa enable

Use the no form of the command to disable the multi-factor authentication (MFA) feature at a global level.

Format no mfa-enable
Mode Global Config
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2.8.19 show mfa

This command displays whether multi-factor authentication (MFA) is enabled globally for all the users whose authenti-
cation is performed based on the switch user accounts configuration.

Format show mfa
Mode Privileged EXEC

Example: The following shows example command output.

#show mfa

Multifactor Authentication : Disabled

2.8.20 password

This command allows the currently logged in user to change his or her password without having Level 15 read/write
privileges.

Format password cr
Mode User EXEC

Example: The following is an example of the command.

console>password
Enter old password:****x*x*x
Enter new password:*¥*xkxkx

Confirm new password:***xk***

2.8.21 password (Line Configuration)

Use the password command in Line Configuration mode (console/telnet/ssh) to specify a password on a line. The
default configuration is no password is specified. This command allows the administrator to input the password in
encrypted format, which aids in transferring the password between devices without having to know the password.

Thepassword command does not accept plain text format. Specify the password in encrypted format.

The command password <password> encrypted is deprecated in FASTPATH release 8.9. This command displays the
password in running-configuration in encrypted mode for the default encryption type. If enable password is config-
ured, password <password> encryption-type <encryption-type> encrypted is displayed in the running-
configuration for both default and non-default encryption types.

Format password [encryption-type <encryption-type>] | password [encryption-type
<encryption-type> encrypted]

Mode Line Config

Parameter | Description

password Specify the password for this level in encrypted format. Range: 8 to 64 characters.

encryption-type Specify the encryption algorithm type as MD5, AES, SHA256, or SHA512. The default value
of encryption-type is AES.

encrypted The password entered or copied from another switch configuration, and is already
encrypted. If specified in encrypted format, the <password> parameter must be exactly:

e 128 hexadecimal characters for AES.
° 34 characters for MD5 salt hash.

e 63 characters for SHA256 salt hash.
e 106 characters for SHA512 salt hash.

www.kontron.com // 12



CP6940 CLI Reference Manual

Example: The following example configures the plain text password with AES encryption-type.

(Switching) (Config-line)#password encryption-type aes
Enter new password:*¥***#xx

Confirm new password:*****xi*
Example: The following example configures the plain text password with MD5 encryption-type:

(switching) (Config-1line)#password encryption-type mds

Enter new password:**¥kkxx*

Confirm new password:*¥***x***
Example: The following shows an example of the command to configure the plain text password with SHA256
encryption-type:

(Switching) (Config-line)#password encryption-type sha256
Enter new password:*¥¥*xixx
Confirm new password:*¥**x***

Example: The following shows an example of the command to configure the plain text password with SHA512
encryption-type:

(Switching) (Config-1line)#password encryption-type sha512
Enter new password:*¥¥ixikx
Confirm new password:*¥**x***

Example: The following example configures the encrypted password with AES encryption-type:

(Switching) (Config-line)#password $1$GF72IvBW$zGbca69j/DAwOw6j2x97g/ encryption-type md5 encrypted

Example: The following example configures the encrypted password with MD5 encryption-type:

(Switching) (Config-1line)#password
0a51d780bela0240b8cc7c69fe0479dbf07644e1094b25Fb43ebe2fa72f649e42ad9711bf5¢c33f9a7eb88efd8b9945347b
264e0c52b3a47dbo5f886caaed9f42b encryption-type aes encrypted
Example: The following shows an example of the command to configure the encrypted password with SHA256
encryption-type:

(Switching) (Config-1line)#password

$5$VY7PUMQFNFPHhiJg$9LQ8 . X2NrPO/FUS2n/JhOkawWUWVU4F3HcclbEsIKnl encryption-type sha256 encrypted
Example: The following shows an example of the command to configure the encrypted password with SHA512
encryption-type:

(Switching) (Config-1line)#password
$6$S6hkMV1gRR6IDNYk$SPs/81.qiI9XTLcujgcNF .K6R. /1icpoCBXbptRMSG3KFzKoxUaaOBmdHPpqlQPej/sOgeak/
89zW0alYPhZj1l encryption-type sha512 encrypted

2.8.211 no password (Line Configuration)

Use this command to remove the password on a line.

Format no password

Mode Line Config
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2.8.22 password (User EXEC)

Use this command to allow a user to change the password for only that user. This command should be used after the
password has aged. The user is prompted to enter the old password and the new password.

Format password
Mode User EXEC

Example: The following example shows the prompt sequence for executing the password command.

(switch)>password

Enter old password:¥****x**
Enter new password:******xx
Confirm new passwonrd:¥*¥*****

2.8.23 password (aaa IAS User Config)

This command is used to configure a password for a user. An optional parameter [encrypted] is provided to indicate
that the password given to the command is already pre-encrypted.

Format password password [encrypted]
Mode aaa |AS User Config

2.8.23.1 no password (aaa IAS User Config)

This command is used to clear the password of a user.

Format no password
Mode aaa |IAS User Config

Example: The following shows an example of the command.

(Routing) #configure
(Routing) (Config)t#taaa ias-user username client-1
(Routing) (Config-aaa-ias-User)#password client123
(Routing) (Config-aaa-ias-User)#no password
Example: The following is an example of adding an MAB Client to the Internal user database.

(Routing) #

(Routing) #configure

(Routing) (Config)t#taaa ias-user username 1f3ccb1157
(Routing) (Config-aaa-ias-User)#password 1f3ccb1157
(Routing) (Config-aaa-ias-User)#texit

(Routing) (Config)#

2.8.24  enable password (Privileged EXEC)

Use the enable password configuration command to set a local password to control access to the privileged EXEC
mode. This command allows the administrator to input the password in encrypted format, which aids in transferring the
enable password between devices without having to know the password.

The command enable password does not accept plain text format. Specify the password in encrypted format.

The command enable password <password> encrypted is deprecated in FASTPATH release 8.9. This command
displays the password in running-configuration in encrypted mode for the default encryption type. If enable password
is configured, enable password <password> encryption-type <encryption-type> encryptedis displayed
in the running-configuration for both default and non-default encryption types.

Format enable password [encryption-type <encryption-type>] | [password [encryption-type
<encryption-type>] encrypted]
Mode Privileged EXEC
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Parameter | Description

password Specify the password for this level in encrypted format. Range: 8 to 64 characters.

encryption-type Specify the encryption algorithm type as MD5, AES, SHA256, or SHA512. The default value
of encryption-type is AES.

encrypted The password entered or copied from another switch configuration, and is already
encrypted. If specified in encrypted format, the <password> parameter must be exactly:

e 128 hexadecimal characters for AES.
. 34 characters for MD5 salt hash.

. 63 characters for SHA256 salt hash.
. 106 characters for SHA512 salt hash.

Example: The following shows an example of the command to configure the plain text password with AES
encryption-type.

(Switching)#enable password encryption-type aes
Enter old password:******xx

Enter new password:**¥**xx*

Confirm new password:¥¥kxxfkk

Example: The following shows an example of the command to configure the plain text password with MD5
encryption-type.

(Switching)#enable password encryption-type md5
Enter old password:***#xkxx

Enter new passwonrd:******xx

Confirm new password:*****xi*

Example: The following shows an example of the command to configure the plain text password with SHA256
encryption-type:

(Switching)#enable password encryption-type sha256
Enter old password:****xxkk

Enter new passwonrd:*¥****xx

Confirm new password:*¥*xkki

Example: The following shows an example of the command to configure the plain text password with SHA512
encryption-type:

(Switching)#enable password encryption-type sha512
Enter old password: ¥k

Enter new password:**¥**xx*

Confirm new password: ¥kt

Example: The following shows an example of the command to configure the encrypted password with AES
encryption-type:

(Switching)#enable password
0a51d780bel1a0240b8cc7c69fe@479dbf07644e1094b25fb43ebe2fa72f649e42ad9711bf5c33f9a7eb88efd8b9945347b
264e0c52b3a47dbo5f886caae9f42b encrypted
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Example: The following shows an example of the command to configure the encrypted password with MD5
encryption-type:

(Switching)#enable password $1$GF72IvBW$zGbca697j/DAwOw6j2x97g/ encryption-type md5 encrypted
Example: The following shows an example of the command to configure the encrypted password with SHA256
encryption-type:

(Switching)#enable password

$5$3YTa212z1PHcbkez$0b71dnNSz5tZ3kYY8LRBLpcW3bhkOGuUeJKP6YAcYQ. encryption-type sha256 encrypted

Example: The following shows an example of the command to configure the encrypted password with SHA512
encryption-type:

(Switching)#enable password
$6$NhDherQkCG1zEcOB$Tt3zA044btrRo2BOHSs jhWQIkD34Dyp@mvEmMSfON2K6XKXpOgrILWpcijRAZwXtBFUPVLaHCVvThiu7A
YwaeBqV1l encryption-type sha512 encrypted

2.8.241 no enable password (Privileged EXEC)

Usetheno enable password command to remove the password requirement.

Format no enable password
Mode Privileged EXEC

2.8.25 passwords min-length

Use this command to enforce a minimum password length for local users. The value also applies to the enable password.
Thevalid range is 8 to 64.

Default 8
Format passwords min-length 8-64
Mode Global Config

2.8.251 no passwords min-length
Use this command to set the minimum password length to the default value.

Format no passwords min-length
Mode Global Config

2.8.26 passwords history

Use this command to set the number of previous passwords that are stored for each user account. When a local user
changes his or her password, the user will not be able to reuse any password stored in password history. This ensures
that users do not reuse their passwords often. The valid range is 0 to 10.

Password history is not effective if the password encryption type is MD5, SHA256, or SHA512.

NOTICE

Default 0
Format passwords history 6-160
Mode Global Config
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2.8.26.1 no passwords history
Use this command to set the password history to the default value.

Format no passwords history
Mode Global Config

2.8.27 passwords aging

Use this command to implement aging on passwords for local users. When a user's password expires, the user will be
prompted to change it before logging in again. The valid range is 1to 365. The default is 0, or no aging.

Default 0
Format passwords aging 1-365
Mode Global Config

2.8.271 no passwords aging

Use this command to set the password aging to the default value.

Format no passwords aging
Mode Global Config

2.8.28 passwords lock-out

Use this command to strengthen the security of the switch by locking user accounts that have failed login due to wrong
passwords. When a lockout count is configured, a user that is logged in must enter the correct password within that count.
Otherwise the user will be locked out from further switch access. Only a user with read/write (Level 15) access can
reactivate a locked user account. Password lockout does not apply to logins from the serial console. The valid range is 1
to 5. The default is 0, or no lockout count enforced.

Default 0
Format passwords lock-out 1-5
Mode Global Config

2.8.28.1 no passwords lock-out

Use this command to set the password lock-out count to the default value.

Format no passwords lock-out
Mode Global Config

2.8.29 passwords strength-check

Use this command to enable the password strength feature. It is used to verify the strength of a password during config-
uration.

Password strength check is not applicable for passwords configured in encrypted format.

NOTICE

Default Disable
Format passwords strength-check
Mode Global Config
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2.8.291 no passwords strength-check

Use this command to set the password strength checking to the default value.

Format no passwords strength-check
Mode Global Config

2.8.30 passwords strength maximum consecutive-characters

Use this command to set the maximum number of consecutive characters that a password can contain. If a password
has consecutive characters more than the configured maximum, it fails to configure. The valid range is 0 to 15. The
default is 0. A maximum of O means no restriction on that set of characters.

Default 0
Format passwords strength maximum consecutive-characters 0-15
Mode Global Config

2.8.30.1 no passwords strength maximum consecutive-characters

Use this command to reset the maximum consecutive characters to the default value.

Format no passwords strength maximum consecutive-characters
Mode Global Config
2.8.31 passwords strength maximum repeated-characters

Use this command to set the maximum number of repeated characters that a password can contain. If a password has
repetition of characters more than the configured maximum, it fails to configure.The valid range is 0 to 15. The default is
0. Amaximum of 0 means no restriction on that set of characters.

Default 0
Format passwords strength maximum repeated-characters 0-15
Mode Global Config

2.8.311 no passwords strength maximum repeated-characters

Use this command to reset the maximum repeated characters to the default value.

Format no passwords strength maximum repeated-characters
Mode Global Config

2.8.32 passwords strength minimum uppercase-letters

Use this command to enforce a minimum number of uppercase letters that a password should contain. The valid range is
0 to 16. The default is 2. A minimum of 0 means no restriction on that set of characters.

Default 2
Format passwords strength minimum uppercase-letters 0-16
Mode Global Config

2.8.321 no passwords strength minimum uppercase-letters
Use this command to reset the minimum uppercase letters required in a password to the default value.

Format no passwords minimum uppercase-letter
Mode Global Config
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2.8.33 passwords strength minimum lowercase-letters

Use this command to enforce a minimum number of lowercase letters that a password should contain. The valid range is
0 to 16. The default is 2. A minimum of 0 means no restriction on that set of characters.

Default 2
Format passwords strength minimum lowercase-letters @-16
Mode Global Config

2.8.331 no passwords strength minimum lowercase-letters
Use this command to reset the minimum lower letters required in a password to the default value.

Format no passwords minimum lowercase-letter
Mode Global Config

2.8.34 passwords strength minimum numeric-characters

Use this command to enforce a minimum number of numeric characters that a password should contain. The valid range
is 0 to 16. The default is 2. A minimum of O means no restriction on that set of characters.

Default 2
Format passwords strength minimum numeric-characters 6-16
Mode Global Config

2.8.341 no passwords strength minimum numeric-characters

Use this command to reset the minimum numeric characters required in a password to the default value.

Format no passwords minimum numeric-characters
Mode Global Config
2.8.35 passwords strength minimum special-characters

Use this command to enforce a minimum number of special characters that a password should contain. The valid range
is 0 to 16. The default is 2. A minimum of O means no restriction on that set of characters.

Default 2
Format passwords strength minimum special-characters 0-16
Mode Global Config

2.8.351 no passwords strength minimum special-characters
Use this command to reset the minimum special characters required in a password to the default value.

Format no passwords minimum special-characters
Mode Global Config

2.8.36 passwords strength minimum character-classes

Use this command to enforce a minimum number of characters classes that a password should contain. Character
classes are uppercase letters, lowercase letters, numeric characters and special characters. The valid range is 0 to 4. The
default is 4.

Default 4
Format passwords strength minimum character-classes -4
Mode Global Config
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2.8.36.1 no passwords strength minimum character-classes

Use this command to reset the minimum number of character classes required in a password to the default value.

Format no passwords minimum character-classes
Mode Global Config
2.8.37 passwords strength exclude-keyword

Use this command to exclude the specified keyword while configuring the password. The password does not accept the
keyword in any form (in between the string, case in-sensitive and reverse) as a substring. The user can configure up to a
maximum of three keywords.

Format passwords strength exclude-keyword keyword
Mode Global Config

2.8.371 no passwords strength exclude-keyword

Use this command to reset the restriction for the specified keyword or all the keywords configured.

Format no passwords strength exclude-keyword [keyword]
Mode Global Config

2.8.38 passwords unlock timer

Use this command to configure the password unlock time. If the user account is locked, after this unlock time, the user is
unlocked. By default, the unlock time is 5 minutes and the valid range is 1to 60 minutes.

Default 5 minutes
Format passwords unlock timer <1-60>
Mode Global Config

Example: The following is an example command to configure the password unlock time.

(Switching) (Config)#passwords unlock timer 2

2.8.38.1 no passwords unlock timer

Use the no form of the command to set the password unlock time to the default.

Format no passwords unlock timer
Mode Global Config

Example: The following is an example of the command.

(Switching) (Config)#no passwords unlock timer

2.8.39 passwords unlock timer mode

Use this command to configure the password unlock timer mode. If the user account is locked, if the timer mode is
enabled after the unlock time, the user account is unlocked, otherwise the account will be in locked state only. By default,
the unlock timer mode is disabled.

Default disable
Format passwords unlock timer mode {enable|disable}
Mode Global Config
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Example: The following are examples of the command.

(Switching) (Config)#passwords unlock timer mode enable

(Switching) (Config)#passwords unlock timer mode disable

2.8.391 no passwords unlock timer mode

Use the no version of the command to set the password unlock timer mode to the default.

Format no passwords unlock timer mode
Mode Global Config

Example: The following is an example of the command.

(Switching) (Config)#no passwords unlock timer mode

2.8.40 users passwd

Use this command to change a password. Passwords are a maximum of 64 alphanumeric characters. If a user is autho-
rized for authentication or encryption is enabled, the password length must be at least eight alphanumeric characters.
The password is case sensitive. When you change a password, a prompt asks for the old password. If there is no pass-
word, press Enter. You must enter the username in the same case you used when you added the user. To see the case of
the username, enter the show users command.

To specify a blank password in the configuration script, you must specify it as a space within

NOTICE quotes, for example, " “. For more information about creating configuration scripts, see Section

2.13: "Configuration Scripting Commands".

Default no password

Format users passwd username

Mode Privileged EXEC

2.8.41 show passwords configuration

Use this command to display the configured password management settings.

Format show passwords configuration
Mode Privileged EXEC

Parameter | Description

Minimum Password The minimum number of characters required when changing passwords.
Length

Password History Number of passwords to store for reuse prevention.
Password Aging Length in days that a password is valid.
Lockout Attempts Number of failed password login attempts before lockout.

Minimum Password The minimum number of uppercase characters required when configuring passwords.
Uppercase Letters

Minimum Password The minimum number of lowercase characters required when configuring passwords.
Lowercase Letters

Minimum Password The minimum number of numeric characters required when configuring passwords.
Numeric Characters

Maximum Password  The maximum number of consecutive characters required that the password should con-
Consecutive Charac- tain when configuring passwords.
ters
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Parameter | Description

Maximum Password  The maximum number of repetition of characters that the password should contain when
Repeated Characters configuring passwords.

Minimum Password The minimum number of character classes (uppercase, lowercase, numeric and special)

Character Classes required when configuring passwords.
Password Exclude- The set of keywords to be excluded from the configured password when strength check-
Keywords ing is enabled.

Unlock Timer Mode Use the unlock timer mode to keep the user account locked or unlocked after unlock time.
The mode is either enable or disable. The default is disable.

Unlock Time (mins) The time after which a locked user account can be unlocked. The user can configure the
unlock time from 1to 60 minutes. By default, the unlock time is 5 minutes.

Example: The following shows example CLI display output for the command.

(Routing) #show passwords configuration

Passwords Configuration

Minimum Password Length............cciiiiinn 8
Password History.......coviiiiiiiiiinnnnnnnnnns 0
Password Aging (daysS).....eeeernnrnneennennnnns %]
Lockout Attempts.....ceiiiiiiniirrnnnneennnns %]
Password Strength Check......... .o Enable
Minimum Password Uppercase Letters............. 4
Minimum Password Lowercase Letters............. 4
Minimum Password Numeric Characters............ 3
Minimum Password Special Characters............ 3
Maximum Password Consecutive Characters........ 3
Maximum Password Repeated Characters........... 3
Minimum Password Character Classes............. 4
Password Exclude Keywords.........oceeivinunnn. brcm, brcml,brcm2
Unlock Timer Mode.....ooveiiiinininnnennnnnnnns Enable
Unlock Time (MiNS)...viiiinennnennnennnennnns 5

2.8.42 show passwords result

Use this command to display the last password set result information.

Format show passwords result
Mode Privileged EXEC

Parameter | Description

Last User Whose Shows the name of the user with the most recently set password.
Password Is Set

Password Strength Shows whether password strength checking is enabled.

Check

Last Password Set Shows whether the attempt to set a password was successful. If the attempt failed, the
Result reason for the failure is included.

Example: The following shows example CLI display output for the command.

# show passwords result

Last User whose password is set ..............u... brcm

Password strength check ....... ..o Enable

Last Password Set Result:

Reason for failure: Could not set user password! Password should contain at least 4 uppercase
letters.
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2.8.43 aaa ias-user username

The Internal Authentication Server (IAS) database is a dedicated internal database used for local authentication of users
for network access through the IEEE 802.1X feature.

Usethe aaa ias-user username command in Global Config mode to add the specified user to the internal user data-
base. This command also changes the mode to AAA User Config mode.

Format aaa ias-user username user
Mode Global Config

2.8.43.1 noaaaias-user username

Use this command to remove the specified user from the internal user database.

Format no aaa ias-user username user
Mode Global Config

Example: The following shows an example of the command.

(Routing) #

(Routing) #configure

(Routing) (Config)t#taaa ias-user username client-1
(Routing) (Config-aaa-ias-User)#texit

(Routing) (Config)#no aaa ias-user username client-1
(Routing) (Config)#

2.8.44 aaa session-id

Use this command in Global Config mode to specify if the same session-id is used for Authentication, Authorization and
Accounting service type within a session.

Default common
Format aaa session-id [common | unique]
Mode Global Config

Parameter | Description

common Use the same session-id for all AAA Service types.

unique Use a unique session-id for all AAA Service types.

2.8.441 no aaa session-id

Use this command in Global Config mode to reset the aaa session-id behavior to the default.

Format no aaa session-id [unique]
Mode Global Config

2.8.45 aaa accounting

Use this command in Global Config mode to create an accounting method list for user EXEC sessions, user-executed
commands, or DOT1X. This list is identified by default or a user-specified 1ist name. Accounting records, when enabled
for a line-mode, can be sent at both the beginning and at the end (start-stop) or only at the end (stop-only). If none
is specified, then accounting is disabled for the specified list. If tacacs is specified as the accounting method, accounting
records are notified to a TACACS+ server. If radius is the specified accounting method, accounting records are notified to
a RADIUS server.
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A A maximum of five Accounting Method lists can be created for each exec and commands

NOTICE type.

° Only the default Accounting Method list can be created for DOT1X. There is no provision to
Create more.

. The same list-name can be used for both exec and commands accounting type
L AAA Accounting for commands with RADIUS as the accounting method is not supported.

. Start-stop or None are the only supported record types for DOT1X accounting. Start-stop en-
ables accounting and None disables accounting.

A RADIUS is the only accounting method type supported for DOT1X accounting.

Format aaa accounting {exec | commands | dotix} {default | list_name} {start-stop |
stop-only |none} methodl [method?2..]
Mode Global Config

Parameter | Description

exec Provides accounting for a user EXEC terminal sessions.

commands Provides accounting for all user executed commands.

dotlx Provides accounting for DOT1X user commands.

default The default list of methods for accounting services.

list-name Character string used to name the list of accounting methods.

start-stop Sends a start accounting notice at the beginning of a process and a stop accounting
notice at the beginning of a process and a stop accounting notice at the end of a process.

stop-only Sends a stop accounting notice at the end of the requested user process.

none Disables accounting services on this line.

method Use either TACACS or radius server for accounting purposes.

Example: The following shows an example of the command.

(Routing) #

(Routing) #configure

(Routing) #aaa accounting commands default stop-only tacacs
(Routing) #aaa accounting exec default start-stop radius
(Routing) #aaa accounting dotlx default start-stop radius
(Routing) #aaa accounting dotlx default none

(Routing) #exit

For the same set of accounting type and list name, the administrator can change the record type, or the methods list,
without having to first delete the previous configuration.

(Routing) #

(Routing) #configure

(Routing) #aaa accounting exec ExecList stop-only tacacs
(Routing) #aaa accounting exec ExeclList start-stop tacacs
(Routing) #aaa accounting exec ExeclList start-stop tacacs radius

The first aaa command creates a method list for exec sessions with the name Execlist, with record-type as stop-only
and the method as TACACS+. The second command changes the record type to start-stop from stop-only for the
same method list. The third command, for the same list changes the methods 1ist to {tacacs,radius} from {tacacs}.

2.8.451 noaaaaccounting

This command deletes the accounting method list.

Format no aaa accounting {exec | commands | dotlx} {default | list_name default}
Mode Global Config
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Example: The following shows an example of the command.

(Routing) #

(Routing) #configure

(Routing) #aaa accounting commands userCmdAudit stop-only tacacs radius
(Routing) #no aaa accounting commands userCmdAudit

(Routing) #exit

2.8.46 aaa accounting update

Use this command to configure interim accounting records.

Default newinfo: Disabled

Periodic: 5 minutes
Format aaa accounting update [newinfo [periodic 1-209] | periodic 1-200]
Mode Global Config

Parameter | Description

newinfo Indicates that updates should be sent to the RADIUS server whenever there is a new
information available, such as “Re-authentication of the client.”

periodic The interval at which interim accounting records are sent, in minutes

2.8.46.1 noaaaaccounting update

This command resets sending the interim accounting records.

Format no aaa accounting update
Mode Global Config

Example: The following shows an example of the command.

(Routing) #configure
(Routing) (Config)#aaa accounting update newinfo periodic 20

2.8.47 password (AAA IAS User Configuration)

Use this command to specify a password for a user in the IAS database. An optional parameter encrypted is provided to
indicate that the password given to the command is already pre-encrypted.

Format password password [encrypted]
Mode AAA IAS User Config

Parameter | Description

password Password for this level. Range: 8 to 64 characters

encrypted Encrypted password to be entered, copied from another switch configuration.

2.8.471 no password (AAA IAS User Configuration)
Use this command to clear the password of a user.

Format no password
Mode AAA IAS User Config

Example: The following shows an example of the command.

(Routing) #
(Routing) #configure

www.kontron.com // 85



CP6940 CLI Reference Manual

(Routing) (Config)#aaa ias-user username client-1
(Routing) (Config-aaa-ias-User)#password client123
(Routing) (Config-aaa-ias-User)#no password

Example: The following is an example of adding a MAB Client to the Internal user database.

(Routing) #

(Routing) #configure

(Routing) (Config)#aaa ias-user username 1f3ccb1157
(Routing) (Config-aaa-ias-User)#password 1f3ccb1157
(Routing) (Config-aaa-ias-User)#exit

(Routing) (Config)#

2.8.48 clear aaa ias-users

Use this command to remove all users from the IAS database.

Format clear aaa ias-users

Mode Privileged EXEC

Parameter | Description

password Password for this level. Range: 8 to 64 characters

encrypted Encrypted password to be entered, copied from another switch configuration.

Example: The following is an example of the command.

(Routing) #
(Routing) #clear aaa ias-users
(Routing) #

2.8.49 show aaa ias-users

Use this command to display configured IAS users and their attributes. Passwords configured are not shown in the show
command output.

Format show aaa ias-users [username]
Mode Privileged EXEC

Example: The following is an example of the command.

(Routing) #
(Routing) #show aaa ias-users

UserName

Client-1

Client-2
Example: Following are the IAS configuration commands shown in the output of show running-configcommand.
Passwords shown in the command output are always encrypted.

aaa las-user username client-1
password a45c74fdf50a558a2b5cf05573cd633bac2c6c598d54497ad4c46104918f2¢c encrypted
exit

2.8.50 accounting

Use this command in Line Configuration mode to apply the accounting method list to a line config (console/telnet/ssh).

Format accounting {exec | commands } {default | Listname}

Mode Line Configuration
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Parameter | Description

exec Causes accounting for an EXEC session.

commands This causes accounting for each command execution attempt. If a user is enabling
accounting for exec mode for the current line-configuration type, the user will be logged
out.

default The default Accounting List

listname Enter a string of not more than 15 characters.

Example: The following is a example of the command.

(Routing) #

(Routing) #configure

(Routing) (Config)#line telnet

(Routing) (Config-1line)# accounting exec default
(Routing) #exit

2.8.50.1 noaccounting

Use this command to remove accounting from a Line Configuration mode.

Format no accounting {exec|commands]
Mode Line Configuration
2.8.51 show accounting

Use this command to display ordered methods for accounting lists.

Format show accounting
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) #show accounting

Number of Accounting Notifications sent at beginning of an EXEC session:

Errors when sending Accounting Notifications beginning of an EXEC session:

Number of Accounting Notifications at end of an EXEC session:

Errors when sending Accounting Notifications at end of an EXEC session:

Number of Accounting Notifications sent at beginning of a command execution:
Errors when sending Accounting Notifications at beginning of a command execution:
Number of Accounting Notifications sent at end of a command execution:

Errors when sending Accounting Notifications at end of a command execution:

OO0 ®

2.8.52 show accounting methods

Use this command to display configured accounting method lists.

Format show accounting methods
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) #
(Routing) #show accounting methods

Acct Type Method Name Record Type Method Type
Exec dfltExeclList start-stop TACACS
Commands dfltCmdsList stop-only TACACS
Commands UserCmdAudit start-stop TACACS
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DOT1X dfltDotlxList start-stop radius
Line EXEC Method List Command Method List
Console dfltExeclist dfltCmdsList

Telnet dfltExeclList dfltCmdslList

SSH dfltExeclist UserCmdAudit

2.8.53 show accounting update

Use this command to display configured accounting interim update information.

Format show accounting update
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) #
(Routing) #show accounting update

aaa accounting update newinfo : Enabled
aaa accounting update periodic : 10 minutes

2.8.54 clear accounting statistics

This command clears the accounting statistics.

Format clear accounting statistics
Mode Privileged EXEC

2.8.55 show domain-name

This command displays the configured domain-name.

Format show domain-name
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) #
(Routing) #show domain-name

Domain : Enable
Domain-name :abc

2.9 SNMP Commands

This section describes the commands you use to configure Simple Network Management Protocol (SNMP) on the switch.
You can configure the switch to act as an SNMP agent so that it can communicate with SNMP managers on your network.

291 snmp-server

This command sets the name and the physical location of the switch, and the organization responsible for the network.
The parameters name, loc, and con can be up to 255 characters in length.

Default none
Format snmp-server {sysnhame name | location Loc | contact con}
Mode Global Config
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To clear the snmp-server, enter an empty string in quotation marks. For example, snmp-server

NOTICE {sysname “ “} clears the system name.

29.2 snmp-server community

This command adds (and names) a new SNMP community, and optionally sets the access mode, allowed IP address, and
create a view for the community.

. No SNMP communities exist by default. Prior to FASTPATH 8.2, two SNMPv2 communities
NOTICE (public and private) were created by default.

. Community names in the SNMP Community Table must be unique. When making multiple en-
tries using the same community name, the first entry is kept and processed and all duplicate
entries are ignored.

Default None

Format snmp-server community community-string [{ro | rw |su }] [ipaddress ip-address
[ipmask ip-mask]] [view view-name]

Mode Global Config

Parameter | Description

community-string A name associated with the switch and with a set of SNMP managers that manage it with
a specified privileged level. The length of community-string can be up to 20 case-sen-
sitive characters.

ro|rw|su The access mode of the SNMP community, which can be read-only (ro), read-write (rw),
or super user (su).

ip-address The associated community SNMP packet sending address. It is used along with an
optional IP mask value to denote an individual client or range of IP addresses from which
SNMP clients may access the device using the specified community-string. If unspecified,
access from any host is permitted.

ip-mask The optional IP mask. This value is AND'ed with the IP address to determine the range of
permitted client IP addresses.

view-name The name of the view to create or update.

2.9.21 Nno snmp-server community

This command removes this community name from the table. The name is the community name to be deleted.

Format no snmp-server community community-name
Mode Global Config
29.3 snmp-server community-group

This command configures a community access string to permit access using the SNMPv1and SNMPvZ2c protocols.

Format snmp-server community-group community-string group-name [ipaddress 1ipaddress]
Mode Global Config

Parameter Description
community-string The community which is created and then associated with the group. The range is 1to 20
characters.

www.kontron.com // 89



CP6940 CLI Reference Manual

Parameter | Description

group-name The name of the group that the community is associated with. The range is 1to 30 char-
acters.

ipaddress Optionally, the IPv4 address that the community may be accessed from.

294 snmp-server enable traps violation

The Port MAC locking component interprets this command and configures violation action to send an SNMP trap with
default trap frequency of 30 seconds. The Global command configures the trap violation mode across all interfaces valid

for port-security. There is no global trap mode as such.

For other port security commands, see Section 4.39: “Port Security Commands".

NOTICE

Default disabled
Format snmp-server enable traps violation
Mode . Global Config

. Interface Config

29.41 no snmp-server enable traps violation

This command disables the sending of new violation traps.

Format no snmp-server enable traps violation
Mode Interface Config
295 snmp-server enable traps

This command enables the Authentication flag.

Default enabled
Format snmp-server enable traps
Mode Global Config

2.9.51 no snmp-server enable traps

This command disables the Authentication flag.

Format no snmp-server enable traps
Mode Global Config
29.6 snmp-server port

This command configures the UDP port number on which the SNMP server listens for requests.

Default 161
Format snmp-server port 1025-65535
Mode Privileged EXEC

www.kontron.com

// 90



2.9.6.1 no snmp-server port

This command restores the SNMP server listen port to its factory default value.

Format no snmp-server port
Mode Privileged EXEC
29.7 snmp trap link-status

This command enables link status traps on an interface or range of interfaces.

CP6940 CLI Reference Manual

This command is valid only when the Link Up/Down Flag is enabled.

NOTICE

Format snmp trap link-status
Mode Interface Config

2.9.71 no snmp trap link-status

This command disables link status traps by interface.

NOTE: This command is valid only when the Link Up/Down Flag is enabled.

This command is valid only when the Link Up/Down Flag is enabled.

NOTICE

Format no snmp trap link-status
Mode Interface Config
29.8 snmp trap link-status all

This command enables link status traps for all interfaces.

This command is valid only when the Link Up/Down Flag is enabled.

NOTICE

Format snmp trap link-status all
Mode Global Config

2.9.81 no snmp trap link-status all

This command disables link status traps for all interfaces.

This command is valid only when the Link Up/Down Flag is enabled.

NOTICE

Format no snmp trap link-status all
Mode Global Config
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299 snmp-server enable traps linkmode

This command may not be available on all platforms.

NOTICE

This command enables Link Up/Down traps for the entire switch. When enabled, link traps are sent only if the Link Trap
flag setting associated with the port is enabled. See the show snmp command.

Default enabled
Format snmp-server enable traps linkmode
Mode Global Config

2.9.91 no snmp-server enable traps linkmode

This command disables Link Up/Down traps for the entire switch.

Format no snmp-server enable traps linkmode
Mode Global Config
2910 snmp-server enable traps multiusers

This command enables Multiple User traps. When the traps are enabled, a Multiple User Trap is sent when a user logs in
to the terminal interface (EIA 232 or Telnet) and there is an existing terminal interface session.

Default enabled
Format snmp-server enable traps multiusers
Mode Global Config

2.9.10.1 nosnmp-server enable traps multiusers

This command disables Multiple User traps.

Format no snmp-server enable traps multiusers
Mode Global Config
291 snmp-server enable traps stpmode

This command enables the sending of new root traps and topology change notification traps.

Default enabled
Format snmp-server enable traps stpmode
Mode Global Config

2.9111 no snmp-server enable traps stpmode

This command disables the sending of new root traps and topology change notification traps.

Format no snmp-server enable traps stpmode
Mode Global Config
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2912 snmp-server enginelD local

This command configures the SNMP engine ID on the local device.

Default The engine ID is configured automatically, based on the device MAC address.
Format snmp-server engineID local {engineid-string|default}
Mode Global Config

Parameter | Description

engineid-string A hexadecimal string identifying the engine ID, used for localizing configuration. The
engine ID must be an even length in the range of 6 to 32 hexadecimal characters.
default Sets the engine ID to the default string, based on the device MAC address.

ACAUTION Changing the engine ID will invalidate all SNMP configurations that exist on the box.

29121 nosnmp-server enginelD local

This command removes the specified engine ID.

Default The engine ID is configured automatically, based on the device MAC address.
Format no snmp-server engineID local

Mode Global Config

2913 snmp-server filter

This command creates a filter entry for use in limiting which traps will be sent to a host.

Default No filters are created by default.
Format snmp-server filter filtername oid-tree {included]|excluded}
Mode Global Config

Parameter | Description

filtername The label for the filter being created. The range is 1to 30 characters.

oid-tree The OID subtree to include or exclude from the filter. Subtrees may be specified by
numerical (1.3.6.2.4) or keywords (system), and asterisks may be used to specify a sub-
tree family (1.3.*.4).

included The tree is included in the filter.

excluded The tree is excluded from the filter.

29131 nosnmp-server filter

This command removes the specified filter.

Default No filters are created by default.
Format snmp-server filter filtername [oid-tree]
Mode Global Config
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2914 snmp-server group

This command creates an SNMP access group.

Default Generic groups are created for all versions and privileges using the default views.

Format snmp-server group group-name {vl | v2c | v3 {noauth | auth | priv}}
[context context-name] [read read-view] [write write-view] [notify notify-view]

Mode Global Config

Parameter | Description

group-name The group name to be used when configuring communities or users. The range is 1to 30
characters.

V1 This group can only access using SNMPv1.

v2 This group can only access using SNMPv2c.

v3 This group can only access using SNMPv3.

noauth This group can be accessed only when not using Authentication or Encryption. Applicable
only if SNMPv3 is selected.

auth This group can be accessed only when using Authentication but not Encryption. Applica-
ble only if SNMPv3 is selected.

priv This group can be accessed only when using both Authentication and Encryption. Appli-
cable only if SNMPv3 is selected.

context-name The SNMPv3 context used during access. Applicable only if SNMPv3 is selected.

read-view The view this group will use during GET requests. The range is 1to 30 characters.

write-view The view this group will use during SET requests. The range is 1to 30 characters.

notify-view The view this group will use when sending out traps. The range is 1to 30 characters.

29141 nosnmp-server group

This command removes the specified group.

Format no snmp-server group group-name {vl|v2c| 3 {noauth|auth|priv}} [context context-name]
Mode Global Config
2915 snmp-server host

This command configures traps to be sent to the specified host.

Default No default hosts are configured.

Format snmp-server host host-addr {informs [timeout seconds] [retries retries]
|traps version {1 | 2c }} community-string [udp-port port] [filter filter-name]

Mode Global Config

Parameter | Description

host-addr The IPv4 or IPv6 address of the host to which to send the trap or inform.

traps Send SNMP traps to the host. This option is selected by default.

version 1 Sends SNMPv1 traps. This option is not available if informs is selected.

version 2 Sends SNMPv2c traps. This option is not available if informs is selected. This option is
selected by default.

informs Send SNMPv2 informs to the host.

seconds The number of seconds to wait for an acknowledgment before resending the Inform. The
default is 15 seconds. The range is 1to 300 seconds.

retries The number of times to resend an Inform. The default is 3 attempts. The range is 0 to 255
retries.
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Parameter | Description

community-string Community string sent as part of the notification. The range is 1to 20 characters.

port The SNMP Trap receiver port. The default is port 162.

filter-name The filter name to associate with this host. Filters can be used to specify which traps are
sent to this host. The range is 1to 30 characters.

29151 nosnmp-server host

This command removes the specified host entry.

Format no snmp-server host host-addr [traps|informs]
Mode Global Config
2.9.16 snmp-server user

This command creates an SNMPv3 user for access to the system. Option aes128 is for encryption.

Default No default users are created.

Format snmp-server user username groupname [remote engineid-string] [ {noauth}
{auth-md5 password | auth-sha password | auth-sha512 password | auth-md5-key md5-key
| auth-sha-key sha-key | auth-sha512-key sha512-key} [priv-des password |
priv-aesl128 password | priv-des-key des-key | priv-aesl28-key aes128-key]

Mode Privileged EXEC

Parameter | Description

username The username the SNMPv3 user will connect to the switch as. The range is 1to 30 charac-
ters.

group-name The name of the group to which the user belongs. The range is 1to 30 characters.

engineid-string The engine ID of the remote management station that this user will be connecting from.
The rangeis 5 to 32 characters.

password The password the user will use for the authentication or encryption mechanism. The
range is 1to 32 characters.

md5-key A pregenerated MD5 authentication key. The length is 32 characters.

sha-key A pregenerated SHA authentication key. The length is 48 characters.

sha512-key A pregenerated SHA512 authentication key. The length is 128 characters.

des-key A pregenerated DES encryption key. The length is 32 characters if MD5 is selected, 48
characters if SHA is selected.

priv-aes128-key A pregenerated AES128 encryption key. The length is 32 characters if MD5 is selected, 48
characters if SHA is selected, and 128 characters is SHA512 is selected.

priv-aes128 Advanced encryption standard 128 password.

noauth noauth is for SNMP users without authentication and encryption.

2.9.16.1 nosnmp-server user

This command removes the specified SNMPv3 user.

Format no snmp-server user username
Mode Privileged EXEC
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2917 snmp-server view

This command creates or modifies an existing view entry that is used by groups to determine which objects can be
accessed by a community or user.

Default Views are created by default to provide access to the default groups.
Format snmp-server viewname oid-tree {included|excluded}
Mode Global Config

Parameter | Description

viewname The label for the view being created. The range is 1to 30 characters.

oid-tree The OID subtree to include or exclude from the view. Subtrees may be specified by
numerical (1.3.6.2.4) or keywords (system), and asterisks may be used to specify a sub-
tree family (1.3.%.4).

included The tree is included in the view.

excluded The tree is excluded from the view.

29171 Nno snmp-server view

This command removes the specified view.

Format no snmp-server view viewname [oid-tree]
Mode Global Config
2918 snmp-server v3-host

This command configures traps to be sent to the specified host.

Default No default hosts are configured.

Format snmp-server v3-host host-addr username [traps | informs [timeout seconds]
[retries retries]] [auth | noauth | priv] [udpport port] [filter filtername]

Mode Global Config

Parameter | Description

host-addr The IPv4 or IPv6 address of the host to which to send the trap or inform.

user-name User used to send a Trap or Inform message. This user must be associated with a group
that supports the version and access method. The range is 1to 30 characters.

traps Send SNMP traps to the host. This is the default option.

informs Send SNMP informs to the host.

seconds Number of seconds to wait for an acknowledgement before resending the Inform. The
default is 15 seconds. The range is 1to 300 seconds.

retries Number of times to resend an Inform. The default is 3 attempts. The range is 0 to 255
retries.

auth Enables authentication but not encryption.

noauth No authentication or encryption. This is the default.

priv Enables authentication and encryption.

port The SNMP Trap receiver port. This value defaults to port 162.

filter-name The filter name to associate with this host. Filters can be used to specify which traps are

sent to this host. The range is 1to 30 characters.
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2919 snmptrap source-interface

Use this command in Global Configuration mode to configure the global source-interface (Source IP address) for all
SNMP communication between the SNMP client and the server.

Format snmptrap source-interface {slot/port | loopback Loopback-id|tunnel tunnel-id|

vlan vlan-id}

Mode Global Configuration

Parameter | Description

slot/port The unit identifier assigned to the switch.

loopback-id Configures the loopback interface. The range of the loopback ID is 0 to 7.

tunnel-id Configures the IPv6 tunnel interface. The range of the tunnel ID is O to 7.

vlan-id Configures the VLAN interface to use as the source IP address. The range of the VLAN ID
is1to 4093.

29191 nosnmptrap source-interface

Use this command in Global Configuration mode to remove the global source-interface (Source IP selection) for all SNMP
communication between the SNMP client and the server.

Format no snmptrap source-interface

Mode Global Configuration

2.9.20 snmptrap ipaddr snmpversion

This command modifies the SNMP version of a trap. The maximum length of name is 16 case-sensitive alphanumeric
characters. The snmpversion parameter options are snmpv1 or snmpv2.

This command does not support a no form.

NOTICE

Format snmptrap ipaddr snmpversion name snmpversion
Mode Global Configuration
2.9.21 snmptrap ipbaddr snmpversion

This command modifies the SNMP version of a trap. The maximum length of name is 16 case-sensitive alphanumeric
characters. The snmpversion parameter options are snmpv1l or snmpv2.

This command does not support a no form.

NOTICE

Format snmptrap ip6addr snmpversion name snmpversion

Mode Global Configuration

29.22 show snmp

This command displays the current SNMP configuration.

Format show snmp
Mode Privileged EXEC
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Parameter Description

Community Table Community- The community string for the entry. This is used by SNMPv1 and SNMPv2
String protocols to access the switch.
Community- The type of access the community has:
Access e Read only
i Read write
° su
View Name The view to which this community has access.
IP Address Access to this community is limited to this IP address.
Community Group Community- The community this mapping configures
Table String

Group Name

The group to which this community is assigned.

IP Address The IP address to which this community is limited.
Host Table Target Address The address of the host to which traps will be sent.

Type The type of message that will be sent, either traps or informs.

Community The community to which traps will be sent.

Version The version of SNMP the trap will be sent as.

UDP Port The UDP port to which the trap or inform will be sent.

Filter name The filter the traps will be limited by for this host.

TO Sec The number of seconds before informs will time out when sending to this

host.

Retries The number of times informs will be sent after timing out.

2.9.23 show snmp enginelD

This command displays the currently configured SNMP engine ID.

Format show snmp enginelID
Mode Privileged EXEC
Parameter | Description

Local SNMP EnginID  The current configuration of the displayed SNMP engine ID.

2.9.24

This command displays the configured filters used when sending traps.

show snmp filters

Format
Mode

show snmp filters
Privileged EXEC

[filtername]

Parameter | Description

Name The filter name for this entry.

OID Tree The OID tree this entry will include or exclude.

Type Indicates if this entry includes or excludes the OID Tree.
2.9.25 show snmp group

This command displays the configured groups.

Format
Mode

show snmp group

Privileged EXEC

[groupname]
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Parameter | Description

Name The name of the group.

Security Model Indicates which protocol can access the system using this group.
Security Level Indicates the security level allowed for this group.

Read View The view to which this group provides read access.

\Write View The view to which this group provides write access.

Notify View The view to which this group provides trap access.

2.9.26 show snmp-server

This command displays the current SNMP server user configuration.

Format show snmp-server

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing)#show snmp-server
SNMP Server Port.. ...t in i ennn lel

2.9.27 show snmp source-interface

Use this command in Privileged EXEC mode to display the configured global source interface (Source IP address) details
used for an SNMP client. The IP address of the selected interface is used as source IP for all communications with the
server.

Format show snmp source-interface
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing)# show snmp source-interface

SNMP trap Client Source Interface........ 0/1
SNMP trap Client Source IPv4 Address..... 1.1.1.1 [Down]

2.9.28 show snmp user

This command displays the currently configured SNMPv3 users.

Format show snmp user [username]
Mode Privileged EXEC

Parameter | Description

Name The name of the user.

Group Name The group that defines the SNMPv3 access parameters.
Auth Method The authentication algorithm configured for this user.
Privilege Method The encryption algorithm configured for this user.
Remote Engine ID The engine ID for the user defined on the client machine.
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Example: The following shows example command output.

(localhost) (Config)#show snmp user

Name Group Name Auth Priv
Meth Meth Remote Engine ID
admin DefaultWrite SHA512 AES128 80001lae@3bca5llbec3as
test grpl SHA512 AES128 800011ae@3bca5llbec3a5s

2.9.29 show snmp views

This command displays the currently configured views.

Format show snmp views [viewname]
Mode Privileged EXEC

Parameter | Description

Name The view name for this entry.
OID Tree The OID tree that this entry will include or exclude.
Type Indicates if this entry includes or excludes the OID tree.

2.9.30 show trapflags

This command displays trap conditions. The command's display shows all the enabled OSPFv2 and OSPFv3 trapflags.
Configure which traps the switch should generate by enabling or disabling the trap condition. If a trap condition is
enabled and the condition is detected, the SNMP agent on the switch sends the trap to all enabled trap receivers. You do
not have to reset the switch to implement the changes. Cold and warm start traps are always generated and cannot be
disabled.

The indication for SFP present traps has been added by Kontron

Format show trapflags
Mode Privileged EXEC

Parameter | Description

Authentication Flag Can be enabled or disabled. The factory default is enabled. Indicates whether authentica-
tion failure traps will be sent.

Link Up/Down Flag Can be enabled or disabled. The factory default is enabled. Indicates whether link status
traps will be sent.

Multiple Users Flag Can be enabled or disabled. The factory default is enabled. Indicates whether a trap will
be sent when the same user ID is logged into the switch more than once at the same time
(either through Telnet or the serial port).

Spanning Tree Flag Can be enabled or disabled. The factory default is enabled. Indicates whether spanning
tree traps are sent.

ACL Traps May be enabled or disabled. The factory default is disabled. Indicates whether ACL traps
are sent.

DVMRP Traps Can be enabled or disabled. The factory default is disabled. Indicates whether DVMRP
traps are sent.

OSPFv2 Traps Can be enabled or disabled. The factory default is disabled. Indicates whether OSPF traps

are sent. If any of the OSPF trap flags are not enabled, the command displays disabled.
Otherwise, the command shows all the enabled OSPF traps' information.

OSPFv3 Traps Can be enabled or disabled. The factory default is disabled. Indicates whether OSPF traps
are sent. If any of the OSPFv3 trap flags are not enabled, the command displays dis-
abled. Otherwise, the command shows all the enabled OSPFv3 traps' information.

PIM Traps Can be enabled or disabled. The factory default is disabled. Indicates whether PIM traps
are sent.
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Parameter | Description

MAC Notification Indicates whether MAC notification global trap status is enabled or disabled.
Traps

SFP Present Traps Indicates, whether the SPF present status has changed

2.9.31 snmp-server enable traps edac

This command enables EDAC traps. If enabled the EDAC counters are monitored and if any counter is not 0, a SNMP trap
is generated.

The command "snmp-server enable traps" is a standard Fastpath command. The standard Fastpath command "show
trapflags" indicates the status of the tarps.

Default enabled
Format snmp-server enable traps edac
Mode Global Config

2.9.311 nosnmp-server enable traps edac

This command isables EDAC traps. If enabled the EDAC counters are monitored and if any counter is not 0, a SNMP trap is
generated.

Format no snmp-server enable traps edac
Mode Global Config

2.9.32 show board edac

This command displays the EDAC counters. For each Memory Controller (mc) and each row (csrow) the corrected error
count (CE) and uncorrected error count (UE) is displayed. Additionally the state for the monitoring of EDAC counters is
displayed.

Format show board edac

Mode Privileged Exec

2.9.33 snmp-server enable traps all

This command enables all traps.

Default enabled
Format snmp-server enable traps all
Mode Global Config

2.9.331 nosnmp-server enable traps

This command disables all traps.

Format no snmp-server enable traps all

Mode Global Config

2.9.34 show snmp-server

This is a standard FASTPATH command to display snmp-server parameters. The command is extended by Kontron
(parameter ‘sysinfo’) to display additionally snmp-server system information. This consists of the name, the physical
location of the switch or the organisation responsible for network. All parameters are listed for ‘all' This information is
provided for the SNMP in the standard MIB-2 in OIDs “sysName", “syslLocation” and “sysContact”.
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Format show snmp-server [sysinfo {sysname | location | contact | all}]
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing)#show snmp-server

SNMP Server Port.... ..ot iiinnn et eennennnns 161

210 IPMlItrap Commands

2101 snmp-server enable traps ipmi

The command enables the generation of IPMI SEL traps. If enabled, SNMP traps are sent for all new SEL entries.

If you generate filters (next chapter) the trap is only generated for SEL entries which fit one of the filter rules.

Format snmp-server enable traps ipmi
Mode Global Config

21011 no snmp-server enable traps ipmi
The command disables the generation of IPMI SEL traps.

Format no snmp-server enable traps ipmi
Mode Global Config

2.10.2 set board ipmi-filter
This command configures a filter for the IPMI SEL trap. When executing this command you enter the “trap-filter" mode.

Format set board ipmi-filter <1-20>
Mode Priviledged Exec

210.3 enable (filter)
This command enables the filter rule.

Format enable
Mode Trap Filter

210.31 no enable (filter)

This command disables the filter rule.

Format no enable
Mode Trap Filter

210.4 type (filter)

This command specifies the sensor type for which a trap should be sent. The type is either ‘all' for all types (default) or a
pre-defined sensor type (by related name) or a value (decimal or hexadecimal).

Format type [all | analog | discrete | temperature | voltage | current | fan | <value>]
Mode Trap Filter
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2.10.5 status (filter)

This command specifies the state for which a trap should be sent. Relevant only for analog sensors. The state is either
‘all’ for all states (default) or a special state.

Format status [all [ non-critical | critical | non-recoverable]
Mode Trap Filter

2.10.6 assert (filter)

This command specifies if a trap should be sent for assert or deassert event. This can be used for discrete and analog
sensors. For analog sensors assert means going low for lower thresholds and going high for upper thresholds. The
assertion is either ‘all’ for all assertion states (default) or a special assertion state.

Format assert [all | asserted | deasserted]
Mode Trap Filter

210.7 show board ipmi-filter

This command displays the configured filter rules.

Format show board ipmi-filter
Mode Privileged Exec

211 RADIUS Commands

This section describes the commands you use to configure the switch to use a Remote Authentication Dial-In User Ser-
vice (RADIUS) server on your network for authentication and accounting.

2111 aaa server radius dynamic-author

This command enables CoA functionality and enters dynamic authorization local server configuration mode.

Default Not applicable
Format aaa server radius dynamic-author
Mode Global Config

Example: The following shows an example of the command.
(Routing) #configure
(Routing) (Config)t#taaa server radius dynamic-author
(Routing) (Config-radius-da)#
21111 no aaa server radius dynamic-author

This command disables CoA functionality.

Default None
Format no aaa server radius dynamic-author
Mode Global Config

Example: The following shows an example of the command.

(Routing) #configure
(Routing) (Config)#no aaa server radius dynamic-author
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21.2 authentication command bounce-port ignore

This command configures the device to ignore a RADIUS server bounce-host-port command. The bounce-host-port
command causes a host to flap the link on an authentication port. The link flap causes DHCP renegotiation from one or
more hosts connected to this port.

Default FALSE (Bounce-Port messages will be processed)
Format authentication command bounce-port ignore
Mode Global Config

Example: The following shows an example of the command.

(Routing) #configure
(Routing) (Config)#authentication command bounce-port ignore

211.21 no authentication command bounce-port ignore

This command resets the device to the default value so that RADIUS server bounce-host-port commands are processed.

Format no authentication command bounce-port ignore
Mode Global Config

Example: The following shows an example of the command.

(Routing) #configure
(Routing) (Config)#no authentication command bounce-port ignore

211.3 authentication command disable-portignore

This command configures the device to ignore a RADIUS server disable-host-port command. The disable-host-port com-
mand puts the host port to D-Disabled state with reason as coa disabled. The D-Disabled port with reason as coa dis-
abled can be re-enabled either if the autorecovery cause is enabled for CoA after the expiry of the autorecovery timer or
manually by the administrator by not shutting down the port.

Default L7_DISABLE (DUT will process disable-host-port messages)
Format authentication command disable-port ignore
Mode Global Config

Example: The following shows an example of the command.
(Routing) #configure
(Routing) (Config)#tauthentication command disable-port ignore
211.31 no authentication command disable-portignore

This command resets the device to the default value so that RADIUS server disable-host-port commands are processed.

Format no authentication command disable-port ignore
Mode Global Config

Example: The following shows an example of the command.

(Routing) #configure
(Routing) (Config)#no authentication command disable-port ignore
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2114 auth-type

Use this command to specify the type of authorization that the device uses for RADIUS clients. The client must match the
configured attributes for authorization.

Default ALl
Format auth-type { any | all | session-key }
Mode Dynamic Authorization

(Routing) (Config-radius-da)#auth-type all

211.41 no auth-type

Use this command to reset the specified authorization type that the device must use for RADIUS clients.

Default None
Format no auth-type
Mode Dynamic Authorization

Example: The following shows an example of the command.

(Routing) (Config-radius-da)#no auth-type

2115 authorization network radius

Use this command to enable the switch to accept VLAN assignment by the radius server.

Default disable
Format authorization network radius
Mode Global Config

2.11.51 no authorization network radius

Use this command to disable the switch to accept VLAN assignment by the radius server.

Format no authorization network radius
Mode Global Config
211.6 clear radius dynamic-author statistics

This command clears radius dynamic authorization global counters and per-DAS client counters.

Default None
Format clear radius dynamic-author statistics [ client {all | < ip | ipv6 | host name>}]
Mode Privileged EXEC

Example: The following shows an example of the command.

(Routing) #clear radius dynamic-author statistics
Are you sure you want to clear statistics? (y/n) y

Statistics cleared.
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2117 client

Use this command to configure the IP address or IPv6 address or hostname of the AAA server client. Use the optional
server-key keyword and string argument to configure the server key at the client level.

Default None
Format client { ip-address |ipv6-address| hostname } [server-key [0|7] key-string]
Mode Dynamic Authorization

Example: The following shows an example of the command.

(Routing) (Config-radius-da)#client 10.0.0.1 server-key 7 devicel

211.7.1 no client

Use this command to remove the configured Dynamic Authorization client and the key associated with that client in the
device.

Default None
Format no client { ip-address |ipv6-address| hostname }
Mode Dynamic Authorization

Example: The following shows an example of the command.

(Routing) (Config-radius-da)#no client 10.0.0.1

211.8 debug aaa coa

Use this command to display debug information for CoA processing.

Default None
Format debug aaa coa
Mode Dynamic Authorization

211.9 debug aaa pod

Use this command to display debug messages related to packet of disconnect (POD) packets.

Default None

Format debug aaa pod

Mode Dynamic Authorization
21110 ignore server-key

Use this optional command to configure the device to ignore the server key.

Default Disable
Format ignore server-key
Mode Dynamic Authorization

Example: The following shows an example of the command.

(Routing) (Config-radius-da)#ignore server-key

www.kontron.com // 106



CP6940 CLI Reference Manual

211101 noignore server-key

Use this optional command to configure the device not to ignore the server key (that is, it resets the ignore server key
property on the device.

Format no ignore server-key

Mode Dynamic Authorization

Example: The following shows an example of the command.

(Routing) (Config-radius-da)#no ignore server-key

2111 ignore session-key

Use this optional command to configure the device to ignore the session key.

Default Disable
Format ignore session-key
Mode Dynamic Authorization

Example: The following shows an example of the command.

(Routing) (Config-radius-da)#ignore session-key

211111  noignore session-key

Use this optional command to configure the device to not ignore the session key (that is, it resets the ignore session key
property on the device).

Format no ignore session-key

Mode Dynamic Authaorization

Example: The following shows an example of the command.

(Routing) (Config-radius-da)#no ignore session-key

21112 port

Use this command to specify the UDP port on which a device listens for RADIUS requests from configured RADIUS clients.
The supported range for the port-number is 1025 to 65535.

Default 3799
Format port port-number
Mode Dynamic Autharization

Example: The following shows an example of the command.

(Routing) (Config-radius-da)#port 1700

211121  noport

Use this command to reset the configured UDP port on which a device listens for RADIUS requests from configured
RADIUS clients.

Default 3799
Format no port
Mode Dynamic Authorization
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Example: The following shows an example of the command.

(Routing) (Config-radius-da)#no port

21113 radius accounting mode

This command is used to enable the RADIUS accounting function.

Default disabled
Format radius accounting mode
Mode Global Config

211131 noradius accounting mode

This command is used to set the RADIUS accounting function to the default value - that is, the RADIUS accounting func-
tion is disabled.

Format no radius accounting mode
Mode Global Config

21114 radius server attribute
This command specifies the RADIUS client to use the specified RADIUS attribute in the RADIUS requests. The supported
attributes are as follows:

. 4:Include the NAS-IP Address attribute. If the specific IP address is configured while enabling this attribute, the RA-
DIUS client uses that IP address while sending NAS-IP-Address attribute in RADIUS communication.

. 95: Include the NAS-IPV6-Address attribute. If the specific IPv6 address is configured while enabling this attribute,
the RADIUS client uses that IPv6 address while sending NAS-IPV6-Address attribute in RADIUS communication.

i 30: This command configures the format in which the MAC address is sent to the RADIUS server in attribute 30.

e 31: This command configures the format in which the MAC address is sent to the RADIUS server in attribute 31 (Call-
ing-Station-ID).

i 32: This command configures the format in which the MAC address is sent to the RADIUS server in attribute 32
(NAS-Identifier).

Default (Attribute 30 and 31 only) MAC address format: legacy lower case

Format radius server attribute {4 [ipaddr] | 95 [ipv6_addr] | {30 | 31 | 32} mac-format
{leagacy Lower-case | upper-case | ietf lower-case | upper-case |
unformatted Lower-case | upper-case }}

Mode Global Config

Parameter | Description

4 NAS-IP-Address attribute to be used in RADIUS requests.
ipaddr The IP address of the server.

ipvb_addr The IPv6 address of the server.

ietf Format the MAC address as Xx-XX-XX-XX-XX-XX.

legacy Format the MAC address as xxX:XX:XX:XX:XX:XX
unformatted Format the MAC address as aaaabbbbcccc.

Example: The following shows an example of the command.

(Switch) (Config) #radius server attribute 4 192.168.37.60
Example: The following shows an example of the command.

(Switch) (Config) #(Config)#radius server attribute 95 3ffe:ffff:100:f101::1
Example: The following shows an example of the command.

(Switch) (Config) #(Config)#radius server attribute 31 mac-format unformatted lower-case
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211141 noradius server attribute

The no version of this command resets the RADIUS attributes to their default values. For attributes 4 and 95, this
command disables the specified attribute global parameter for the RADIUS client. When this parameter is disabled, the
RADIUS client does not send the NAS-IP-Address or NAS-IPv6-Address attribute in RADIUS requests.

Format no radius server attribute {4 [ipaddr] | 95 [ipv6_addr] | {30 | 31 | 32} mac-format}
Mode Global Config
21115 radius server attribute 32 include-in-access-req

When this command is configured with the 32 option, the RADIUS attribute 32 (NAS-Identifier) is sent to the RADIUS server
in access-request and accounting-request messages. The format option specifies the RADIUS Attribute 32 format. If the
format is not configured, a default format (%m) is used.

Default Attribute is not sent
Format radius server attribute 32 include-in-access-req [format format]
Mode Global Config

Parameter | Description

format The format value can be 2 to 128 characters or one or more of the following:
. $m: MAC address
e %1:IP address
. %$h: Host Name
e $d: Domain Name.
Note: If the format parameter is not configured, the default format m is used.

Example: The following shows an example of the command.

(Switch) (Config) #(Config)#tradius server attribute 32 include-in-access-req format %i

211151 noradius server attribute 32 include-in-access-req

This command disables sending RADIUS attribute 32.

Format no radius server attribute 32 include-in-access-req
Mode Global Config

21116 radius server attribute 44 include-in-access-req

When this command is configured with the 44 option, the RADIUS attribute 44 (Accounting-Session-ID) is sent to the
RADIUS server in access-request messages. The same accounting session ID is used in the subsequent accounting
requests sent to the RADIUS server.

Default Attribute is not sent
Format radius server attribute 44 include-in-access-req
Mode Global Config

211161 noradius server attribute include-in-access-req
This command disables sending RADIUS attribute 44.

Format no radius server attribute 44 include-in-access-req
Mode Global Config
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21117 radius server deadtime

This command configures the dead time (in minutes) for all RADIUS authentication servers. The dead time is the amount
of time to skip a RADIUS server that is not responding to authentication requests. The valid deadtime range is 0 to 2000
minutes.

Default 0
Format radius server deadtime minutes
Mode Global Config

211171 no radius server deadtime

This command resets the deadtime for all RADIUS authentication servers to the default value.

Format no radius server deadtime
Mode Global Config

21118 radius server dead-criteria

This command configures the condition under which a RADIUS server is considered to be dead. The criteria configured for
both the dead time and the number of tries need to be satisfied before a RADIUS server is consider as unavailable.

Default Time: 20 seconds

Tries 4
Format radius server dead-criteria time seconds tries tries
Mode Global Config

Parameter | Description

time Number of seconds during which a RADIUS client need not get a valid response from the
RADIUS server. The valid range is 1to 120 seconds.

tries Number of times that a RADIUS client attempts to get a valid response before the RADIUS
server is considered as unavailable. The valid range is 1to 100.

Example: The following shows an example of the command.

(Switch) (Config)# radius server dead-criteria time 40 tries 6

211.18.1 noradius server dead-criteria

This command resets the dead criteria for all RADIUS servers to the default value.

Format no radius server dead-criteria {time | tries}
Mode Global Config

21119 radius server host

This command configures the IPv4/IPv6 address or DNS name to use for communicating with the RADIUS server of a
selected server type. While configuring the IPv4/IPv6 address or DNS name for the authenticating or accounting servers,
you can also configure the deadtime, port number, and server name. If the authenticating and accounting servers are
configured without a name, the command uses the Default_RADIUS_Auth_Server and Default_RADIUS_Acct_Server as
the default names, respectively. The same name can be configured for more than one authenticating servers and the
name should be unique for accounting servers. The RADIUS client allows the configuration of a maximum 32 authenticat-
ing and accounting servers.
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If you use the auth parameter, the command configures the IPv4/IPv6 address or hostname to use to connect to a
RADIUS authentication server. You can configure up to three servers per RADIUS client. If the maximum number of config-
ured servers is reached, the command fails until you remove one of the servers by issuing the no form of the command. If
you use the optional port parameter, the command configures the UDP port number to use when connecting to the con-
figured RADIUS server. The port number range is 1to 65535, with 1812 being the default value. If you use the optional
deadtime parameter, the command configures the deadtime to use for the configured RADIUS server. The deadtime
value is 0 to 2000 (in minutes), with 0 being the default.

To reconfigure a RADIUS authentication server to use the default UDP port, set the port parameter

NOTICE to 1812.

If you use the acct token, the command configures the IPv4/IPv6 address or hostname to use for the RADIUS accounting
server. You can only configure one accounting server. If an accounting server is currently configured, use the no form of
the command to remove it from the configuration. The IPv4/IPv6 address or hostname you specify must match that of a
previously configured accounting server. If you use the optional port parameter, the command configures the UDP port
to use when connecting to the RADIUS accounting server. If a port is already configured for the accounting server, the
new port replaces the previously configured port. The port must be a value in the range 0 to 65535, with 1813 being
the default. If you use the optional deadtime parameter, the command configures the deadtime to use for the config-
ured RADIUS server. The deadtime value is 0 to 2000 (in minutes), with 0 being the default.

To reconfigure a RADIUS authentication server to use the default UDP port, set the port parameter

NOTICE to 1813.

Format radius server host {auth | acct} {ipaddr | ipvéaddr | dnsname} [name servername]
[port ©-65535] [deadtime ©-2000][usage all]|authmgr|login]
Mode Global Config

Parameter | Description

ipaddr The IP address of the server.

ipvbaddr The IPv6 address of the server.

dnsname The DNS name of the server.

0-65535 The port number to use to connect to the specified RADIUS server.

servername The alias name to identify the server.

deadtime The amount of time to skip a RADIUS server that is not responding to authentication
requests. The valid deadtime range is 0 to 2000 minutes

usage Indicates the usage type of the RADIUS server configured. The type can be one of the fol-
lowing values:
. login
b authmgr
® all
Use the usage type to restrict the types of authentication sent to a particular RADIUS
server

e The 1login selection restricts authentication requests to switch administrator logins.

. The authmgr setting restricts authentication requests to 802.1x and MAB authentica-
tions.
The default variable setting is all.
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211191 noradius server host

The no version of this command deletes the configured server entry from the list of configured RADIUS servers. If the
RADIUS authenticating server being removed is the active server in the servers that are identified by the same server
name, then the RADIUS client selects another server for making RADIUS transactions. If the auth token is used, the pre-
viously configured RADIUS authentication server is removed from the configuration. Similarly, if the acct token is used,
the previously configured RADIUS accounting server is removed from the configuration. The ipaddr | ipvé6addr |
dnsname parameter must match the IPv4/IPv6 address or DNS name of the previously configured RADIUS authentica-
tion / accounting server.

Format no radius server host {auth | acct} {ipaddr | ipvéaddr | dnsname}
Mode Global Config

Example: The following shows an example of the command.

(Switch) (Config) #radius server host acct 192.168.37.60

(Switch) (Config) #radius server host acct 192.168.37.60 port 1813

(Switch) (Config) #radius server host auth 192.168.37.60 name Networkl RS port 1813
(Switch) (Config) #radius server host acct 192.168.37.60 name Network2_ RS

(Switch) (Config) #no radius server host acct 192.168.37.60

2.11.20 radius server host link-local

This command configures the link-local-address of the RADIUS server and the outgoing interface to be used by the
RADIUS client to communicate with the RADIUS server. The outgoing interface can be any physical interface or service
port or network port.

Default None

Format radius server host {auth | acct} link-local Link-local-address interface {slot/port
| network | serviceport } [name servername] [port port]

Mode Global Config

Parameter | Description

link-local-address The IP address of the server.

interface The interface for the RADIUS client to use for outgoing RADIUS messages.
servername The alias name to identify the server.

port The port number to use to connect to the specified RADIUS server.

Example: The following shows examples of the command.

(Switch) (Config) #radius server host auth link-local fe80::208:alff:fe7e:4519 interface network
name auth_server port 1813

(Switch) (Config) #radius server host acct link-local fe80::208:alff:fe7e:4519 interface
serviceport name acct_server port 1813

211.201 noradius server host link-local

This command removes the configured radius server link-local-address.

Default None
Format radius server host {auth | acct} link-local Link-Llocal-address
Mode Global Config

Example: The following shows an example of the command.

(Switch) (Config) #no radius server host auth link-local fe80::208:alff:fe7e:4519
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211.21 radius server host test

This command configures automated tests for configured RADIUS servers. When a test user name is configured for a
RADIUS server, the client sends periodic test probes to the server. The RADIUS server responds with a reject message.
The receipt of a response is an indication of liveliness of the server. Test probes are sent to server based configured time
interval in minutes, idle time.

Default Idle time: 60 minutes

Format radius server host {auth | acct} {ipaddr | ipv6addr | hostname} test username name [deadtime
2000] [idle-time 1-35791] [name servername] [port 1-65535]

Mode Global Config

Parameter | Description

ipaddr The IP address of the server.

ipvbaddr The IPv6 address of the server.

hostname The host name of the server.

username RADIUS server test user name.

deadtime The amount of time to skip a RADIUS server that is not responding to authentication
requests. The valid deadtime range is 0 to 2000 minutes.

idle-time The number of minutes between test probes, which is in the range of 1to 35792 minutes.

name Identification name to the server.

port A Layer 4 port number in the range of 1to 65535 (the default is 1813).

Example: The following shows an example of the command.

(Routing)(Config)# radius server acct 10.22.11.33 test username dummy idle-time 2

211.211 noradius server host test

This command disables RADIUS server test user name. It can also be used to set server idle-time to default value.

Format no radius server host {auth | acct} {ipaddr | ipv6addr | hostname} test username
Mode Global Config

211.22 radius server key

This command configures the key to be used in RADIUS client communication with the specified server. The key can be
configured for all RADIUS servers or, depending on whether the auth or acct token is used, the shared secret is config-
ured for the particular RADIUS authentication or accounting server. The IP address or IPv6 address or hostname, when
provided, must match a previously configured server. When this command is executed, the secret is prompted.

Text-based configuration supports RADIUS server's secrets in encrypted and non-encrypted format. When you save the
configuration, these secret keys are stored in encrypted format only. If you want to enter the key in encrypted format,
enter the key along with the encrypted keyword. In the command's display, these secret keys are displayed in encrypted
format. You cannot show these keys in plain text format.

The secret must be an alphanumeric value not exceeding 64 characters.

NOTICE

Format radius server key [auth | acct | encrypted password] {ipaddr | ipvéaddr |
hostname} encrypted password
Mode Global Config
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Parameter | Description

ipaddr The IP address of the server.
dnsname The DNS name of the server.
password The password in encrypted format.

Example: The following shows an example of the CLI command.

radius server key acct 10.240.4.10 encrypted encrypt-string

211.221 noradius server key

This command removes the shared secret used for the RADIUS servers.

Format no radius server key [{acct | auth} {ipaddr | ipv6address | hostname} ]
Mode Global Config

2.11.23 radius server load-balance

This command configures the load-balancing algorithm used by the RADIUS client to manage authentication and
accounting requests sent to configured RADIUS servers. The load-balancing configuration is configured for a group of
RADIUS servers or global default RADIUS server group. A server group is identified as a group of RADIUS servers using the
same configured server name.

The supported load-balancing method is based on the least number of outstanding requests. In this mode, the RADIUS
client selects a configured RADIUS server that has the least number of pending requests. Before selecting a new server,
the number of pending requests on the current server in use should be more than configured batch size value.

Default Method: None
Batch size: 25

Format radius server load-balance {acct | auth} {name servername | radius} method
{least-outstanding [batch-size 1-2147483647] | none}

Mode Global Config

Parameter | Description

acct Configure the RADIUS accounting server group.

auth Configure the RADIUS authentication server group.

name The RADIUS server group name.

radius Server using default identification name.

method Load balance based on the lowest number of outstanding requests.
none Do not load balance.

Example: The following shows examples of the command.

(Routing) (Config)# radius server load-balance acct name groupl method least-outstanding batch-size
40
(Routing) (Config)# radius server load-balance auth radius method least-outstanding batch-size 30

211.231 no radius server load-balance

The no version of this command disables the load-balancing algorithm to be used for the specified RADIUS server.

Format no radius server load-balance {auth | acct} {radius | name servername} method
Mode Global Config
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211.24 radius server msgauth

This command enables the message authenticator attribute to be used for the specified RADIUS Authenticating server.

Format radius server msgauth {ipaddr | ipvéaddr | dnsname}
Mode Global Config

ipaddr The IP address of the server.

ipvbaddr The IPv6 address of the server.

dnsname The DNS name of the server.

211241 noradius server msgauth

The no version of this command disables the message authenticator attribute to be used for the specified RADIUS
Authenticating server.

Format no radius server msgauth {ipaddr | ipv6addr | dnsname}
Mode Global Config

2.11.25 radius server primary

This command specifies a configured server that should be the primary server in the group of servers which have the
same server name. Multiple primary servers can be configured for each number of servers that have the same name.
When the RADIUS client has to perform transactions with an authenticating RADIUS server of specified name, the client
uses the primary server that has the specified server name by default. If the RADIUS client fails to communicate with the
primary server for any reason, the client uses the backup servers configured with the same server name. These backup
servers are identified as the Secondary type.

Format radius server primary {ipaddr | ipvéaddr | dnsname}
Mode Global Config

Parameter | Description

ip addr The IP address of the RADIUS Authenticating server.
dnsname The DNS name of the server.

211.26 radius server retransmit

This command configures the global parameter for the RADIUS client that specifies the number of transmissions of the
messages to be made before attempting the fall back server upon unsuccessful communication with the current RADIUS
authenticating server. When the maximum number of retries are exhausted for the RADIUS accounting server and no
response is received, the client does not communicate with any other server.

Default 4
Format radius server retransmit retries
Mode Global Config
Parameter | Description
retries The maximum number of transmission attempts in the range of 1to 15.
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211.261 noradius server retransmit

Theno version of this command sets the value of this global parameter to the default value.

Format no radius server retransmit
Mode Global Config

211.27 radius source-interface

Use this command to specify the physical or logical interface to use as the RADIUS client source interface (Source IP
address). If configured, the address of source Interface is used for all RADIUS communications between the RADIUS
server and the RADIUS client. The selected source-interface IP address is used for filling the IP header of RADIUS man-
agement protocol packets. This allows security devices (firewalls) to identify the source packets coming from the spe-
cific switch.

If a source-interface is not specified, the primary IP address of the originating (outbound) interface is used as the source
address. If the configured interface is down, the RADIUS client falls back to its default behavior.

Format radius source-interface {unit/slot/port | loopback Loopback-id | vlan vlan-id}
Mode Global Config

Parameter | Description

slot/port The unit identifier assigned to the switch.

loopback-id Configures the loopback interface. The range of the loopback ID is 0 to 7.

vlan-id Configures the VLAN interface to use as the source IP address. The range of the VLAN ID
is1to 4093.

211.271 noradius source-interface
Use this command to reset the RADIUS source interface to the default settings.

Format no radius source-interface
Mode Global Config

2.11.28 radius server timeout

This command configures the global parameter for the RADIUS client that specifies the timeout value (in seconds) after
which a request must be retransmitted to the RADIUS server if no response is received. The timeout value is an integer in
the range of 1to 30.

Default 5
Format radius server timeout seconds
Mode Global Config

Parameter | Description

retries The maximum number of transmission attempts in the range 1 to 30.

211.28.1 noradius server timeout

The no version of this command sets the timeout global parameter to the default value.

Format no radius server timeout
Mode Global Config
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211.29 radius server vsa send

This command enables the processing of Cisco dynamic ACL vendor-specific attributes sent by the RADIUS server. Use
the authentication keyword to allow the processing of attributes for authentication.

Default Disabled
Format radius server vsa send [authentication]
Mode Global Config

211.291 noradius server vsa send

The no version of this command sets the Cisco dynamic VSA processing to the default value.

Format no radius server vsa send [authentication]
Mode Global Config

2.11.30 server-key

Use this command to configure a global shared secret that is used for all dynamic authorization clients that do not have
an individual shared secret key configured.

Default None
Format server-key [7] key-string
Mode Dynamic Authorization

Parameter | Description

0 An unencrypted key is to be entered
7 An encrypted key is to be entered
string The shared secret string. The maximum length is 128 characters for unencrypted key and

256 characters for encrypted key. Overrides the global setting for this client only. Enclose
in quotation marks to use special characters or embedded blanks.

Example: The following shows an example of the command.

(Routing) (Config-radius-da)# server-key encrypted mydevice

211.30.1 no server-key

Use this command to remove the global shared secret key configuration.

Default None
Format no server-key
Mode Dynamic Authorization

Example: The following shows an example of the command.

(Routing) (Config-radius-da)#no server-key

2.11.31 show radius

This command displays the values configured for the global parameters of the RADIUS client.

Format show radius
Mode Privileged EXEC
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Parameter | Description

Authentication Serv-
ers

Number of Configured The number of RADIUS Authentication servers that have been configured.

Accounting Servers

Number of Configured The number of RADIUS Accounting servers that have been configured.

Number of Named

Groups

Authentication Server

The number of configured named RADIUS server groups.

Number of Named
Accounting Server
Groups

The number of configured named RADIUS server groups.

Number of Dead
RADIUS Authentica-
tion Servers

The number of RADIUS authentication servers that are considered to be unresponsive
based on the dead-time criteria.

Number of Dead
RADIUS Accounting
Servers

The number of RADIUS accounting servers that are considered to be unresponsive based
on the dead-time criteria.

Number of Retrans-
mits

The configured value of the maximum number of times a request packet is retransmitted.

Dead Time

The amount of time to skip a RADIUS server that is not responding to authentication
requests.

RADIUS Server VSA
Authentication

Indicates whether VSA authentication is enabled for the configured RADIUS server.

Dead Criteria Time

Number of seconds during which a RADIUS client need not get a valid response from the
RADIUS server.

Dead Criteria Tries

Number of times that a RADIUS client attempts to get a valid response before the RADIUS
server is considered as unavailable.

Timeout Duration

The configured timeout value, in seconds, for request retransmissions.

RADIUS Accounting
Mode

A global parameter to indicate whether the accounting mode for all the servers is
enabled or not.

RADIUS Attribute 4
Mode

A global parameter to indicate whether the NAS-IP-Address attribute has been enabled
to use in RADIUS requests.

RADIUS Attribute 4
Value

A global parameter that specifies the IP address to be used in the NAS-IP-Address attri-
bute to be used in RADIUS requests.

RADIUS Attribute 95
Mode

A global parameter to indicate whether the NAS-IPv6-Address attribute has been
enabled to use in RADIUS requests.

RADIUS Attribute 95
Value

A global parameter that specifies the IPv6 address to be used in the NAS-IPv6-Address
attribute to be used in RADIUS requests.

RADIUS Attribute 30

The format in which the MAC address is sent to the RADIUS server in attribute 30.

MAC Format

RADIUS Attribute 31 The format in which the MAC address is sent to the RADIUS server in attribute 31 (Calling-
MAC Format Station-ID).

RADIUS Attribute 32 The format in which the MAC address is sent to the RADIUS server in attribute 32 (NAS-
MAC Format Identifier).

RADIUS Attribute 32
include in access
request

Indicates whether RADIUS attribute 32 is sent to the RADIUS server in access-request and
accounting-request messages.

RADIUS Attribute 32
format

The format for RADIUS attribute 32, which is one or more of the following:
* $m: MAC address

. %1i:IP address
d %h: Host Name
i %d: Domain Name.
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Parameter Description

RADIUS Attribute 44  Indicates whether RADIUS attribute 44 is sent to the RADIUS server in access-request
include in access and accounting-request messages.

request

Example: The following shows example CLI display output for the command.

(Switch) #show radius

Number of Configured Authentication Servers.... 1

Number of Configured Accounting Servers........ 1

Number of Named Authentication Server Groups... 1

Number of Named Accounting Server Groups....... 1

Number of Dead RADIUS Authentication Servers... 0

Number of Dead RADIUS Accounting Servers....... %]

Number of Retransmits.........covvveeiivnnnnnns 4

Dead TimMe. . vt ittt it iiiienneenneennennnns %]

Radius Server VSA Authentication: ............. Enabled

Dead Criteria Time.......ciiiiiiiiiiiiiiinnnn. 20

Dead Criteria Tries......cvvviiiiiiiiiiinnnn. 4

Timeout Duration........coiiuiiiiniiiiinneennnns 5

RADIUS Accounting Mode.......ovvvvveeennnnnnnns Disable

RADIUS Attribute 4 Mode.......covviiiiiinennnns Disable

RADIUS Attribute 4 Value.......cviiiiiiinnnnnns 0.0.0.0

RADIUS Attribute 95 Mode........cvvviiiiininnn.. Disable

RADIUS Attribute 95 Value.......covvvivvinnnn.. N

RADIUS Attribute 30 Mac Format................. legacy lower-case
RADIUS Attribute 31 Mac Format................. ietf upper-case
RADIUS Attribute 32 Mac Format................. legacy lower-case
RADIUS Attribute 32 include in access request.. Enable

RADIUS Attribute 32 format............... ..., %1i.%d.%m

RADIUS Attribute 44 include in access request.. Disable

211.32 show radius servers

This command displays the summary and details of RADIUS authenticating servers configured for the RADIUS client.

Format show radius servers {ipaddress | ipvéaddr | dnsname} | name [servername]}
Mode Privileged EXEC

Parameter | Description

Command Variables

ipaddress The IP address of the authenticating server.

ipvbaddr The IPv6 address of the server.

dnsname The DNS name of the authenticating server.

servername The alias name to identify the server.

Command Output Fields

Current The * symbol preceding the server host address specifies that the server is currently
active.

Host Address The IP address of the host.

Server Name The name of the authenticating server.

Port The port used for communication with the authenticating server.

Type Specifies whether this server is a primary or secondary type.

Current Host Address An asterisk (*) indicates which configured RADIUS host is the currently active authenti-
™) cating server.

Number of Retrans-  The configured value of the maximum number of times a request packet is retransmitted.
mits
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Parameter | Description

Dead Time The amount of time to skip a RADIUS server that is not responding to authentication
requests.

Timeout Duration The configured timeout value, in seconds, for request retransmissions.

RADIUS Server VSA Indicates whether the system processes Cisco dynamic ACL vendor-specific attributes

Authentication sent by RADIUS Server.

Server State The administrative state of the RADIUS server.

Server Immortal State Indicates whether the server is an immortal RADIUS server, which is a dead server that is
marked as alive after being determined to be dead because it is the last server known to

be alive
Test User The name of the configured RAIDUS server test user.
Idle Time The number of minutes between RADIUS server test probes,

RADIUS Accounting A global parameter to indicate whether the accounting mode for all the servers is
Mode enabled or not.

RADIUS Attribute 4 A global parameter to indicate whether the NAS-IP-Address attribute has been enabled
Mode to use in RADIUS requests.

RADIUS Attribute 4 A global parameter that specifies the IP address to be used in NAS-IP-Address attribute
Value used in RADIUS requests.

RADIUS Attribute 95 A global parameter to indicate whether the NAS-IPv6-Address attribute has been

Mode enabled to use in RADIUS requests.
RADIUS Attribute 95 A global parameter that specifies the IPv6 address to be used in the NAS-IPv6-Address
Value attribute to be used in RADIUS requests.

RADIUS Attribute 30 The format in which the MAC address is sent to the RADIUS server in attribute 30.
MAC Format

RADIUS Attribute 31 The format in which the MAC address is sent to the RADIUS server in attribute 31 (Calling-
MAC Format Station-ID).

RADIUS Attribute 32 The format in which the MAC address is sent to the RADIUS server in attribute 32 (NAS-
MAC Format Identifier).

RADIUS Attribute 32  Indicates whether RADIUS attribute 32 is sent to the RADIUS server in access-request and
include in access accounting-request messages.
request

RADIUS Attribute 32  The format for RADIUS attribute 32, which is one or more of the following:
format *  sm MAC address

. %i:IP address

d %h: Host Name

i $d: Domain Name.
RADIUS Attribute 44  Indicates whether RADIUS attribute 44 is sent to the RADIUS server in access-request
include in access and accounting-request messages.
request
Link local interface If configured, the link local IPv6 address.
Secret Configured Yes or No Boolean value that indicates whether this server is configured with a secret.

Message Authentica- A global parameter to indicate whether the Message Authenticator attribute is enabled
tor or disabled.

Example: The following shows example CLI display output for the command.

(Switch) #show radius servers

Cur Host Address Server Name Port Type

rent
* 192.168.37.200 Networkl_ RADIUS_Server 1813 Primary
192.168.37.201 Network2_ RADIUS_ Server 1813 Secondary
192.168.37.202 Network3_RADIUS_Server 1813 Primary
192.168.37.203 Network4_RADIUS_Server 1813 Secondary

www.kontron.com // 120



CP6940 CLI Reference Manual

(Switch) #show radius servers name

Current Host Address Server Name Type
——————————————————————————————————————————————————————————————————— 192.168.37.200
Networkl RADIUS_Server Secondary

192.168.37.201 Network2 RADIUS_ Server Primary
192.168.37.202 Network3_RADIUS_Server Secondary
192.168.37.203 Network4 RADIUS_Server Primary
(Switch) #show radius servers 2.2.2.2

RADIUS Server Name......ceeeeeenieeerenneneeens Default-RADIUS-Server
Current Server IP Address.........ccovveeeennnns 2.2.2.2

Number of Retransmits.........ccvvieeiiinnnnnns 4

Timeout Duration.......cooeiiiiiiiiiniinnnennnns 5

RADIUS Server VSA Authentication............... Enable

Server State. ...ttt ittt i i i i e Up

Server Immortal State.............ciiiiiiinn. False

Load BalanCe....vvtiiiiiiiiinneiniennneennennns Disable

Test USer...uiiiiiiiiiiiiiiiiiitienernnenannns

Idle Time...vt ittt ittt iineienneennens 60

RADIUS Accounting Mode.......cvviiiiiinnnnnenns Disable

RADIUS Attribute 4 Mode......covviiviiiiiennnn Disable

RADIUS Attribute 4 Value.........coviiiiineennn 0.0.0.0

RADIUS Attribute 30 Mac Format................. legacy lower-case
RADIUS Attribute 31 Mac Format................. legacy lower-case
RADIUS Attribute 32 Mac Format................. legacy lower-case
RADIUS Attribute 32 include in access request.. Disable

RADIUS Attribute 32 format.............. ...t %m

RADIUS Attribute 44 include in access request.. Disable

0 o 1812

L2 Secondary

Secret Configured.......coviiiiiiiiiiiiiennnn. Yes

Message Authenticator............coiiiiiiiiit. Enable

2.11.33 show radius server dynamic-author

Use this command to display the dynamic authorization server parameters.

Format show radius server dynamic-author
Mode User EXEC

Example: The following shows example CLI display output for the command.

(Routing) # show radius server dynamic-author

AdminMode. .. vviviiiiii ittt ittt Enabled
40 o o 1700
AUTh TYpPe. ittt ittt i it ittt nenenenennnns any
Global Secret Key...veeeiiiiinneiionenneennnnnns lvl7india
IgNore Server-Key..uoe e oo e ie oo eeenenennnns Disabled
Ignore Session-Key.....eeiiiiiiiniieennnnnnnnns Disabled
CoA Bounce-Host-Port.......covieiiiiiinnnneennns Accept
CoA Disable-Host-Port......cviiiiiiiiinnnnnnnns Accept
Client Address Secret

10.89.108.26 N/A

1.1.1.1 lvl7india
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211.34 show radius server dynamic-author statistics

Use this command to display the dynamic authorization server global counters and per DAS client counters.

Format show radius server dynamic-author statistics [client {all | <ip| ipvé | host name>}]
Mode User EXEC

Example: The following shows example CLI display output for the command.

(Routing) # show radius server dynamic-author statistics

Number of CoA Requests Received................ 5
Number of CoA ACK Responses Sent............... 2
Number of CoA NAK Responses Sent..........oeu.. 3
Number of CoA Requests Ignored................. 1

Number of CoA Missing/Unsupported Attribute R.. ©
Number of CoA Session Context Not Found Reque.. 2
Number of CoA Invalid Attribute Value Request.. ©
Number of Administratively Prohibited Request..

Example: The following shows example CLI display output for the command.

(o)

(Routing) # show radius server dynamic-author statistics client all

DAC AdAresSS. .. vvii it iineiinireneeenneennceneens 10.89.108.26
Number of CoA Requests Received.........cveiiiinnnnn. 4
Number of CoA ACK Responses Sent..........eeeeeeeeenns (%]
Number of CoA NAK Responses Sent.........ceveveeeeenns 4
Number of CoA Requests Ignored.........cceeeeeeeeeennss (4]
Number of CoA Missing/Unsupported Attribute Requests.. ©
Number of CoA Session Context Not Found Requests...... 4
Number of CoA Invalid Attribute Value Requests........ 0
Number of Administratively Prohibited Requests........ 0

DAC AdAresSS..vvviitiitinneieneenneenneeneeenneenns 10.52.139.190
Number of CoA Requests Received........covvivivivinnnnn. 3
Number of CoA ACK Responses Sent...........ccivvuinnn.. 0
Number of CoA NAK Responses Sent.........ceeeveeeeenes 3
Number of CoA Requests Ignored..........eeeveveneennns 3
Number of CoA Missing/Unsupported Attribute Requests.. ©
Number of CoA Session Context Not Found Requests...... 0
Number of CoA Invalid Attribute Value Requests........ 0
Number of Administratively Prohibited Requests........ 0

Example: The following shows example CLI display output for the command.

(Routing) # show radius server dynamic-author statistics client 10.89.108.26

DAC AdAresSS. .viviit it iineineeeneennneennneneens 10.89.108.26
Number of CoA Requests Received........covevvivinnnnns 4
Number of CoA ACK Responses Sent..........cceiivinnnn. 0
Number of CoA NAK Responses Sent..........eeeeeeeeenas 4
Number of CoA Requests Ignored..........eeeveveeeeenes 0
Number of CoA Missing/Unsupported Attribute Requests.. ©
Number of CoA Session Context Not Found Requests...... 4
Number of CoA Invalid Attribute Value Requests........ 0
Number of Administratively Prohibited Requests........ 0

211.35 show radius accounting

This command displays a summary of configured RADIUS accounting servers.

Format show radius accounting {name [servername] | ipaddr | ipvéaddress | hostname}
Mode Privileged EXEC
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Parameter | Description

servername An alias name to identify the server.

ipaddr The IPv4 address of the server.

ipvbaddress The IPv6 address of the server.

hostname The DNS resolvable hostname of the server.

If you use the name parameter without the servername option, then only the accounting mode and the RADIUS account-
ing server details are displayed.

Parameter | Description

Server Name The name of the accounting server.

Host Address The IP address or configured name of the host.

Port The port used for communication with the accounting server.

Secret Configured Yes or No Boolean value indicating whether this server is configured with a secret.

Example: The following shows example CLI display output for the command.

(Routing) #show radius accounting name

Server Name Host Address Port Secret
Configured
Default-RADIUS-Server acctServer 1813 No
backupAcct 192.168.10.55 1813 No
testServer fe80::1 1813 No

If you specify the hostname, IPv4 or IPv6 address of the accounting server, the following RADIUS accounting server
details are displayed.

Parameter | Description

RADIUS Accounting The IPv4 address, IPv6 address, link local address, or configured hostname of the host.
Server IP Address

RADIUS Accounting The name of the accounting server.
Server Name

RADIUS Accounting The mode of the accounting server.

Mode

Link localinterface If configured, the interface associated with the link-local IPv6 address.

Port The port used for communication with the accounting server.

Secret Configured Yes or No Boolean value indicating whether this server is configured with a secret.
Server State The administrative state of the server.

Server Immortal State Indicates whether the server is an immortal RADIUS server, which is a dead server that is
marked as alive after being determined to be dead because it is the last server known to

be alive
Test User The name of the configured RAIDUS server test user.
Idle Time The number of minutes between RADIUS server test probes,

Number of Dead serv- When the name servername options are used, this field shows the number of RADIUS
ers in Named Server  servers in the named server group that are determined to be dead.
Group

Example: The following shows example command output.

(Routing) #show radius accounting acctServer

RADIUS Accounting Server IP Address............ 192.168.10.55
RADIUS Accounting Server Name.............oo... backupAcct
RADIUS Accounting Mode.......ovivviinnnnnnnnnns Disable

Link local interface.......coviiiiiiininnennn. Not Available
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0T 1813
Secret Configured......cviviiiiiiiinnnneennnnnns No
Server State......iiiiiiiiiii it i i i i i Up
Server Immortal State......oviiiiiiiiinnnnnnnnn False
TesSt USer ..ttt iiiiiiintetotoeesesnsosososnnns testUser
Idle Time. . ..ottt ittt iteeeneeeeaennnaannns 3233

(Routing) #show radius accounting fe80::1

RADIUS Accounting Server IP Address............ fe80::1
RADIUS Accounting Server Name..............o.... testServer
RADIUS Accounting Mode.......cviviiiennnnnnnnnns Disable
Link local interface........coviiiiiiiniiinnnnnn. 1/0/3

Port . i e 1813
Secret Configured.......viiiiiiiiiinnnnnnnnn No

Server State..... ittt i i e Up

Server Immortal State............ .o, False

Test USer.. .t itiiiiiiiiniiiiiiienenerenenenens testUser
Idle Time. ..t i i iin ittt i iiiiiieenneennans 3233

2.11.36 show radius accounting servers

This command displays the configured RADIUS accounting servers and its name.

Format show radius accounting servers
Mode Privileged EXEC

The command displays the information the following table describes.

Parameter | Description

Selected Server If an asteristk (*) appears in the first column, the RADIUS accounting server is the pri-
mary server for its group.

Host Address The IPv4 address, IPv6 address, link local address, or configured hostname of the host.
Server Name The name of the accounting server.
Port The port used for communication with the accounting server.

Example: The following shows example CLI display output for the command.

(Routing) #show radius accounting servers

* Host Address Server Name Port
10.25.4.10 groupl 1813
* 10.25.4.5 Default-RADIUS-Server 1813
10.25.4.4 groupl 1813

* currently selected server

2.11.37 show radius accounting statistics

This command displays a summary of statistics for the configured RADIUS accounting servers.

Format show radius accounting statistics [{ipaddr | ipvéaddr | dnsname} | name [servername]}]
Mode Privileged EXEC

Parameter | Description

ipaddr The IP address of the server.
dnsname The DNS name of the server.
servername The alias name to identify the server.
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Parameter | Description

RADIUS Accounting The name of the accounting server.
Server Name

Server Host Address  The IP address of the host.

Round Trip Time The time interval, in hundredths of a second, between the most recent Accounting-
Response and the Accounting-Request that matched it from this RADIUS accounting
server.

Requests The number of RADIUS Accounting-Request packets sent to this server. This number does

not include retransmissions.

Retransmission The number of RADIUS Accounting-Request packets retransmitted to this RADIUS
accounting server.

Responses The number of RADIUS packets received on the accounting port from this server.

Malformed Responses The number of malformed RADIUS Accounting-Response packets received from this
server. Malformed packets include packets with an invalid length. Bad authenticators or
signature attributes or unknown types are not included as malformed accounting
responses.

Bad Authenticators The number of RADIUS Accounting-Response packets containing invalid authenticators
received from this accounting server.

Pending Requests The number of RADIUS Accounting-Request packets sent to this server that have not yet
timed out or received a response.

Timeouts The number of accounting timeouts to this server.

Unknown Types The number of RADIUS packets of unknown types, which were received from this server

on the accounting port.

Packets Dropped The number of RADIUS packets received from this server on the accounting port and
dropped for some other reason.

Example: The following shows example CLI display output for the command.

(Switch) #show radius accounting statistics 192.168.37.200

RADIUS Accounting Server Name..........coeuuu. Default_RADIUS_Server
Host Address......oiiiiiniiiiiiiniinnnennnenns 192.168.37.200
Round Trip Time.....ciiuiiiitiiiiiineenneennns 0.00

Requests. ..ottt i it it 0
Retransmissions.......ccoiiiiiiiiiiniiieennnnns %]

RESPONSES . . ittt it ittt 0

Malformed RESPONSES. . .vvet i tirvnnneesssnnnnnsns %]

Bad Authenticators...........ciiiiiiiiiiiin, 0

Pending Requests......viiiiiiiiiiiiiiiiinnnnns (%]

TimeoUEtS. c vttt i i i i e e %]

Unknown Types. .. vttt iiiinenneennsnenenananns 0

Packets Dropped.......ccviiiiiiiiinnnnnnnnnnnns 0

(Switch) #show radius accounting statistics name Default_RADIUS_Server

RADIUS Accounting Server Name................. Default_RADIUS_Server
HOSt Address.....iiiiiiiiiiiiiiiiiinnneeeennns 192.168.37.200
Round Trip Time.....vviiiuinrinnnnneeensnnnnans 0.00

RequestsS. .t iii ittt it it it 0
Retransmissions.......cooiiiiiiiiiiiiiiineennns (%]

RESPONSES . . i ittt ittt ittt 0

Malformed RESPONSES. .. vi it ivinenenenerenenenns 0

Bad Authenticators.............coiiiiiiiiiia, (%]

Pending RequestsS....oviiiiieiinnnnneeenennnnans %]

L 1o T & o~ 7]

UnKNOWN TyPeS. i vttt innnnneeeeennneeesnnns %]

Packets Dropped. .....cceiiiiiinennnnnnnnnnnnnns 0
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2.11.38 show radius source-interface

Use this command in Privileged EXEC mode to display the configured RADIUS client source-interface (Source IP address)
information.

Format show radius source-interface
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Switch)#show radius source-interface

RADIUS Client Source Interface................. 0/1
RADIUS Client Source IPv4 Address.............. 192.168.0.1 [Up]
RADIUS Client Source IPv6 Address.............. 200:23::12 [Up]

2.11.39 show radius statistics

This command displays the summary statistics of configured RADIUS Authenticating servers.

Format show radius statistics [{ipaddr | ipv6éaddr | dnsname} | name [servername]}]
Mode Privileged EXEC

Parameter | Description

ipaddr The IP address of the server.
dnsname The DNS name of the server.
servername The alias name to identify the server.

RADIUS Server Name The name of the authenticating server.
Server Host Address  The IP address of the host.

Access Requests The number of RADIUS Access-Request packets sent to this server. This number does not
include retransmissions.

Access Retransmis-  The number of RADIUS Access-Request packets retransmitted to this RADIUS authentica-
sions tion server.

Access Accepts The number of RADIUS Access-Accept packets, including both valid and invalid packets,
that were received from this server.

Access Rejects The number of RADIUS Access-Reject packets, including both valid and invalid packets,
that were received from this server.

Access Challenges The number of RADIUS Access-Challenge packets, including both valid and invalid pack-
ets, that were received from this server.

Malformed Access The number of malformed RADIUS Access-Response packets received from this server.
Responses Malformed packets include packets with an invalid length. Bad authenticators or signa-
ture attributes or unknown types are not included as malformed access responses.

Bad Authenticators The number of RADIUS Access-Response packets containing invalid authenticators or
signature attributes received from this server.

Pending Requests The number of RADIUS Access-Request packets destined for this server that have not yet
timed out or received a response.

Timeouts The number of authentication timeouts to this server.

Unknown Types The number of packets of unknown type that were received from this server on the

authentication port.

Packets Dropped The number of RADIUS packets received from this server on the authentication port and
dropped for some other reason.

Example: The following shows example CLI display output for the command.

(Switch) #show radius statistics 192.168.37.200

RADIUS Server Name.......oeeeie e eennnnnns Default_RADIUS_Server
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Server Host Address........oeeeeiiiiinneneennns 192.168.37.200
Access RequestsS. ..o vii ittt eennnns 0.00
Access Retransmissions..........coveivevinenn. 0
Access ACCeptS..iii ittt ittt 0
Access Rejects.. ittt ittt 0
Access Challenges......oeiiiiiiininnnnnenenns 0
Malformed AcCcesSs RESPONSEeS....veeerevennannsns (4]
Bad Authenticators...........coviiiiiiiiiiin. 0
Pending RequestsS.....iiiiiiiiiiiinniiiennnnnns 0
TimEOUES. v it i ittt i i ittt it 0
UnKNOWNn TypeS. v ittt tiiinnneeeeennneneennns 0
Packets Dropped. . ...ttt nnnnnnnnns (%]

(Switch) #show radius statistics name Default_RADIUS_Server

RADIUS Server Name......ceeeeiiinneeeennnnnnens Default_RADIUS_Server
Server Host Address........oeeeiiiiinneneennns 192.168.37.200
Access RequestsS. . ..cvii ittt ennnns 0.00

Access Retransmissions............cciiiiinenn. 0

Access AcCeptsS.. ittt ittt i (4]

Access RejectsS. ittt iiiiiniiinnnnnnnnns 0

Access Challenges.....oeeiiiiiinneiennnnnnenns 0

Malformed AcCCeSS RESPONSES...vivevenerenenesns (%]

Bad Authenticators.............ccoiiiiiiiiiia, 0

Pending RequestsS.....viiiiierirrnnneeennnnnnans 0

L 1< T & o~ 0

UnKNOWN TyPeS. v i ittt itinnnnneeeeennnenesnnns 0

Packets Dropped. ... ..cceieiiiinennnnnnnnnnnnnns 0

212 TACACS+ Commands

TACACS+ provides access control for networked devices using one or more centralized servers. Similar to RADIUS, this
protocol simplifies authentication by making use of a single database that can be shared by many clients on a large net-
work. TACACS+ is based on the TACACS protocol (described in RFC1492) but additionally provides for separate authenti-
cation, authorization, and accounting services. The original protocol was UDP based with messages passed in clear text
over the network; TACACS+ uses TCP to ensure reliable delivery and a shared key configured on the client and daemon
server to encrypt all messages

2121 tacacs-server host

Usethe tacacs-server host command in Global Configuration mode to configure a TACACS+ server. This command
enters into the TACACS+ configuration mode. Use the ip-address, ipv6-address, or hostname parameter to specify
the IPv4 address, IPv6 address, or hostname of the TACACS+ server. To specify multiple hosts, multiple tacacs-server
host commands can be used.

Format tacacs-server host {ip-address| ipv6-address | hostname}
Mode Global Config

21211 no tacacs-server host

Use the no tacacs-server host command to delete the specified hostname or IP address. The ip-address,
ipv6-address, or hostname parameter is the IPv4 address, IPv6 address, or hostname of the TACACS+ server.

Format no tacacs-server host {ip-address| ipv6-address | hostname}
Mode Global Config
212.2 tacacs-server host link-local

Use this command to configure the link-local-address of the TACACS+ server and the outgoing interface to be used by the
TACACS+ client to communicate with the TACACS+ server. The outgoing interface can be any physical interface, the ser-
vice port, or the network port.
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Format tacacs-server host link-local Link-local-address interface {slot/port | network |
serviceport}
Mode Global Config

212.21 no tacacs-server host link-local

Use this command to remove the configured TACACS+ server link-local address.

Format no tacacs-server host link-local
Mode Global Config
2123 tacacs-server key

Use the tacacs-server key command to set the authentication and encryption key for all TACACS+ communications
between the switch and the TACACS+ daemon. The key-string parameter has a range of 0 to 128 characters and spec-
ifies the authentication and encryption key for all TACACS communications between the switch and the TACACS+ server.
This key must match the key used on the TACACS+ daemon.

Text-based configuration supports TACACS server's secrets in encrypted and non-encrypted format. When you save the
configuration, these secret keys are stored in encrypted format only. If you want to enter the key in encrypted format,
enter the key along with the encrypted keyword. In command's display, these secret keys are displayed in encrypted for-
mat. You cannot show these keys in plain text format.

Format tacacs-server key [key-string | encrypted key-string]
Mode Global Config

212.31 notacacs-server key

Usetheno tacacs-server keycommand to disable the authentication and encryption key for all TACACS+ communi-
cations between the switch and the TACACS+ daemon. The key-string parameter has a range of O to 128 characters
This key must match the key used on the TACACS+ daemon.

Format no tacacs-server key key-string
Mode Global Config
212.4 tacacs-server keystring

Use the tacacs-server keystring command to set the global authentication encryption key used for all TACACS+
communications between the TACACS+ server and the client.

Format tacacs-server keystring

Mode Global Config

Example: The following shows an example of the CLI command.

(Switching) (Config)#tacacs-server keystring
Enter tacacs key:*¥*xikxx
Re-enter tacacs key:*****xxx

2125 tacacs-server source-interface

Use this command in Global Configuration mode to configure the source interface (Source IP address) for TACACS+ server
configuration. The selected source-interface IP address is used for filling the IP header of management protocol packets.
This allows security devices (firewalls) to identify the source packets coming from the specific switch.

If a source-interface is not specified, the primary IP address of the originating (outbound) interface is used as the source
address.
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Format tacacs-server source-interface {slot/port|loopback Loopback-id|vlan vlan-id}
Mode Global Config

Parameter | Description

slot/port The unit identifier assigned to the switch, in slot/port format.

loopback-id Configuration of the loopback interface. The range of the loopback ID is 0 to 7.

network Use the network source IP address.

serviceport Use the serviceport source IP address.

vlan-id Configures the VLAN interface to use as the source IP address. The range of the VLAN ID
is1to 4093.

Example: The following shows an example of the command.

(Config)#tacacs-server source-interface loopback ©
(Config)#tacacs-server source-interface 1/0/1
(Config)#no tacacs-server source-interface

212.51 no tacacs-server source-interface

Use this command in Global Configuration mode to remove the global source interface (Source IP selection) for all
TACACS+ communications between the TACACS+ client and the server.

Format no tacacs-server source-interface
Mode Global Config
212.6 tacacs-server timeout

Use the tacacs-server timeout command to set the timeout value for communication with the TACACS+ servers.
The timeout parameter has a range of 1to 30 and is the timeout value in seconds. If you do not specify a timeout value,
the command sets the global timeout to the default value. TACACS+ servers that do not use the global timeout will retain
their configured timeout values.

Default 5
Format tacacs-server timeout timeout
Mode Global Config

2.12.6.1 no tacacs-server timeout

Usetheno tacacs-server timeout command to restore the default timeoutvalue for all TACACS servers.

Format no tacacs-server timeout
Mode Global Config
2127  key

Use the key command in TACACS Server Configuration mode to specify the authentication and encryption key for all
TACACS communications between the device and the TACACS server. This key must match the key used on the TACACS
daemon. The key-string parameter specifies the key name. For an empty string, use * ”. (Range: 0 to 128 characters).

Text-based configuration supports TACACS server's secrets in encrypted and non-encrypted format. When you save the
configuration, these secret keys are stored in encrypted format only. If you want to enter the key in encrypted format,
enter the key along with the encrypted keyword. In command's display, these secret keys are displayed in encrypted for-
mat. You cannot show these keys in plain text format.

Format key [key-string | encrypted key-string]
Mode TACACS Server Config
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212.8 keystring

Use the keystring command in TACACS Server Configuration mode to set the TACACS+ server-specific authentication
encryption key used for all TACACS+ communications between the TACACS+ server and the client.

Format keystring
Mode TACACS Server Config

Example: The following shows an example of the command.

(Switching) (Config)#tacacs-server host 1.1.1.1
(Switching) (Tacacs)#keystring

Enter tacacs key:*****xkx
Re-enter tacacs key:**¥x¥xxx

212.9 port

Use the port command in TACACS Server Configuration mode to specify a server port number. The server port-number
range is 0 to 65535.

Default 49
Format port port-number
Mode TACACS Server Config

21210 priority (TACACS Server Config)

Use the prioritycommand in TACACS Server Configuration mode to specify the order in which servers are used, where
0 (zero) is the highest priority. The priority parameter specifies the priority for servers. The highest priority is 0 (zero),
and therange is O to 65535.

Default 0
Format priority priority
Mode TACACS Server Config

2121 timeout

Use the timeout command in TACACS Server Configuration mode to specify the timeout value in seconds. If no timeout
value is specified, the global value is used. The t imeout parameter has a range of 1to 30 and is the timeout value in
seconds.

Format timeout timeout
Mode TACACS Server Config

21212 show tacacs

Use the show tacacs command to display the configuration, statistics and source interface details of the TACACS+ cli-
ent.

Format show tacacs [ip-address | ipv6-address | hostname]
Mode Privileged EXEC

Parameter | Description

Host address The IP address or hostname of the configured TACACS+ server.
Port The configured TACACS+ server port number.
TimeOut The timeout in seconds for establishing a TCP connection.
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Parameter Description

Priority The preference order in which TACACS+ servers are contacted. If a server connection
fails, the next highest priority server is contacted.

Example: The following examples show output of this command.

(Routing)#show tacacs
Global Timeout: 5

Host address Port Timeout Priority Link Local Interface
10.27.3.6 49 Global 0
200:25:dead:beaf::1 49 Global 0 Not Available

21213 show tacacs source-interface

Usethe show tacacs source-interface command in Global Config mode to display the configured global source
interface details used for a TACACS+ client. The IP address of the selected interface is used as source IP for all communi-
cations with the server.

Format show tacacs source-interface
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Config)# show tacacs source-interface
TACACS Client Source Interface : loopback ©
TACACS Client Source IPv4 Address : 1.1.1.1 [UP]

213 Configuration Scripting Commands

Configuration Scripting allows you to generate text-formatted script files representing the current configuration of a
system. You can upload these configuration script files to a PC or UNIX system and edit them. Then, you can download
the edited files to the system and apply the new configuration. You can apply configuration scripts to one or more
switches with no or minor modifications.

Use the show running-config command (see the show running-config command) to capture the running configura-
tion into a script. Use the copy command (see copy command) to transfer the configuration script to or from the switch.

Use the show command to view the configuration stored in the startup-config, backup-config, or factory-defaults file.

You should use scripts on systems with default configuration; however, you are not prevented from applying scripts on
systems with non-default configurations.

Scripts must conform to the following rules:

. Script files are not distributed across the stack, and only live in the unit that is the primary unit at the time of the file
download.

i The file extension must be . scr.

L A maximum of ten scripts are allowed on the switch.

i The combined size of all script files on the switch shall not exceed 2048 KB.
L The maximum number of configuration file command lines is 2000.

You can type single-line annotations at the command prompt to use when you write test or configuration scripts to
improve script readability. The exclamation point (!) character flags the beginning of a comment. The comment flag char-
acter can begin a word anywhere on the command line, and all input following this character is ignored. Any command
line that begins with the “I" character is recognized as a comment line and ignored by the parser.

The following lines show an example of a script:

I Script file for displaying management access
show telnet !Displays the information about remote connections

| Display information about direct connections
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show serial

I End of the script file!

To specify a blank password for a user in the configuration script, you must specify it as a space

NOTICE within quotation marks. For example, to change the password for user jane from a blank password
to hello, the script entry is as follows:

users passwd jane
hello
hello

2131 script apply

This command applies the commands in the script to the switch. The scriptname parameter is the name of the script to
apply.

Format script apply scriptname
Mode Privileged EXEC

213.2 script delete

This command deletes a specified script where the scriptname parameter is the name of the script to delete. The all
option deletes all the scripts present on the switch.

Format script delete {scriptname | all}
Mode Privileged EXEC

2133 script list

This command lists all scripts present on the switch as well as the remaining available space.

Format script list
Mode Privileged EXEC

Parameter | Description

Configuration Script  Name of the script.
Size Privileged EXEC

213.4 script show

This command displays the contents of a script file, which is named scriptname.

Format script show scriptname

Mode Privileged EXEC

Parameter | Description

Output Format line number: line contents
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2135 script validate

This command validates a script file by parsing each line in the script file where scriptname is the name of the script to
validate.The validate option is intended to be used as a tool for script development. Validation identifies potential
problems. It might not identify all problems with a given script on any given device.

Format script validate scriptname
Mode Privileged EXEC

214 Prelogin Banner, System Prompt, and Host N\ame Commands

This section describes the commands you use to configure the prelogin banner and the system prompt. The prelogin
banner is the text that displays before you login at the User: prompt.

2141 copy (pre-login banner)

The copy command includes the option to upload or download the CLI Banner to or from the switch. You can specify
local URLs by using FTP, TFTP, SFTP, SCP, or Xmodem.

The parameter ipbaddress is also a valid parameter for routing packages that support IPv6.

NOTICE

Default none

Format copy <tftp://<ipaddr>/<filepath>/<filename>> nvram:clibanner

copy nvram:clibanner <tftp://<ipaddr>/<filepath>/<filename>>
Mode Privileged EXEC

214.2 set prompt

This command changes the name of the prompt. The length of name may be up to 64 alphanumeric characters.

Format set prompt prompt_string
Mode Privileged EXEC

214.3 hostname

This command sets the system hostname. It also changes the prompt. The length of name may be up to 64 alphanu-
meric, case-sensitive characters.

Format hostname hostname
Mode Privileged EXEC
214.4 show clibanner

Use this command to display the configured prelogin CLI banner. The prelogin banner is the text that displays before dis-
playing the CLI prompt.

Default No contents to display before displaying the login prompt.
Format show clibanner
Mode Privileged EXEC
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Example: The following shows example CLI display output for the command.

(Routing) #show clibanner

Banner Message configured :

2145 set clibanner

Use this command to configure the prelogin CLI banner before displaying the login prompt.

Format set clibanner Line
Mode Global Config

Parameter Description

line Banner text where " (double quote) is a delimiting character. The banner message can be
up to 2000 characters.

2.14.5.1 no set clibanner

Use this command to unconfigure the prelogin CLI banner.

215 Warpcore™ Expandable Port Configuration

Format no set clibanner
Mode Global Config

Some devices contain expandable ports which may be configured to present a different number of ports and speeds. The
Warpcore on the BCM56846, for example, may be configured as one 40G QSFP port or four 10G ports. The expandable
port configuration mode allows you to dynamically configure platforms containing such ports.

2151 hardware profile portmode

Usethe hardware profile portmode command to configure a 40G QSFP portin either 4x10G mode or 1x40G mode or
a 100G QSFP port in either 1x100G, 2x50G, or 4x25G mode.

This command can only be executed on interfaces that support the expandable ports feature. Entering the command on
any other type of interface will give an error.

This command does not operate in interface range mode.

NOTICE

Default The default mode for QSFP ports is platform-specific.
Format hardware profile portmode mode
Mode Interface Config
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Parameter | Description

mode The available modes depend on the platform. Possible modes are:
° 1x40g: Configure the port as a single 40G port using four lanes.

. 4x10g: Configure the port as four 10G ports, each on a separate lane. This mode requires
the use of a suitable 4x10G to 1x40G pigtail cable.

. 1x100g: Configure the port as a single 100G port using four lanes. The 100G ports may be
reconfigured as 40G ports using the interface speedcommand.

e 2x50g: Configure the port as two 50G ports, each using two lanes. This mode requires the
use of a suitable 1x100G to 2x50G pigtail cable

. 4x25g: Configure the port as a four 25G ports, each on a separate lane. This mode requires
the use of a suitable 4x25G to 1x100G pigtail cable. The 4x25G ports may be reconfigured
as 4x100G ports with the interface speed command.

21511 no hardware profile portmode

Use the no form of the hardware profile portmode command to return the port to the default mode.

Format no hardware profile portmode
Mode Interface Config
215.2 show interfaces hardware profile

Use the show interfaces hardware profile command in Privileged EXEC mode to display the hardware profile
information for the ports that support the expandable feature. The command displays the 400G interface and the corre-
sponding 10G interfaces or the 100G interface and the corresponding 25G or 50G interfaces. Because any hardware pro-
file configuration is only effective with the next boot of the switch, the configured mode may be different than the
operational mode of the interface. Therefore, this command also displays the configured mode and the operational mode
of the interface.

The user can optionally specify an interface or all expandable interfaces to display.

Format show interfaces hardware profile [interface]
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

The port mappings can vary from platform to platform. This example is only for illustration, and

NOTICE may not represent the actual port mappings on all platforms.

(Routing) #show interfaces hardware profile
Configured Oper

40G Interface 106G Interfaces Mode Mode
0/1 0/17-20 1x40G 4x10G
0/2 0/21-24 1x40G 1x40G

(Routing) #show interfaces hardware profile 0/1
Configured Oper
40G Interface 106G Interfaces Mode Mode

0/1 0/17-20 1x40G 4x10G
For platforms that support expandable ports (high density ports that can be split into multiple lane modes), additional
information is displayed in the output.

(Routing) #show interfaces hardware profile
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100G/40G Configured Operating Expandable Expanded
Interface Mode Mode Options Interfaces
0/81 1x40G 1x40G 4x10G 0/93-96
0/82 1x40G 1x40G 4x10G 0/97-100
0/83 1x40G 1x40G 4x10G 0/101-104
0/84 1x40G 1x40G 4x10G 0/105-108
/85 1x100G 1x100G 4x25G 0/109-112
2x50G 0/125-126
0/86 1x100G 1x100G 4x25G 0/113-116
2x50G 0/127-128
/87 1x100G 1x100G 4x25G 0/117-120
2x50G 0/129-130
0/88 1x100G 1x100G 4x25G 0/121-124
2x50G 0/131-132

(Routing) #show interfaces hardware profile 0/85

100G/40G Configured Operating Expandable Expanded

Interface Mode Mode Options Interfaces

/85 4x25G 4x25G 4x25G 0/109-112
2x50G 0/125-126

2.16 Port Profile Commands

The Port Profile feature eases the configuration of the same set of commands on multiple interfaces of the same type by
clubbing those commands in the single group called port profile.

FASTPATH supports the following interface types for port profiles:
. Ethernet

. Port channel

M VLAN routing

A port profile can be referenced in another port profile to inherit its properties to the other port profile.

2.16.1 port-profile

Use this command to create and name a port profile for the specified type of interface, and enter the port-profile config-
uration mode.

Port profile names can include only the following characters:

. a-z

. A-Z

. 0-9

e No special characters are allowed, except for the following:
— . (dot)
— - (hyphen)
— _ (underscore)

The maximum length of the port profile name is 80 characters. The name of the port profile is case sensitive.

Default Default type is ethernet.
Format port-profile [type {ethernet | interface-vlan | port-channel}] <name>
Mode Global Config

Example: The following shows an example of the command.

(Routing)#configure
(Routing)(Config)#port-profile type ethernet test
(Routing)(Config-port-prof)#
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21611 no port-profile

Use this command to delete the port profile for the specified type of interface.

Default Default type is ethernet.
Format no port-profile <name>
Mode Global Config

Example: The following shows an example of the command.
(Routing)#configure
(Routing)(Config)#no port-profile test

2.16.2 state enabled

This command is required to enable the specific port profile to be applied to the interfaces. A port profile can be config-
ured and inherit that port profile onto a range of interfaces before it is enabled. Only after the state of the port profile is
enabled can the configurations take effect on the specified interfaces.

Default disabled
Format state enabled
Mode Port Profile Config

Example: The following shows an example of the command.

(Routing) (Config-port-prof)i#state enabled

216.21 no state enabled

Use this command to remove the applied configurations on the interfaces associated with the port profile.

Default disabled
Format no state enabled
Mode Port Profile Config

Example: The following shows an example of the command.

(Routing)(Config-port-prof)#no state enabled

2.16.3 description (Port Profile Config)

Use this command to describe the port profile.

Default none
Format description <description>
Mode Port Profile Config

Example: The following shows an example of the command.

(Routing)(Config-port-prof)#description “Ethernet port profile”

216.31 no description (Port Profile Config)

Use this command to remove the description of the port profile.

Default none
Format no description
Mode Port Profile Config
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Example: The following shows an example of the command.

(Routing)(Config-port-prof)#no description

2.16.4 inherit port-profile (Port Profile Config)

Use this command to inherit the specified port profile into another port profile.

Default none
Format inherit port-profile <name>
Mode Port Profile Config

Example: The following shows an example of the command.

(Routing)(Config-port-prof)#inherit port-profile test

216.41 noinherit port-profile

Use this command to remove the inherited port-profile.

Default none
Format no inherit port-profile <name>
Mode Port Profile Config

Example: The following shows an example of the command.

(Routing)(Config-port-prof)#no inherit port-profile test

2.16.5 inherit port-profile (Interface Config)

Use this command to assign a port profile to an interface or to a range of interfaces.

Default none
Format inherit port-profile <name>
Mode Interface Config

Example: The following shows examples of the command.
Example 1:
(Routing)(Interface 0/1)#inherit port-profile test
Example 2:
(Routing)(Interface 0/3-0/6)#inherit port-profile test
Example 3:
(Routing)(Interface 0/8,0/11-0/12)#inherit port-profile test

2.16.51 noinherit port-profile (Interface Config)

CP6940 CLI Reference Manual

Use this command to remove the inherited port profile to an interface or to a range of interfaces.

Default none
Format no inherit port-profile <name>
Mode Interface Config

Example: The following shows an example of the command.

(Routing) (Interface 0/1#no inherit port-profile test
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2.16.6 show port-profile
Use this command to display the created port profile and its details.
Format show port-profile [ name <port-profile-name> | brief | expand-interface

[name <port-profile-name>] | sync-status [interface <interface-number>]]
Mode User EXEC

Command | Description

show port-profile Displays the port profile configuration in detail. See Example 1.

show port-profile Displays the configuration for a named port profile. See Example 2.

name name

show port-profile Displays a tabular view of all configured port profiles. See Example 3.

brief

show port-profile Displays all configured port profiles expanded to include the interfaces assigned to them.
expand-interface See Example 4.

show port-profile Displays a named port profile expanded to include the interfaces assigned to it. See
expand-interface Example 5.

name name

show port-profile Displays the interfaces that are not synchronized with the port profile. See Example 6
sync-status [inter-
face if-name]

Example: The following shows examples of the commands.

Example 1

(Routing)# show port-profile

port-profile test
type: Ethernet
description: ethernet_port_profile
status: disabled
inherit:
config attributes:
authentication port-control force-authorized
load-interval 90
no shutdown
evaluated config attributes:
authentication port-control force-authorized
load-interval 90
no shutdown
assigned interfaces:
e/1, o/3 - o/6, 0/8, /11 - 0/12

port-profile testl

type: Ethernet

description:

status: disabled

inherit: test

config attributes:

evaluated config attributes:
authentication port-control force-authorized
load-interval 90
no shutdown

assigned interfaces:
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Example 2

(Routing)# show port-profile name test

port-profile test
type: Ethernet
description: ethernet_port_profile
status: disabled
inherit:
config attributes:
authentication port-control force-authorized
load-interval 90
no shutdown
evaluated config attributes:
authentication port-control force-authorized
load-interval 90
no shutdown
assigned interfaces:
0/1, 0/3 - o/6, 0/8, ©/11 - 0/12

Example 3

(Routing)# show port-profile brief

Port Profile Profile Conf Eval Assigned
Profile Type State Items Items Intfs
profilel ethernet disabled (4] (4] (4]
profile2 ethernet disabled 0 0 0
Example 4

(Routing)# show port-profile expand-interface

port-profile P1
Ethernetl/1
bandwidth 1000

port-profile P2
Ethernetl/2
bandwidth 100

port-profile P3
Ethernetl/3
bandwidth 10000

Example 5

(Routing)# show port-profile expand-interface name P1

port-profile P1
Ethernetl/1
bandwidth 1000

Example 6

(Routing)# show port-profile sync-status

Port Out of
Profile Sync
pl 0/1
p2 None
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(Routing)#show port-profile sync-status interface 0/1

Port Profile Name: pl
Sync Status: In sync

(Routing)#show port-profile sync-status interface 0/1

Port Profile Name: pl

Sync Status: Out of sync

Recovery Steps:

1. Remove the unsupported or failed commands from the profile.

2. Remove the inheritance of the port profile from the interface.
3. Add the inheritance again.

2.16.7 show running-config port-profile

Use this command to display the configuration related to the port-profiles.

Format show running-config port-profile [<port-profile-name>]
Mode User EXEC

Example: The following shows examples of the commands.

Example 1

(Routing)#show running-config port-profile
port-profile type ethernet "p2"
description "p2"

state enabled

bandwidth 20000

load-interval 30

exit

port-profile type ethernet "p1"
inherit port-profile "p2"
description "test"

state enabled

load-interval 90

bandwidth 1000

shutdown

auto-negotiate

exit

interface 0/1
inherit port-profile test
exit

Example 2

(Routing)#show running-config port-profile pl
port-profile type ethernet "p1"
inherit port-profile "p2"
description "test"
state enabled
load-interval 90
bandwidth 1000
shutdown
auto-negotiate
exit

interface 9/1

inherit port-profile test
exit
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3/  Utility Commands
This chapter describes the utility commands available in the FASTPATH CLI.

The commands in this chapter are in one of four functional groups:
NOTICE ° Show commands display switch settings, statistics, and other information.

A Configuration commands configure features and options of the switch. For every configura-
tion command, there is a show command that displays the configuration setting.

. Copy commands transfer or save configuration and informational files to and from the
switch.
. Clear commands clear some or all of the settings to factory defaults.

3.1 Autolnstall Commands

The Autolnstall feature enables the automatic update of the image and configuration of the switch. This feature enables
touchless or low-touch provisioning to simplify switch configuration and imaging.

Autolnstallincludes the following support:

i Downloading an image from TFTP server using DHCP option 125. The image update can resultin a downgrade or up-
grade of the firmware on the switch.

. Automatically downloading a configuration file from a TFTP server when the switch is booted with no saved con-
figuration file.

. Automatically downloading an image from a TFTP server in the following situations:
* When the switch is booted with no saved configuration found.
®* \When the switch is booted with a saved configuration that has Autolnstall enabled.

When the switch boots and no configuration file is found, it attempts to obtain an IP address from a network DHCP
server. The response from the DHCP server includes the IP address of the TFTP server where the image and configuration
flies are located.

After acquiring an IP address and the additional relevant information from the DHCP server, the switch downloads the
image file or configuration file from the TFTP server. A downloaded image is automatically installed. A downloaded con-
figuration file is saved to non-volatile memory.

Autolnstall from a TFTP server can run on any IP interface, including the network port, service port,

NOTICE and in-band routing interfaces (if supported). To support Autolnstall, the DHCP client is enabled

operationally on the service port, if it exists, or the network port, if there is no service port.

3.1.1 boot autoinstall

Use this command to operationally start or stop the Autolnstall process on the switch. The command is non-persistent
and is not saved in the startup or running configuration file.

Default stopped

Format boot autoinstall {start | stop}
Mode Privileged EXEC

31.2 boot host retrycount

Use this command to set the number of attempts to download a configuration file from the TFTP server.

Default 3
Format boot host retrycount 1-3
Mode Privileged EXEC

www.kontron.com // 142



CP6940 CLI Reference Manual

3.1.21 no boot host retrycount

Use this command to set the number of attempts to download a configuration file to the default value.

Format no boot host retrycount
Mode Privileged EXEC
313 boot host dhcp

Use this command to enable Autolnstall on the switch for the next reboot cycle. The command does not change the cur-
rent behavior of Autolnstall and saves the command to NVRAM.

Default enabled
Format boot host dhcp
Mode Privileged EXEC

3.1.3.1 no boot host dhcp

Use this command to disable Autolnstall for the next reboot cycle.

Format no boot host dhcp
Mode Privileged EXEC
314 boot host autosave

Use this command to automatically save the downloaded configuration file to the startup-config file on the switch.
When autosave is disabled, you must explicitly save the downloaded configuration to non-volatile memory by using the
write memory Or copy system:running-config nvram:startup-configcommand. If the switch reboots and
the downloaded configuration has not been saved, the Autolnstall process begins, if the feature is enabled.

Default disabled

Format boot host autosave
Mode Privileged EXEC

3.1.4.1 no boot host autosave

Use this command to disable automatically saving the downloaded configuration on the switch.

Format no boot host autosave
Mode Privileged EXEC
3.1.5 boot host autoreboot

Use this command to allow the switch to automatically reboot after successfully downloading an image. When auto
reboot is enabled, no administrative action is required to activate the image and reload the switch.

Default enabled

Format boot host autoreboot
Mode Privileged EXEC

3.1.5.1 no boot host autoreboot

Use this command to prevent the switch from automatically rebooting after the image is downloaded by using the Auto-
Install feature.
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Format no boot host autoreboot
Mode Privileged EXEC
3.1.6 erase startup-config

Use this command to erase the text-based configuration file stored in non-volatile memory. If the switch boots and no
startup-config file is found, the Autolnstall process automatically begins.

Format erase startup-config
Mode Privileged EXEC
3.1.7 erase factory-defaults

Use this command to erase the text-based factory-defaults file stored in non-volatile memory.

Default Disable

Format erase factory-defaults
Mode Privileged EXEC

3.1.8 show autoinstall

This command displays the current status of the Autolnstall process.

Format show autoinstall
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(switch) #show autoinstall

AutoInstall Mode.....oveiiiiiinnneinnnnnnneenns Stopped
AutoInstall Persistent Mode.............co.... Disabled
AutoSave Mode. .....viiiiineereeneeeennennnnanns Disabled
AutoReboot Mode.......ciiiiiiiiiiiiininnnnnnnns Enabled
AutoInstall Retry Count.......covvvviininnnnnn. 3

3.1.9 boot autoinstall file

This command allows selection of an arbitrary configuration file at system startup time based on system specific
addresses.

When executed during early system startup, the startup code will look for a boot autoinstall file command with a sys-
tem-address and slot-address specification matching the current values.

Entries without slot-address qualifier will match any slot-address, entries without system-address will match any sys-
tem address. The entry without qualifier is the configuration used as a default configuration.

Entries with more qualifiers take precedence. So it is possible to define default and/or fall back configurations.

Once a matching configuration file is identified, its content is compared to the current startup-config that is being
applied. If they are identical, startup will proceed normally. If they differ, the configured file will be copied and replace the
currently executing startup-config file and FASTPATH will be restarted, equivalent to a reload fast command being exe-
cuted.

If using this feature the configured file will be copied over the current startup

NOTICE file. Modifications saved (e.g. with ‘write memory’) will be written to the
current startup file which will be overwritten by the next reboot! To save
modifications in the configured file use e.g. show running-config nvram:file
<configfile>.
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The meaning of system-address and slot-address are board specific:

Board ‘ slot-address (<slot-addr>) ‘ system-address (<sys-addr>)
CP6940 ga-addr sga-addr
Format boot autoinstall file <filename> <sys-addr> <number>

boot autoinstall file <filename> <slot-addr> <number>
boot autoinstall file <filename> <sys-addr> <number> <slot-addr> <number>

Mode Privileged EXEC

3.1.91 no boot autoinstall file

This command disables the selection of an arbitrary configuration file at system startup time based on system specific
addresses.

Format no boot autoinstall file <filename> <sys-addr> <number>
no boot autoinstall file <filename> <slot-addr> <number>
no boot autoinstall file <filename> <sys-addr> <number> <slot-addr> <number>

Mode Privileged EXEC

3.110 show autoinstall file

This commands lists all specified configuration file relationships and last/next selected configuration file name.
The specified configuration files are listed with the name and the related system and slot address (-1 means any).

Additionally the last selected configuration file name (used by the last reboot) and the next selected configuration file
name are indicated. If the next selected configuration file name is not existing or not readable, a related warning is dis-
played. If no configuration file has been configured or none of the configuration files are matching (system-address/
slot-address don't fit), "none/default" is indicated.

Format show autoinstall file
Mode Privileged EXEC, User EXEC
3111 boot autoinstall file disable

Using this command, automatic configuration file selection configured with boot autoinstall file commands can be glob-
ally disabled. This is useful to temporarily disable selection of configuration files while retaining the boot autoinstall file
commands in the running configuration.

Format boot autoinstall file disable
Mode Privileged EXEC

31111 no boot autoinstall file disable

This command re-enables automatic configuration file selection configured with boot autoinstall files.

Format no boot autoinstall file disable
Mode Privileged EXEC

3112 boot autoinstall dhcp startup-config

When this command is enabled, the logic will change related to the standard Fastpath handling.

Areceived configuration file will be compared to the permanent configuration stored in /mnt/fastpath/startup-config. If
it is different, it will be copied to /mnt/fastpath/startup-config and the switch will be rebooted.

This command thus enables standard auto configuration via startup-config files received from a DHCP/TFTP server.
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Format boot autoinstall dhcp startup-config
Mode Privileged EXEC

3.1.121 no boot autoinstall dhcp startup-config

This command disables auto configuration via startup-config files received from a DHCP/TFTP server.

Format no boot autoinstall dhcp startup-config
Mode Privileged EXEC

3.2 Bonjour Commands

Bonjour is a protocol developed by Apple to provide zero-configuration networking over IP. The Bonjour protocol pro-
vides IP configuration without a server, name resolution without a name server, and the ability for a Bonjour-capable cli-
ent to discover specific services in the network. The client does not need any information about the network to use the
functionality that Bonjour provides.

Bonjour advertises the services (HTTP, HTTPS, Telnet, SSH) that are supported by the software. FASTPATH does not parse
the services available on the network; it publishes the list of the services that are available with the FASTPATH-based
device.

3.2.1 bonjour run

Use this command to enable Bonjour on the switch.

Default enabled
Format bonjour run
Mode Global Config
3.2.11 no bonjour run

Use this command to disable Bonjour on the switch.

Format no bonjour run
Mode Global Config
3.2.2 show bonjour

Use this command to show information about the Bonjour service and configuration on the switch.

Format show bonjour
Mode Privileged EXEC

Example: The following shows an example of the command.

(Routing) #show bonjour
Bonjour Administration Mode: Enabled

Published Services:

# Service Name Type Domain Port TXT data
1 switchD4B273 _http._tcp. local. 80 path=/
2 switchD4B273 _telnet._tcp. local. 23
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3.3 CLI Qutput Filtering Commands

3.3.1 show xxx|include “string”

The command xxx is executed and the output is filtered to only show lines containing the “string” match. All other
non-matching lines in the output are suppressed.

Example: The following shows an example of the CLI command.
(Routing) #show running-config | include “spanning-tree”
spanning-tree configuration name "©0-02-BC-42-F9-33"
spanning-tree bpduguard
spanning-tree bpdufilter default
332 show xxx|include “string” exclude “string2"

The command xxx is executed and the output is filtered to only show lines containing the “string” match and not con-
taining the “string2” match. All other non-matching lines in the output are suppressed. If a line of output contains
both the include and exclude strings then the line is not displayed.

Example: The following shows an example of the CLI command.
(Routing) #show running-config | include “spanning-tree” exclude “configuration”
spanning-tree bpduguard
spanning-tree bpdufilter default
333 show xxx|exclude “string”

The command xxx is executed and the output is filtered to show all lines not containing the “string” match. Output
lines containing the “string” match are suppressed.

Example: The following shows an example of the CLI command.

(Routing) #show interface 0/1

Packets Received Without Error................. 0
Packets Received With Error..............coou.. 0
Broadcast Packets Received........ccivivunnnn. 0
Receive Packets Discarded.........coeivvunnnnnn (%]
Packets Transmitted Without Errors............. (%]
Transmit Packets Discarded..........c.covveuennn. 0
Transmit Packet Errors.......cceeiiiiiinenennnns 0
Collision Frames.......eeeeeeeeeneeeennaannnnns 0
Time Since Counters Last Cleared............... 281 day 4 hr 9 min @ sec

(Routing) #show interface ©/1 | exclude “Packets”

Transmit Packet Errors..........ciiiiiiiiinnnn. 0

Collision Frames.....c.ceeiiiiiieeiiennneeeennnns 0

Time Since Counters Last Cleared............... 20 day 21 hr 30 min 9 sec
3.3.4 show xxx|begin “string”

The command xxx is executed and the output is filtered to show all lines beginning with and following the first line con-
taining the “string” match. All prior lines are suppressed.
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Example: The following shows an example of the CLI command.

(Routing) #show port all | begin “1/1”

1/1 Enable Down Disable N/A N/A
1/2 Enable Down Disable N/A N/A
1/3 Enable Down Disable N/A N/A
1/4 Enable Down Disable N/A N/A
1/5 Enable Down Disable N/A N/A
1/6 Enable Down Disable N/A N/A

(Routing) #

3.35 show xxx|section “string”

The command xxx is executed and the output is filtered to show only lines included within the sections identified by
lines containing the “string” match and ending with the first line containing the default end-of-section identifier (that
is, “exit").

Example: The following shows an example of the CLI command.

(Routing) #show running-config | section “interface 0/1”

interface 0/1
no spanning-tree port mode
exit

”

3.3.6 show xxx|section “string” “string2”

The command xxx is executed and the output is filtered to only show lines included within the sections identified by
lines containing the “string" match and ending with the first line containing the "st ring2" match. If multiple sessions
matching the specified string match criteria are part of the base output, then all instances are displayed.

3.3.7 show xxx|section “string” include “string2”

The command xxx is executed and the output is filtered to only show lines included within the sections identified by
lines containing the "string” match and ending with the first line containing the default end-of-section identifier (that
is, “exit") and that include the "string2" match. This type of filter command could also include "exclude" or user-
defined end-of-section identifier parameters as well.

3.3.8 show xxx|count “string”

The command xxx is executed and the output is filtered to only count lines containing the “string” match. All lines in
the output are suppressed however the count is displayed.

Example: The following shows an example of the CLI command.

(Routing) #show port all

Admin Physical Physical Link Link LACP  Actor
Intf Type  Mode Mode Status Status Trap Mode  Timeout
1/0/1 Enable Auto Down Enable Enable long
1/0/2 Enable Auto Down Enable Enable long
1/0/3 Enable Auto Down Enable Enable long
1/0/4 Enable Auto Down Enable Enable long
1/0/5 Enable Auto 1000 Full Up Enable Enable long
1/0/6 Enable Auto 1000 Full Up Enable Enable long
1/0/7 Enable Auto 1000 Full Up Enable Enable long
1/0/8 Enable Auto 1000 Full Up Enable Enable long
1/0/9 Enable Auto Down Enable Enable long
1/0/10 Enable Auto Down Enable Enable long
1/0/11 Enable Auto Down Enable Enable long
1/0/12 Enable Auto Down Enable Enable long
1/0/13 Enable Auto Down Enable Enable long
1/0/14 Enable Auto Down Enable Enable long
1/0/15 Enable Auto Down Enable Enable long
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1/0/16 Enable Auto Down Enable Enable long
1/0/17 Enable Auto Down Enable Enable long
1/0/18 Enable Auto Down Enable Enable long
1/0/19 Enable Auto Down Enable Enable long
1/0/20 Enable Auto Down Enable Enable long
1/0/21 Enable Auto Down Enable Enable long
1/0/22 Enable Auto Down Enable Enable long
1/0/23 Enable Auto Down Enable Enable long
1/0/24 Enable Auto Down Enable Enable long
1/0/25 Enable 106G Full Detach Enable Enable long
1/0/26 Enable 106G Full Detach Enable Enable long
1/0/27 Enable 10G Full Detach Enable Enable long
1/0/28 Enable 10G Full Detach Enable Enable long
0/3/1 Enable Down Disable N/A N/A
0/3/2 Enable Down Disable N/A N/A
0/3/3 Enable Down Disable N/A N/A
0/3/4 Enable Down Disable N/A N/A
0/3/5 Enable Down Disable N/A N/A
0/3/6 Enable Down Disable N/A N/A

(Routing) #show port all | count "Up"

“Up" occurs in four lines.

3.4 Duallmage Commands

These commands are only available on selected Linux-based platforms.

NOTICE

FASTPATH software supports a dual image feature that allows the switch to have two software images in the permanent
storage. You can specify which image is the active image to be loaded in subsequent reboots. This feature allows reduced
down-time when you upgrade or downgrade the software.

3.41 delete

This command deletes the backup image file from the permanent storage or the core dump file from the local file sys-
tem. The optional unit parameter is valid only on Stacks. Error will be returned, if this parameter is provided, on stand-
alone systems. In a stack, the unit parameter identifies the node on which this command must be executed. When this
parameter is not supplied, the command is executed on all nodes in a Stack.

Format delete [unit] backup
delete core-dump-file file-name | all
Mode Privileged EXEC

3.4.2 boot system

This command activates the specified image. It will be the active-image for subsequent reboots and will be loaded by the
boot loader. The current active-image is marked as the backup-image for subsequent reboots. If the specified image
does not exist on the system, this command returns an error message. The optional unit parameter is valid only in
Stacking, where the unit parameter identifies the node on which this command must be executed. When this parameter
is not supplied, the command is executed on all nodes in a Stack.

Format boot system [unit] {active | backup}
Mode Privileged EXEC
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3.4.3 show bootvar

This command displays the version information and the activation status for the current active and backup images on
the supplied unit (node) of the Stack. If you do not specify a unit number, the command displays image details for all
nodes on the Stack. The command also displays any text description associated with an image. This command, when
used on a stand-alone system, displays the switch activation status. For a stand-alone system, the unit parameter is
not valid.

Format show bootvar [unit]
Mode Privileged EXEC

3.5 System Information and Statistics Commands

This section describes the commands you use to view information about system features, components, and configura-
tions.

3.5.1 load-interval

This command changes the length of time for which data is used to compute load statistics. The value is given in sec-
onds, and must be a multiple of 30. The allowable range for interval is from 30 to 600 seconds. The smaller the value
of the load interval is, the more accurate is the instantaneous rate given by load statistics. Smaller values may affect
system performance.

Default 300 seconds
Format load-interval interval
Mode Interface Config

Example: The following shows an example of the command.

(Routing) (Interface ©/1)#load-interval 30

3.51.1 no load-interval

This command resets the load interval on the interface to the default value.

Format load-interval interval
Mode Interface Config
3.5.2 show arp switch

This command displays the contents of the IP stack's Address Resolution Protocol (ARP) table. The IP stack only learns
ARP entries associated with the management interfaces—network or service ports. ARP entries associated with routing
interfaces are not listed.

Format show arp switch
Mode Privileged EXEC

Parameter | Description

IP Address IP address of the management interface or another device on the management network.

MAC Address Hardware MAC address of that device.

Interface For a service port the output is Management. For a network port, the outputis the siot/
port of the physical interface.
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3.53 show eventlog

This command displays the event log, which contains error messages from the system. The event log is not cleared on a
system reset. The unit is the switch identifier.

Format show eventlog [unit]
Mode Privileged EXEC

Parameter | Description

File The file in which the event originated.
Line The line number of the event.

Task Id The task ID of the event.

Code The event code.

Time The time this event occurred.

Unit The unit for the event.

Event log information is retained across a switch reset.

NOTICE

3.5.4 show hardware

This command displays inventory information for the switch.

The show version command andthe show hardware command display the same information.

NOTICE In future releases of the software, the show hardware command will not be available. For a

description of the command output, see the show version command

Format show hardware
Mode Privileged EXEC
3.55 show version

This command displays inventory information for the switch.

The show version command will replace the show hardware command in future releases of

[ \\[eJa[ed 3l thesoftware.

Format show version
Mode Privileged EXEC

Parameter | Description

System Description Text used to identify the product name of this switch.
Machine Type The machine model as defined by the Vital Product Data.
Machine Model The machine model as defined by the Vital Product Data
Serial Number The unique box serial number for this switch.

FRU Number The field replaceable unit number.

Part Number Manufacturing part number.

Maintenance Level Hardware changes that are significant to software.
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Parameter | Description

Manufacturer Manufacturer descriptor field.

Burned in MAC Universally assigned network address.

Address

Software Version The release.version.revision number of the code currently running on the switch.
Operating System The operating system currently running on the switch.

Network Processing  The type of the processor microcode.
Device

Additional Packages  The additional packages incorporated into this system.

3.5.6 show platform vpd

This command displays vital product data for the switch.

Format show platform vpd
Mode User Privileged

The following information is displayed.

Parameter | Description

Operational Code Build Signature loaded into the switch
Image File Name

Software Version Release Version Maintenance Level and Build (RVMB) information of the switch.

Timestamp Timestamp at which the image is built

Example: The following shows example CLI display output for the command.

(Routing) #show platform vpd

Operational Code Image File Name.........cuouu.. FastPath-Ent-esw-xgs4-gto-BL2OR-CS-6AIQHSr3v7m14b35
Software Version.......c.eeiiiiiiniiniinneennnns 3.7.14.35

Timestamp. .ottt in ittt ittt iitienrennnns Thu Mar 7 14:36:14 IST 2013

3.5.7 show interface

This command displays a summary of statistics for a specific interface or a count of all CPU traffic based upon the argu-
ment.

Format show interface {slot/port | all | switchport | lag Lag-id}
Mode Privileged EXEC

The display parameters, when the argumentis slot/port or lag lag-id, are as follows:

Parameter | Description

Packets Received The total number of packets (including broadcast packets and multicast packets)
Without Error received by the processor.

Packets Received With The number of inbound packets that contained errors preventing them from being deliv-
Error erable to a higher-layer protocol.

Broadcast Packets The total number of packets received that were directed to the broadcast address. Note
Received that this does not include multicast packets.

Receive Packets Dis- The number of inbound packets which were chosen to be discarded even though no
carded errors had been detected to prevent their being deliverable to a higher-layer protocol.
One possible reason for discarding such a packet could be to free up buffered space.

Packets Transmitted The total number of packets transmitted out of the interface.
Without Error
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Parameter | Description

Transmit Packets Dis- The number of outbound packets which were chosen to be discarded even though no
carded errors had been detected to prevent their being deliverable to a higher-layer protocol. A
possible reason for discarding a packet could be to free up buffer space.

Transmit Packets The number of outbound packets that could not be transmitted because of errors.

Errors

Collisions Frames The best estimate of the total number of collisions on this Ethernet segment.

Load Interval The length of time for which data is used to compute load statistics. The value is given in
seconds, and must be a multiple of 30. The allowable range is from 30 to 600 seconds

Bits Per Second Approximate number of bits per second received. This value is an exponentially weighted

Received average and is affected by the configured load-interval.

Bits Per Second Trans- Approximate number of bits per second transmitted. This value is an exponentially

mitted weighted average and is affected by the configured load-interval.

Packets Per Second Approximate number of packets per second received. This value is an exponentially

Received weighted average and is affected by the configured load-interval.

Packets Per Second Approximate number of packets per second transmitted. This value is an exponentially

Transmitted weighted average and is affected by the configured load-interval.

Percent Utilization Value of link utilization in percentage representation for the RX line.

Received

Percent Utilization Value of link utilization in percentage representation for the TX line.

Transmitted

Link Flaps The number of link flaps (link up and down cycle) that have occurred.

Time Since Counters  The elapsed time, in days, hours, minutes, and seconds since the statistics for this port
Last Cleared were last cleared.

The display parameters, when the argument is switchport are as follows:

Parameter | Description

Packets Received The total number of packets (including broadcast packets and multicast packets)
Without Error received by the processor.

Broadcast Packets The total number of packets received that were directed to the broadcast address. Note
Received that this does not include multicast packets.

Packets Received With The number of inbound packets that contained errors preventing them from being deliv-
Error erable to a higher-layer protocol.

Packets Transmitted The total number of packets transmitted out of the interface.
Without Error

Broadcast Packets The total number of packets that higher-level protocols requested to be transmitted to
Transmitted the Broadcast address, including those that were discarded or not sent.

Transmit Packet The number of outbound packets that could not be transmitted because of errors.
Errors

Time Since Counters  The elapsed time, in days, hours, minutes, and seconds since the statistics for this switch
Last Cleared were last cleared.

Example: The following shows example command output.

(Routing) #show interface 1/0/1

Packets Received Without Error................. 0
Packets Received With Error...........ccoi.... 0
Broadcast Packets Received........ccviiinnnn. 0
Receive Packets Discarded.........cciiviiieennnn 0
Packets Transmitted Without Errors............. 0
Transmit Packets Discarded...........covvvvnnn. 0
Transmit Packet Errors.......oeeeeeeeennennnnns 0
Collision Frames......oeeeeeeeneeeneneeenenannns 0
Load Interval. ...t ninnenenenenenennnnns 300
Bits Per Second Received........cciiiiiiinennnnn 0
Bits Per Second Transmitted.................... 0
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Packets Per Second Received...........ccvvvvennn 0

Packets Per Second Transmitted................. 0

Percent Utilization Received.........cvvivivvnnn. 0%

Percent Utilization Transmitted................... 0%

Time Since Counters Last Cleared............... 377 day 6 hr 9 min 10 sec

(Routing) #

3.5.8 show interfaces status
Use this command to display interface information, including the description, port state, speed and auto-neg capabilities.
The command is similar to show port all butdisplays additional fields like interface description and port-capability.

The description of the interface is configurable through the existing command description <name>which hasa max-
imum length of 64 characters that is truncated to 28 characters in the output. The long form of the description can be
displayed using show port description. The interfaces displayed by this command are physical interfaces, LAG
interfaces and VLAN routing interfaces.

The command show interfaces status all displays the configured vlan/trunk for each port under the VLAN col-
umn.

Format show interfaces status [{slot/port | vlan id}]
Mode Privileged EXEC

Parameter | Description

Port The interface associated with the rest of the data in the row.

Name The descriptive user-configured name for the interface.

Link State Indicates whether the link is up or down.

Physical Mode The speed and duplex settings on the interface.

Physical Status Indicates the port speed and duplex mode for physical interfaces. The physical status for
LAGs is not reported. When a port is down, the physical status is unknown.

Media Type The media type of the interface.

Flow Control Status The IEEE 802.3x flow control status.

Flow Control The configured IEEE 802.3x flow control mode.

VLAN When switchport mode for an interface is configured as trunk, this column displays

Trunk. For switchport mode other than trunk, only the VLAN ID is displayed. The mode is
not displayed.

Example: The following shows example CLI display output for the command show interfaces status all.

(Switching) #show interfaces status all

Link Physical Physical Media Flow
Port Name State Mode Status Type Control VLAN
0/1 Down Auto Unknown Inactive 1
0/2 Down Auto Unknown Inactive 22
/3 Down Auto Unknown Inactive 5,1
o/4 Down Auto Unknown Inactive 1
0/5 Down Auto Unknown Inactive trunk
0/6 Down Auto Unknown Inactive 10,1
0/7 Down Auto Unknown Inactive 1
0/8 Down Auto Unknown Inactive 1
0/9 Down Auto Unknown Inactive 1
e/10 Down Auto Unknown Inactive 1
0/11 Down Auto Unknown Inactive 1
0/12 Down Auto Unknown Inactive 1
0/13 Down 10G Full Unknown Inactive 1
0/14 Down 10G Full Unknown Inactive 1
3/1 Detach N/A
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3/2 Detach N/A
3/3 Detach N/A
3/4 Detach N/A
3/5 Detach N/A
3/6 Detach N/A
3/7 Detach N/A
3/8 Detach N/A
3/9 Detach N/A
3.5.9 show interfaces traffic

Use this command to display interface traffic information.

Format show interfaces traffic [slot/port]
Mode Privileged EXEC

Parameter | Description

Interface Name The interface associated with the rest of the data in the row.

Congestion Drops The number of packets that have been dropped on the interface due to congestion.
TX Queue The number of bytes in the transmit queue

RX Queue The number of bytes in the receive queue.

Color Drops: Green The number of green packets that were dropped.

Color Drops: Yellow The number of yellow (conformed) packets that were dropped.

Color Drops: Red The number of red (exceeded) packets that were dropped

VWRED TX Queue The number of packets in the WRED transmit queue.

ECN Tx Queue The number of packets in the ECN transmit queue.

Example: The following shows example CLI display output for the command.

(Routing) #show interfaces traffic

Intf Congestion Tx Queue Rx Queue Color Drops (Pkts) WRED Tx ECN Tx
Name Drops(Pkts) (KB) (KB) Green Yellow Red Queue(KB) (Pkts)

0/1 0 0 NA 0 (4] (4] 0 (4]
0/2 0 0 NA 0 (] (4] 0 0
0/3 0 0 NA 0 (] (] (] (4]
0/4 0 0 NA 0 0 0 0 0
0/5 0 0 NA 0 0 0 0 0
0/6 0 0 NA 0 (4] (4] (4] (4]
e/7 0 0 NA 0 (4] (4] (4] (4]
0/8 0 0 NA 0 (4] (] (4] 0
0/9 0 0 NA 0 0 (] (4] (4]
o/10 0 0 NA 0 0 0 0 0
0/11 0 0 NA 0 0 0 0 0

The show interfaces traffic <u/s/p>command displays per cos queue statistics.

(Routing) #show interfaces traffic 0/1

Interface Name.......oviiii i ennnns 0/1
Congestion Drops(Pkts)....cvviiiiiiiinninnnns %]
TX QUEUE(KB) vt vttt eeeeeeennnnesossennnnnns %]

RX QUEUE(KB) vttt v vieterennnnnoooonnnnnnonns NA
Color Drops Green(PKts)....veeeiniinnnennnnns %]
Color Drops Yellow(PKtS)..veeeevorrneennennnnns %]
Color Drops Red(PKES) .. iiiiinninennennnnns 4]
WRED TX QUEUE(KB) + 'ttt vtettieteie e eeeeeennnn 0

ECN TX(PKES ) v v veeteee ittt eeeiiinannnns 0
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CoS Queue statistics

CoS Total Drops Total Peak Current Average
(Pkts) (KB) (KB) (KB) (KB)
0 0 0 0 0 0
1 2] (%] %] %] 0
2 (4] (%] (7] (2] %]
3 %] %] 4] (%] %]
4 0 %] 4] 7] 4]
5 0 0 0 0 0
6 0 0 0 0 0
7 (%] 8 (%] %] %]
8 NA NA NA NA 1344550
. If counter is not supported in hardware, the show command displays the counter value as

NOTICE NA.

L The clear counters command clears all the new counters except peak count as thisis
a status value not a counter.

3.5.10 show interface counters

This command displays a short summary of the statistics for all interfaces.

Format show interface counters
Mode . Privileged EXEC
. User EXEC

Parameter | Description

Port The interface associated with the rest of the data in the row.

InOctects The total number of octets received on the interface.

InUcastPkts The total number of unicast packets received on the interface.

InMcastPkts The total number of multicast packets received on the interface.

InBcastPkts The total number of broadcast packets received on the interface.

InDropPkts The number of packets dropped at the ingress.

Rx Error The number of error packets (FCS, Jabbers, Undersize, and so on) captured at the ingress.
OutOctects The total number of octets transmitted by the interface.

OutUcastPkts The total number of unicast packets transmitted by the interface.

OutMcastPkts The total number of multicast packets transmitted by the interface.

OutBcastPkts The total number of broadcast packets transmitted by the interface.

OutDropPkts The number of packets dropped at the egress.

Tx Error The number of error packets (FCS, Jabbers, Undersize, and so on) captured at the egress.

Example: The following shows example CLI display output for the command.

(Routing) #show interface counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts InDropPkts

Rx Error

0/1 4] 4] %] 0 0 0
0/2 %] %] %] 0 0 0
/3 7186336 0 76181 14757 12 0
e/4 7731501 13097 55309 3356 0 0
0/5 298587 0 2468 0 0 0
0/6 0 0 0 0 0 0
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Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts OutDropPkts
Tx Error

0/1 0 0 0 0 0

/2 0 0 0 0 0

/3 6284609 70 50423 3542 7

0/4 9122028 13670 78689 14951 0

0/5 13279037 70 124151 18307 0

0/6 0 0 0 0 0

3.51M show interfaces diag

O OO OO0®

Use this command to provide debugging information about the interface with a single command, instead of using multi-

ple commands. The last reason code is printed in the output whenever the link is down
The command consolidates all information related to port flaps, which includes:

. Admin state, fault type—local or remote

. XCVR info (voltage, power, and so on)

. Software-driven disables (err-disabled)

L Statistics

Format show interfaces diag slot/port
Mode Privileged EXEC

Example: The following shows example CLI display output for the command when the port is up.

(Routing)#show interfaces diag 1/0/4

Thu Jan 1 00:01:09 1970

1/0/4 is Up, line protocol is up

Description

MTU 1500 bytes, BW 1000000 kbps

LineSpeed is 1000 Full, Auto-negotiation is on
Time Since Counters Last Cleared : @ day © hr @ min 17 sec
Link Down Event Counter : ©

input rate is @ packet/sec, @ bits/sec

output rate is @ packet/sec, @ bits/sec

Input statistics:

0@ packets, © octets

© Multicasts, © Broadcasts, 0@ Unicasts

@ Errors, © Discarded, 0 Jabber

@ Overruns, @ FCS, @ Undersize

Output statistics:

23 packets, 4378 octets

23 Multicasts, © Broadcasts, © Unicasts

@ Output errors, @ Collisions, 6 Discarded

Example: The following shows example CLI display output for the command when the port is local Admin down.

Sun Jan 4 18:05:16 1970

0/23 is Down, line protocol status is phy-link-down
Interface is Administratively Down.

Description : abcd

MTU 1500 bytes, BW 10000000 kbps

LineSpeed is 10G Full, Auto-negotiation is off

Time Since Counters Last Cleared : 3 day 18 hr 4 min 52 sec
Link Down Event Counter : @

input rate is @ packet/sec, @ bits/sec

output rate is @ packet/sec, 0 bits/sec

Input statistics:

0 packets, @ octets

® Multicasts, @ Broadcasts, © Unicasts

© Errors, 0 Discarded, © Jabber
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@ Overruns, © FCS, @ Undersize

Output statistics:

23 packets, 4378 octets

23 Multicasts, © Broadcasts, @ Unicasts

@ Output errors, 0 Collisions, 6 Discarded

Example: The following shows example CLI display output for the command when the port is down because of
remote port admin shutdown.

0/1 is Down, line protocol status is phy-link-down

Local Fault. Reason Code - 0x©

Description

MTU 1500 bytes, BW 100000000 kbps

LineSpeed is 100G Full, Auto-negotiation is off

Time Since Counters Last Cleared : 3 day © hr 48 min 25 sec

Link Down Event Counter : ©

input rate is @ packet/sec, 0 bits/sec

output rate is @ packet/sec, 0@ bits/sec

Input statistics:

0 packets, © octets

@ Multicasts, © Broadcasts, @ Unicasts

® Errors, 0 Discarded, © Jabber

@ Overruns, @ FCS, @ Undersize

Output statistics:

23 packets, 4378 octets

23 Multicasts, © Broadcasts, @ Unicasts

@ Output errors, 0 Collisions, 6 Discarded
Example: The following shows example CLI display output for the command when the port is down because of err-
disabled.

0/1 is Down, line protocol status is err-disabled
Interface down by UDLD

Description

MTU 1500 bytes, BW 100000000 kbps

LineSpeed is 100G Full, Auto-negotiation is off
Time Since Counters Last Cleared : 3 day © hr 48 min 25 sec
Link Down Event Counter : @

input rate is @ packet/sec, @ bits/sec

output rate is @ packet/sec, @ bits/sec

Input statistics:

0 packets, @ octets

© Multicasts, © Broadcasts, © Unicasts

© Errors, © Discarded, © Jabber

@ Overruns, @ FCS, @ Undersize

Output statistics:

23 packets, 4378 octets

23 Multicasts, © Broadcasts, © Unicasts

@ Output errors, @ Collisions, 6 Discarded

3.512 show interface ethernet

This command displays detailed statistics for a specific interface or for all CPU traffic based upon the argument.

Format show interface ethernet {slot/port | all}
Mode Privileged EXEC

When you specify a value for slot /port, the command displays the following information
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Parameter | Description

Packets Received . Total Packets Received (Octets) - The total number of octets of data (including
those in bad packets) received on the network (excluding framing bits but including Frame
Check Sequence (FCS) octets). This object can be used as a reasonable estimate of Ether-
net utilization. If greater precision is desired, the etherStatsPkts and etherStatsOctets ob-
jects should be sampled before and after a common interval. The result of this equation
is the value Utilization which is the percent utilization of the Ethernet segment on a scale
of 0 to 100 percent.

. Packets Received 64 Octets - The total number of packets (including bad packets)
received that were 64 octets in length (excluding framing bits but including FCS octets).

. Packets Received 65-127 Octets - The total number of packets (including bad
packets) received that were between 65 and 127 octets in length inclusive (excluding
framing bits but including FCS octets).

. Packets Received 128-255 Octets - The total number of packets (including bad
packets) received that were between 128 and 255 octets in length inclusive (excluding
framing bits but including FCS octets).

. Packets Received 256-511 Octets - The total number of packets (including bad
packets) received that were between 256 and 511 octets in length inclusive (excluding
framing bits but including FCS octets).

i Packets Received 512-1023 Octets - The total number of packets (including bad
packets) received that were between 512 and 1023 octets in length inclusive (excluding
framing bits but including FCS octets).

° Packets Received 1024-1518 Octets - The total number of packets (including bad
packets) received that were between 1024 and 1518 octets in length inclusive (excluding
framing bits but including FCS octets).

° Packets Received > 1518 Octets - Thetotal number of packets received that were
longer than 1522 octets (excluding framing bits, but including FCS octets) and were oth-
erwise well formed.

. Packets RX and TX 64 Octets - Thetotal number of packets (including bad packets)
received and transmitted that were 64 octets in length (excluding framing bits but includ-
ing FCS octets).

e Packets RX and TX 65-127 Octets - The total number of packets (including bad
packets) received and transmitted that were between 65 and 127 octets in length inclu-
sive (excluding framing bits but including FCS octets).

. Packets RX and TX 128-255 Octets - The total number of packets (including bad
packets) received and transmitted that were between 128 and 255 octets in length inclu-
sive (excluding framing bits but including FCS octets).

. Packets RX and TX 256-511 Octets - The total number of packets (including bad
packets) received and transmitted that were between 256 and 511 octets in length inclu-
sive (excluding framing bits but including FCS octets).
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Parameter | Description

Packets Received . Packets RX and TX 512-1023 Octets - The total number of packets (including bad
(con't) packets) received and transmitted that were between 512 and 1023 octets in length inclu-
sive (excluding framing bits but including FCS octets).

i Packets RX and TX 1024-1518 Octets - Thetotal number of packets (including bad
packets) received and transmitted that were between 1024 and 1518 octets in length in-
clusive (excluding framing bits but including FCS octets).

° Packets RX and TX 1519-2047 Octets - The total number of packets received and
transmitted that were between 1519 and 2047 octets in length inclusive (excluding fram-
ing bits, but including FCS octets) and were otherwise well formed.

. Packets RX and TX 1523-2047 Octets - The total number of packets received and
transmitted that were between 1523 and 2047 octets in length inclusive (excluding fram-
ing bits, but including FCS octets) and were otherwise well formed.

e Packets RX and TX 2048-4095 Octets - The total number of packets received that
were between 2048 and 4095 octets in length inclusive (excluding framing bits, but in-
cluding FCS octets) and were otherwise well formed.

. Packets RX and TX 4096-9216 Octets - The total number of packets received that
were between 4096 and 9216 octets in length inclusive (excluding framing bits, but in-
cluding FCS octets) and were otherwise well formed.

Packets Received Suc- Total Packets Received Without Error - The total number of packets received
cessfully that were without errors.

i Unicast Packets Received - The number of subnetwork-unicast packets delivered
to a higher-layer protocol.

e Multicast Packets Received - Thetotalnumber of good packets received that were
directed to a multicast address. Note that this number does not include packets directed
to the broadcast address.

e Broadcast Packets Received - Thetotal number of good packets received that were
directed to the broadcast address. Note that this does not include multicast packets.

Receive Packets Dis- The number of inbound packets which were chosen to be discarded even though no
carded errors had been detected to prevent their being deliverable to a higher-layer protocol.
One possible reason for discarding such a packet could be to free up buffer space.

Received Packet Error Total Packets Received with MAC Errors - Thetotal number of inbound packets
Counts that contained errors preventing them from being deliverable to a higher-layer protocol.
* Jabbers Received - The total number of packets received that were longer than 1518

octets (excluding framing bits, but including FCS octets), and had either a bad Frame
Check Sequence (FCS) with an integral number of octets (FCS Error) or a bad FCS with a
non-integral number of octets (Alignment Error). Note that this definition of jabber is dif-
ferent than the definition in IEEE 802.3 section 8.2.1.5 (10BASES) and section 10.3.1.4
(10BASEZ2). These documents define jabber as the condition where any packet exceeds 20
ms. The allowed range to detect jabber is between 20 ms and 150 ms.

e Fragments/Undersize Received - The total number of packets received that were
less than b4 octets in length (excluding framing bits but including FCS octets).

. Alignment Errors - The total number of packets received that had a length (excluding
framing bits, but including FCS octets) of between 64 and 1518 octets, inclusive, but had a
bad Frame Check Sequence (FCS) with a non-integral number of octets.

* FCS Errors - The total number of packets received that had a length (excluding framing
bits, but including FCS octets) of between 64 and 1518 octets, inclusive, but had a bad
Frame Check Sequence (FCS) with an integral number of octets.

° Overruns - The total number of frames discarded as this port was overloaded with in-
coming packets, and could not keep up with the inflow.

* uRPF Discards - The number of packets dropped due to failing the uRPF.
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Parameter | Description

Received Packets Not ® Total Received Packets Not Forwarded - A count of valid frames received which
Forwarded were discarded (in other words, filtered) by the forwarding process
. 802.3x Pause Frames Received - A count of MAC Control frames received on this

interface with an opcode indicating the PAUSE operation. This counter does notincrement
when the interface is operating in half-duplex mode.

° Unacceptable Frame Type - The number of frames discarded from this port due to
being an unacceptable frame type.

Packets Transmitted . Total Packets Transmitted (Octets) - Thetotal number of octets of data (includ-

Octets ing those in bad packets) received on the network (excluding framing bits but including
FCS octets). This object can be used as a reasonable estimate of Ethernet utilization. If
greater precision is desired, the etherStatsPkts and etherStatsOctets objects should be
sampled before and after a common interval.

. Packets Transmitted 64 Octets - Thetotal number of packets (including bad pack-
ets) received that were 64 octets in length (excluding framing bits but including FCS oc-
tets).

e Packets Transmitted 65-127 Octets - The total number of packets (including bad
packets) received that were between 65 and 127 octets in length inclusive (excluding
framing bits but including FCS octets).

. Packets Transmitted 128-255 Octets - Thetotal number of packets (including bad
packets) received that were between 128 and 255 octets in length inclusive (excluding
framing bits but including FCS octets).

. Packets Transmitted 256-511 Octets - Thetotal number of packets (including bad
packets) received that were between 256 and 511 octets in length inclusive (excluding
framing bits but including FCS octets).

* Packets Transmitted 512-1023 Octets - The total number of packets (including
bad packets) received that were between 512 and 1023 octets in length inclusive (exclud-
ing framing bits but including FCS octets).

° Packets Transmitted 1024-1518 Octets - The total number of packets (including
bad packets) received that were between 1024 and 1518 octets in length inclusive (exclud-
ing framing bits but including FCS octets).

. Packets Transmitted > 1518 Octets - The total number of packets transmitted
that were longer than 1518 octets (excluding framing bits, but including FCS octets) and
were otherwise well formed.

. Max Frame Size - The maximum size of the Info (non-MAC) field that this port will re-
ceive or transmit.

. Maximum Transmit Unit - The maximum Ethernet payload size.

Packets Transmitted ° Total Packets Transmitted Successfully-Thenumber of frames that have been
Successfully transmitted by this port to its segment.

e Unicast Packets Transmitted - The total number of packets that higher-level pro-
tocols requested be transmitted to a subnetwork-unicast address, including those that
were discarded or not sent.

. Multicast Packets Transmitted - The total number of packets that higher-level
protocols requested be transmitted to a Multicast address, including those that were dis-
carded or not sent.

. Broadcast Packets Transmitted - The total number of packets that higher-level
protocols requested be transmitted to the Broadcast address, including those that were
discarded or not sent.

Transmit Packets Dis- The number of outbound packets which were chosen to be discarded even though no
carded errors had been detected to prevent their being deliverable to a higher-layer protocol. A
possible reason for discarding a packet could be to free up buffer space.
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Transmit Errors . Total Transmit Errors - The sum of Single, Multiple, and Excessive Collisions.

. FCS Errors - The total number of packets transmitted that had a length (excluding
framing bits, but including FCS octets) of between 64 and 1518 octets, inclusive, but had a
bad Frame Check Sequence (FCS) with an integral number of octets.

i Underrun Errors - The total number of frames discarded because the transmit FIFO
buffer became empty during frame transmission.

Transmit Discards . Total Transmit Packets Discards - The sum of single collision frames discarded,
multiple collision frames discarded, and excessive frames discarded.
. Single Collision Frames - A count of the number of successfully transmitted
frames on a particular interface for which transmission is inhibited by exactly one colli-
sion.

. Multiple Collision Frames - A count of the number of successfully transmitted
frames on a particular interface for which transmission is inhibited by more than one col-
lision.

. Excessive Collisions - A count of frames for which transmission on a particular in-
terface fails due to excessive collisions.

. Port Membership Discards - The number of frames discarded on egress for this port
due to egress filtering being enabled.

Protocol Statistics e 802.3x Pause Frames Transmitted - A count of MAC Control frames transmitted on
this interface with an opcode indicating the PAUSE operation. This counter does notincre-
ment when the interface is operating in half-duplex mode.

. GVRP PDUs Received - The count of GVRP PDUs received in the GARP layer.
° GVRP PDUs Transmitted - The count of GVRP PDUs transmitted from the GARP layer.

* GVRP Failed Registrations - The number of times attempted GVRP registrations
could not be completed.

. GMRP PDUs Received - The count of GMRP PDUs received in the GARP layer.
. GMRP PDUs Transmitted - The count of GMRP PDUs transmitted from the GARP layer.

e GMRP Failed Registrations - The number of times attempted GMRP registrations
could not be completed.

. STP BPDUs Transmitted - Spanning Tree Protocol Bridge Protocol Data Units sent.
° STP BPDUs Received - Spanning Tree Protocol Bridge Protocol Data Units received.

. RST BPDUs Transmitted - Rapid Spanning Tree Protocol Bridge Protocol Data Units
sent.

* RSTP BPDUs Received - Rapid Spanning Tree Protocol Bridge Protocol Data Units re-
ceived.

. MSTP BPDUs Transmitted - Multiple Spanning Tree Protocol Bridge Protocol Data
Units sent.

. MSTP BPDUs Received - Multiple Spanning Tree Protocol Bridge Protocol Data Units re-
ceived.

* SSTP BPDUs Transmitted- Shared Spanning Tree Protocol Bridge Protocol Data Units
sent.

. SSTP BPDUs Received - Shared Spanning Tree Protocol Bridge Protocol Data Units re-
ceived.

Dotlx Statistics ° EAPOL Frames Transmitted - The number of Extensible Authentication Protocol over
LAN (EAPOL) frames of any type that have been transmitted by this authenticator.

. EAPOL Start Frames Received - The number of valid EAPOL start frames that have
been received by this authenticator.
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Parameter | Description

Traffic Load Statistics ® Load Interval - The length of time for which data is used to compute load statistics.
The value is given in seconds, and must be a multiple of 30. The allowable range is from
30 to 600 seconds

i Bits Per Second Received - Approximate number of bits per second received. This
value is an exponentially weighted average and is affected by the configured load-inter-
val.

° Bits Per Second Transmitted - Approximate number of bits per second transmit-
ted. This value is an exponentially weighted average and is affected by the configured
load-interval.

e Packets Per Second Received - Approximate number of packets per second re-
ceived. This value is an exponentially weighted average and is affected by the configured
load-interval.

e Packets Per Second Transmitted - Approximate number of packets per second
transmitted. This value is an exponentially weighted average and is affected by the con-
figured load-interval.

. Percent Utilization Received - Value of link utilization in percentage representa-
tion for the RX line.

i Percent Utilization Transmitted - Value of link utilization in percentage repre-
sentation for the TX line.

Time Since Counters  The elapsed time, in days, hours, minutes, and seconds since the statistics for this port
Last Cleared were last cleared.

If you use the al1 keyword, the following information appears for all interfaces on the switch.

Parameter | Description

Port The Interface ID.

Bytes Tx The total number of bytes transmitted by the interface.
Bytes Rx The total number of bytes transmitted by the interface.
Packets Tx The total number of packets transmitted by the interface.
Packets Rx The total number of packets transmitted by the interface.

3.513 show interface lag

Use this command to display configuration information about the specified LAG interface.

Format show interface lag Llag-intf-num
Mode Privileged EXEC

Parameters | Description

Packets Received The total number of packets (including broadcast packets and multicast packets)
Without Error received on the LAG interface

Packets Received With The number of inbound packets that contained errors preventing them from being deliv-
Error erable to a higher-layer protocol.

Broadcast Packets The total number of packets received that were directed to the broadcast address. Note
Received that this does not include multicast packets.

Receive Packets Dis- The number of inbound packets which were chosen to be discarded even though no
carded errors had been detected to prevent their being deliverable to a higher-layer protocol.
One possible reason for discarding such a packet could be to free up buffer space.

Packets Transmitted The total number of packets transmitted out of the LAG.
\Without Error

Transmit Packets Dis- The number of outbound packets which were chosen to be discarded even though no
carded errors had been detected to prevent their being deliverable to a higher-layer protocol. A
possible reason for discarding a packet could be to free up buffer space.
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Parameters | Description

Transmit Packets The number of outbound packets that could not be transmitted because of errors.
Errors
Collisions Frames The best estimate of the total number of collisions on this Ethernet segment.

Time Since Counters  The elapsed time, in days, hours, minutes, and seconds since the statistics for this LAG
Last Cleared were last cleared.

3.5.14 show fiber-ports optical-transceiver

This command displays the diagnostics information of the SFP like Temp, Voltage, Current, Input Power, Output Power, Tx
Fault, and LOS. The values are derived from the SFP's A2 (Diagnostics) table using the I°C interface.

Format show fiber-ports optical-transceiver {all | slot/port}
Mode Privileged EXEC

Parameter | Description

Temp Internally measured transceiver temperature.
Voltage Internally measured supply voltage.

Current Measured TX bias current.

Output Power Measured optical output power relative to TmW.
Input Power Measured optical power received relative to TmW.
TX Fault Transmitter fault.

LOS Loss of signal.

Example: The following information shows an example of the command output.

(Switch) #show fiber-ports optical-transceiver all

Output Input

Port Temp Voltage Current Power Power  TX LOS

[C] [Volt] [mA] [dBm] [dBm]  Fault
0/49 39.3  3.256 5.0 -2.234 -2.465 No No
/50 33.9  3.260 5.3 -2.374 -40.000 No Yes
/51 32.2  3.256 5.6  -2.300 -2.897 No No
3.515 show fiber-ports optical-transceiver-info

This command displays the SFP vendor related information like Vendor Name, Serial Number of the SFP, Part Number of
the SFP. The values are derived from the SFP's AQ table using the I°C interface.

Format show fiber-ports optical-transceiver-info {all | slot/port}
Mode Privileged EXEC

Parameter | Description

Vendor Name The vendor name is a 16 character field that contains ASCII characters, left-aligned and
padded on the right with ASCII spaces (20h). The vendor name shall be the full name of
the corporation, a commonly accepted abbreviation of the name of the corporation, the
SCSI company code for the corporation, or the stock exchange code for the corporation.

Length (50um, OM2)  This value specifies link length that is supported by the transceiver while operating in
compliance with applicable standards using 50 micron multimode OM2 [SO0MHz*km at
850nm] fiber. A value of 0 means that the transceiver does not support 50 micron multi-
mode fiber or that the length information must be determined from the transceiver tech-
nology.
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Parameter | Description

Length (62.5um, OM1) This value specifies link length that is supported by the transceiver while operating in
compliance with applicable standards using 62.5 micron multimode OM1 [200 MHz*km at
850 nm, 500 MHz*km at 1310 nm] fiber. A value of 0 means that the transceiver does not
support 62.5 micron multimode fiber or that the length information must determined
from the transceiver technology

Vendor SN The vendor serial number (vendor SN) is a 16 character field that contains ASCIl charac-
ters, left-aligned and padded on the right with ASCIl spaces (20h), defining the vendor's
serial number for the transceiver. A value of all Os in the 16-byte field indicates that the
vendor SN is unspecified.

Vendor PN The vendor part number (vendor PN) is a 16-byte field that contains ASCII characters, left
aligned and added on the right with ASCll spaces (20h), defining the vendor part number
or product name. A value of all Os in the 16-byte field indicates that the vendor PN is
unspecified.

BR, nominal The nominal bit (signaling) rate (BR, nominal) is specified in units of 100 MBd, rounded off
to the nearest 100 MBd. The bit rate includes those bits necessary to encode and delimit
the signal as well as those bits carrying data information. A value of O indicates that the
bit rate is not specified and must be determined from the transceiver technology. The
actual information transfer rate will depend on the encoding of the data, as defined by
the encoding value.

VVendor Rev The vendor revision number (vendor rev) contains ASCIl characters, left aligned and pad-
ded on the right with ASCIl spaces (20h), defining the vendor's product revision number. A
value of all Os in this field indicates that the vendor revision is unspecified.

Example: The following information shows an example of the command output.

(Switch) #show fiber-ports optical-transceiver-info all

Link Link Nominal

Length Length Bit

50um 62.5um Rate
Port Vendor Name [m] [m] Serial Number Part Number [Mb/s] Rev
0/49 BROADCOM 8 3 A7N2018414 AXM761 10300 10
/51 BROADCOM 8 3 A7N2018472 AXM761 10300 10
0/52 BROADCOM 8 3 A7N2018501 AXM761 10300 10

3.5.16 show mac-addr-table

This command displays the forwarding database entries. These entries are used by the transparent bridging function to
determine how to forward a received frame.

Enter all or no parameter to display the entire table. Enter a MAC Address and VLAN ID to display the table entry for the
requested MAC address on the specified VLAN. Enter the count parameter to view summary information about the for-
warding database table. Use the interface slot/port parametertoview MAC addresses on a specific interface.

Instead of slot/port, lag lag-intf-num can be used as an alternate way to specify the LAG interface. lag
lag-intf-num can also be used to specify the LAG interface where 1ag-intf-num is the LAG port number. Use the
vlan vlan_id parameter to display information about MAC addresses on a specified VLAN.

On a service provider build with the PBB package, the command shows the forwarding database table and additionally
shows the ISID-MAC entries learned on the DUT. To view only the ISID-MAC entries on the DUT, provide the option isid
to the show mac-addr-table command. MAC entries of other BEB's are not shown in the pass-through BEB mac-addr-
table for bidirectional traffic between them.

Format show mac-addr-table {all|vlan vlan_id|interface slot/port|macaddr[macMask][vlan][isid
isid|[count}
Mode Privileged EXEC

The following information displays if you do not enter a parameter, the keyword al1l, or the MAC address and VLAN ID.
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Parameter | Description

VLAN ID The VLAN in which the MAC address is learned.

MAC Address A unicast MAC address for which the switch has forwarding and or filtering information.
The format is 6 two-digit hexadecimal numbers that are separated by colons, for exam-
ple 01:23:45:67:89:AB.

Interface The port through which this address was learned.
Interface Index This object indicates the ifIndex of the interface table entry associated with this port.
Status The status of this entry. The meanings of the values are:

e Static—The value of the corresponding instance was added by the system or a user when
a static MAC filter was defined. It cannot be relearned.

. Learned—The value of the corresponding instance was learned by observing the source
MAC addresses of incoming traffic, and is currently in use.

i Management—The value of the corresponding instance (system MAC address) is also the
value of an existing instance of dot1dStaticAddress. It is identified with interface 0/1. and
is currently used when enabling VLANs for routing.

° Self—The value of the corresponding instance is the address of one of the switch's phys-
ical interfaces (the system's own MAC address).

. GMRP Learned—The value of the corresponding was learned using GMRP and applies to
Multicast.

. Other—The value of the corresponding instance does not fall into one of the other cate-
gories.

If you enter vlan vlan id, only the MAC Address, Interface, and Status fields appear. If you enter the interface
slot/port parameter, in addition to the MAC Address and Status fields, the VLAN ID field also appears.

The following information displays if you enter the count parameter:

Parameter | Description

Dynamic Address Number of MAC addresses in the forwarding database that were automatically learned.
count

Static Address (User- Number of MAC addresses in the forwarding database that were manually entered by a
defined) count user.

Total MAC Addresses Number of MAC addresses currently in the forwarding database.
inuse

Total MAC Addresses Number of MAC addresses the forwarding database can handle.
available

3.517 process cpu threshold

Use this command to configure the CPU utilization thresholds. The Rising and Falling thresholds are specified as a per-
centage of CPU resources. The utilization monitoring time period can be configured from 5 seconds to 86400 seconds in
multiples of 5 seconds. The CPU utilization threshold configuration is saved across a switch reboot. Configuring the fall-
ing utilization threshold is optional. If the falling CPU utilization parameters are not configured, then they take the same
value as the rising CPU utilization parameters.

Format process cpu threshold type total rising 1-100 interval
Mode Global Config

Parameter | Description

rising threshold The percentage of CPU resources that, when exceeded for the configured rising interval,
triggers a notification. The range is 1to 100. The default is 0 (disabled).

rising interval The duration of the CPU rising threshold violation, in seconds, that must be met to trigger
a notification. The range is 5 to 86400. The default is 0 (disabled).
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Parameter | Description

falling threshold The percentage of CPU resources that, when usage falls below this level for the config-
ured interval, triggers a notification. The range is 1to 100. The default is 0 (disabled).

A notification is triggered when the total CPU utilization falls below this level for a con-
figured period of time. The falling utilization threshold notification is made only if a rising
threshold notification was previously done. The falling utilization threshold must always
be equal or less than the rising threshold value. The CLI does not allow setting the falling
threshold to be greater than the rising threshold.

falling interval The duration of the CPU falling threshold, in seconds, that must be met to trigger a notifi-
cation. The range is 5 to 86400. The default is 0 (disabled).

3.5.18 show process app-list

This command displays the user and system applications.

This command is available in Linux 2.6 only.

NOTICE

Format show process app-list
Mode Privileged EXEC

Parameter | Description

ID The application identifier.

Name The name that identifies the process.

PID The number the software uses to identify the process.

Admin Status The administrative status of the process.

Auto Restart Indicates whether the process will automatically restart if it stops.
Running Status Indicates whether the process is currently running or stopped.

Example: The following shows example CLI display output for the command.

Admin Auto Running
ID Name PID  Status Restart Status
1 dataplane 15309 Enabled Disabled Running
2 switchdrvr 15310 Enabled Disabled Running
3 syncdb 15314 Enabled Disabled Running
4 lighttpd 18718 Enabled Enabled Running
5 syncdb-test 0@ Disabled Disabled Stopped
6 proctest 0 Disabled Enabled Stopped
7 user.start @ Enabled Disabled Stopped
3.5.19 show process app-resource-list

This command displays the configured and in-use resources of each application.

This command is available in Linux 2.6 only.

NOTICE

Format show process app-resource-list
Mode Privileged EXEC
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Parameter | Description

ID The application identifier.

Name The name that identifies the process.

PID The number the software uses to identify the process.

Memory Limit The maximum amount of memory the process can consume.

CPU Share The maximum percentage of CPU utilization the process can consume.

Memory Usage The amount of memory the process is currently using.

Max Mem Usage The maximum amount of memory the process has used at any given time since it started.

(Routing) #show process app-resource-list

Memory CPU Memory Max Mem
ID Name PID Limit Share Usage Usage
1 switchdrvr 251 Unlimited Unlimited 380 MB 381 MB
2 syncdb 252  Unlimited Unlimited 0 MB 0 MB
3 syncdb-test @ Unlimited Unlimited 0 MB 0 MB
4 proctest 7] 10 MB 20% 0 MB 0 MB
5 utelnetd 0 Unlimited Unlimited 0 MB 0 MB
6 1lxshTelnetd 0 Unlimited Unlimited 0 MB 0 MB
7 user.start ® Unlimited Unlimited 0 MB 0 MB

3.5.20 show process cpu

This command provides the percentage utilization of the CPU by different tasks.

. It is not necessarily the traffic to the CPU, but different tasks that keep the CPU busy.
NOTICE L This command is available in Linux 2.6 only.

Format show process cpu [1-n | all]

Mode Privileged EXEC

Free System wide free memory

Alloc System wide allocated memory (excluding cache, file system used space)

Pid Process or Thread Id

Name Process or Thread Name

5Secs CPU utilization sampling in 5Secs interval

60Secs CPU utilization sampling in 60Secs interval

3005ecs CPU utilization sampling in 300Secs interval

Total CPU Utilization Total CPU utilization % within the specified window of 55ecs, 60Secs and 300Secs.

Example: The following shows example CLI display output for the command using Linux.

(Routing) #show process cpu
Memory Utilization Report
status bytes

free 106450944
alloc 423227392

CPU Utilization:

PID Name 5 Secs 60 Secs 300 Secs
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765 _interrupt_thread 0.00% 0.01% 0.02%
767 bcmL2X.0 0.58% 0.35% 0.28%
768 bcmCNTR.© 0.77% 0.73% 0.72%
773 bcmRX 0.00% 0.04% 0.05%
786 cpuUtilMonitorTask 0.19% 0.23% 0.23%
834 dotls_task 0.00% 0.01% 0.01%
810 hapiRxTask 0.00% 0.01% 0.01%
805 dtlTask 0.00% 0.02% 0.02%
863 spmTask 0.00% 0.01% 0.00%
894 ip6MapLocalDataTask 0.00% 0.01% 0.01%
908 RMONTask 0.00% 0.11% 0.12%
Total CPU Utilization 1.55% 1.58% 1.50%

3.5.21 show process proc-list

This application displays the processes started by applications created by the Process Manager.

This command is available in Linux 2.6 only.

NOTICE

Format show process proc-list
Mode Privileged EXEC

Parameter | Description

PID The number the software uses to identify the process.

Process Name The name that identifies the process.

Application ID-Name The application identifier and its associated name.

Child Indicates whether the process has spawned a child process.

VM Size Virtual memory size.

VM Peak The maximum amount of virtual memory the process has used at a given time.
FD Count The file descriptors count for the process.

Example: The following shows example CLI display output for the command.

(Routing) #show process proc-list

Process Application VM Size VM Peak

PID Name ID-Name Chld (KB) (KB) FD Count

15260 procmgr @-procmgr No 1984 1984 8
15309 dataplane 1-dataplane No 293556 293560 11
15310 switchdrvr 2-switchdrvr No 177220 177408 57
15314 syncdb 3-syncdb No 2060 2080 8
18718 lighttpd 4-lighttpd No 5508 5644 11
18720 lua_magnet 4-lighttpd Yes 12112 12112 7
18721 lua_magnet 4-1ighttpd Yes 25704 25708 7

3.5.22 show running-config

Use this command to display or capture the current setting of different protocol packages supported on the switch. This
command displays or captures commands with settings and configurations that differ from the default value. To display
or capture the commands with settings and configurations that are equal to the default value, include the a11 option.

The command output displays the non-default option configured as part of the command, in addition to the existing
non-default configuration that each interface has.
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Show running-config does not display the User Password, even if you set one different from the

NOTICE default.

The output is displayed in script format, which can be used to configure another switch with the same configuration. If
the optional scriptname is provided with a file name extension of “scr”, the output is redirected to a script file.

° If you issue the show running-config command from a serial connection, access to the

NOTICE switch through remote connections (such as Telnet) is suspended while the output is being
generated and displayed.

. If you use a text-based configuration file, the show running-config command only dis-
plays configured physical interfaces (that is, if any interface only contains the default con-
figuration, that interface will be skipped from the show running-config command
output). This is true for any configuration mode that contains nothing but default configura-
tion. That is, the command to enter a particular config mode, followed immediately by its exit
command, are both omitted from the show running-configcommand output (and hence
from the startup-config file when the system configuration is saved.)

Use the following keys to navigate the command output.

Key |Action

Enter Advance one line.

Space Bar Advance one page.

o} Stop the output and return to the prompt.

Note that --More-- or (qg)uitisdisplayed atthe bottom of the output screen until you reach the end of the output.
This command captures the current settings of OSPFv2 and OSPFv3 trapflag status:

. If all the flags are enabled, then the command displays trapflags all.

i If all the flags in a particular group are enabled, then the command displays trapflags group name all.

. If some, but not all, of the flags in that group are enabled, the command displays trapflags groupname flag-
name.

Format show running-config [all | scriptname]
Mode Privileged EXEC

3.5.23 show running-config interface
Use this command to display the running configuration for a specific interface. Valid interfaces include physical, LAG,
loopback, tunnel and VLAN interfaces.

The show running-config [interface slot/port] command output displays the non-default option configured
as part of the command, in addition to the existing non-default configuration that each interface has.

Format show running-config interface {interface | lag {lLag-intf-num} | loopback {Loopback-id} | tunne
{tunnel-id} | vlan {vlan-id}}

Mode Privileged EXEC

interface Running configuration for the specified interface.

lag-intf-num Running configuration for the LAG interface.

loopback-id Running configuration for the loopback interface.

tunnel-id Running configuration for the tunnel interface.

vlan-id Running configuration for the VLAN routing interface.
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You can display the following information using the command.

Parameter |Descﬂpﬁon

interface Enter an interface in unit/slot/port format.

lag Display the running config for a specified lag interface.
loopback Display the running config for a specified loopback interface.
tunnel Display the running config for a specified tunnel interface.

vian Display the running config for a specified vlan routing interface.

Example: The following shows example CLI display output for the command.

(Routing) #show running-config interface 0/1
ICurrent Configuration:

!

interface 0/1

addport 3/1

exit

(Routing) #

3.5.24 show

This command displays the content of text-based configuration files from the CLI. The text-based configuration files
(startup-config, backup-config, and factory-defaults) are saved compressed in flash. With this command
the files are decompressed while displaying their content.

Format show { startup-config | backup-config | factory-defaults }
Mode Privileged EXEC

Parameter |Descﬁpﬁon

startup-config Display the content of the startup-config file.
backup-config Display the content of the backup-config file.
factory-defaults Display the content of the factory-defaults file.

Example: The following shows example CLI display output for the command using the startup-config parameter.

(Routing) #show startup-config

ICurrent Configuration:

|

ISystem Description "Quanta LB6M, 8.1.14.41, Linux 2.6.27.47, U-Boot 2009.06 (Apr 19 2011 -
15:57:06)"

ISystem Software Version "8.1.14.41"

ISystem Up Time "@ days © hrs 48 mins 19 secs”
ICut-through mode is configured as disabled
IAdditional Packages BGP-4,Q0S,IPv6,IPv6 Management,Routing,Data Center

ICurrent System Time: Oct 14 ©5:42:12 2022
1

vlan database
vlan 10

exit

configure

ipv6 router ospf
exit

line console
exit

line telnet

exit

line ssh

exit

1
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--More-- or (q)uit
interface 0/1
description 'intf1l'
exit
router ospf
exit
exit
Example: The following shows example CLI display output for the command using the backup-config parameter.

(Routing) #show backup-config

ICurrent Configuration:

!

ISystem Description "Quanta LB6M, 8.1.14.41, Linux 2.6.27.47, U-Boot 2009.06 (Apr 19 2011 -
15:57:06)"

ISystem Software Version "8.1.14.41"

ISystem Up Time "@ days © hrs 48 mins 19 secs”
ICut-through mode is configured as disabled
IAdditional Packages BGP-4,Q0S,IPv6,IPv6 Management,Routing,Data Center

ICurrent System Time: Oct 14 ©5:42:12 2022
]
vlan database
vlan 10
exit
configure
ipvé router ospf
exit
line console
exit
line telnet
exit
line ssh
exit
!
--More-- or (q)uit
interface 0/1
description 'intf1l'
exit
router ospf
exit
exit
Example: The following shows example CLI display output for the command using the factory-defaults
parameter.

(Routing) #show factory-defaults

ICurrent Configuration:

|

ISystem Description "Quanta LB6M, 8.1.14.41, Linux 2.6.27.47, U-Boot 2009.06 (Apr 19 2011 -
15:57:06)"

ISystem Software Version "8.1.14.41"

ISystem Up Time "@ days © hrs 48 mins 19 secs”
ICut-through mode is configured as disabled
IAdditional Packages BGP-4,Q0S,IPv6,IPv6 Management,Routing,Data Center

ICurrent System Time: Oct 14 ©5:42:12 2022
1

vlan database
vlan 10

exit

configure

ipv6 router ospf
exit

line console
exit

line telnet

exit

line ssh
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exit

!

--More-- or (q)uit
interface 0/1
description 'intfl'
exit

router ospf

exit

exit

3.5.25 dir

Use this command to list the files in the directory /mnt /fastpath in flash from the CLI.

Format dir
Mode Privileged EXEC

(Routing) #dir

0 drwx 2048 May 09 2002 16:47:30 .

0 drwx 2048 May 09 2002 16:45:28 ..

0 -rwx 592 May 09 2002 14:50:24 slog2.txt

0 -rwx 72 May 09 2002 16:45:28 boot.dim

0 -rwx @ May 09 2002 14:46:36 olog2.txt

0 -rwx 13376020 May 09 2002 14:49:10 imagel

0 -rwx 0 Apr 06 2001 19:58:28 fsyssize

0 -rwx 1776 May 09 2002 16:44:38 slogl.txt

0 -rwx 356 Jun 17 2001 10:43:18 crashdump.ctl

0 -rwx 1024 May 09 2002 16:45:44 sslt.rnd

0 -rwx 14328276 May 09 2002 16:01:06 image2

0 -rwx 148 May 09 2002 16:46:06 hpc_broad.cfg

0 -rwx @ May 09 2002 14:51:28 ologl.txt

0 -rwx 517 Jul 23 2001 17:24:00 ssh_host_key

0 -rwx 69040 Jun 17 2001 10:43:04 log_error_crashdump
0 -rwx 891 Apr 08 2000 11:14:28 sslt_keyl.pem

0 -rwx 887 Jul 23 2001 17:24:00 ssh_host_rsa_key
0 -rwx 668 Jul 23 2001 17:24:34 ssh_host_dsa_key
0 -rwx 156 Apr 26 2001 13:57:46 dh512.pem

0 -rwx 245 Apr 26 2001 13:57:46 dh1024.pem

9 -rwx @ May 09 2002 16:45:30 slog@.txt

3.5.26 show sysinfo

This command displays switch information.

Format show sysinfo
Mode Privileged EXEC

Parameter |Descﬁpﬁon

Switch Description Text used to identify this switch

System Name Name used to identify the switch.The factory default is blank. To configure the system
name, see the command.

System Location Text used to identify the location of the switch. The factory default is blank. To configure
the system location, see the command

System Contact Text used to identify a contact person for this switch. The factory default is blank. To con-
figure the system location, see the command.

System ObjectlD The base object ID for the switch's enterprise MIB.

System Up Time The time in days, hours and minutes since the last switch reboot

MIBs Supported A list of MIBs supported by this agent.
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Parameter | Description

noMibs Displays system information excluding MIB information.

3.5.27 show tech-support

Use the show tech-support command to display system and configuration information when you contact technical
support. The output of the show tech-support command combines the output of the following commands and
includes log history files from previous runs.

b show version

b show sysinfo

d show port all

b show isdp neighbors

b show logging

° show event log

b show logging buffered
hd show msg-queue

d show trap log

o show running-config

Including the optional osp £ parameter also displays OSPF information.

Format show tech-support [ospf|ospfv3]
Mode Privileged EXEC

3.5.28 length value

Use this command to set the pagination length to value number of lines for the sessions specified by configuring on dif-
ferent Line Config modes (telnet/ssh/console) and is persistent.

Example: Length command on Line Console mode applies for Serial Console session.

Default 24
Format length value
Mode Line Config

3.5.281 nolengthvalue

Use this command to set the pagination length to the default value number of lines.

Format no length value
Mode Line Config

3.5.29 terminal length

Use this command to set the pagination length to value number of lines for the current session. This command configu-
ration takes an immediate effect on the current session and is nonpersistent.

Default 24 lines per page
Format terminal length value
Mode Privileged EXEC
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3.5.291 noterminal length

Use this command to set the value to the length value configured on Line Config mode depending on the type of session.

Format no terminal length value
Mode Privileged EXEC

3.5.30 show terminal length

Use this command to display all the configured terminal length values.

Format show terminal length
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) #show terminal length
Terminal Length:

For Current SessioN.... . 24

For Serial Console....... 24

For Telnet SessionS.... . 24

For SSH Sessions...ns . 24

3.5.31 memory free low-watermark processor

Use this command to get naotifications when the CPU free memory falls below the configured threshold. A notification is
generated when the free memory falls below the threshold. Another notification is generated once the available free
memory rises to 10 percent above the specified threshold. To prevent generation of excessive notifications when the CPU
free memory fluctuates around the configured threshold, only one Rising or Falling memory notification is generated
over a period of 60 seconds. The threshold is specified in kilobytes. The CPU free memory threshold configuration is
saved across a switch reboot.

Format memory free low-watermark processor 1-1034956
Mode Global Config

Parameter |Description

low-watermark When CPU free memory falls below this threshold, a notification message is triggered.
The range is 1to the maximum available memory on the switch. The default is 0 (dis-
abled).

3.5.32 clear mac-addr-table

Use this command to dynamically clear learned entries from the forwarding database. Using the following options, the
user can specify the set of dynamically-learned forwarding database entries to clear.

Default No default value.
Format clear mac-addr-table {all | vlan vlanId | interface slot/port | macAddr [macMask]}
Mode Privileged EXEC

Parameter | Description

all Clears dynamically learned forwarding database entries in the forwarding database
table.

vlan vlanld Clears dynamically learned forwarding database entries for this vlanld.

interface slot/port Clears forwarding database entries learned on for the specified interface.
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Parameter Description

macAddr macMask Clears dynamically learned forwarding database entries that match the range specified
by MAC address and MAC mask. When MAC mask is not entered, only specified MAC is
removed from the forwarding database table.

3.5.33 clear mac-address-table notification

Use this command to clear the counters used in the MAC notification feature, such as the number of MAC entries added,
the number of MAC entries removed, and notifications sent.

Default none
Format clear mac-address-table notification
Mode Privileged EXEC

3.5.34 mac-address-table notification change

Use this command to enable the MAC notification feature and its parameters history-size and interval. MAC address
notification allows the operator to receive an SNMP trap or inform when a MAC address is learned by the switch or the
MAC address ages out of the MAC address table. MAC movement is treated as deletion of an entry on the old port, and
addition of an entry on the new port.

Default . MAC address notification is disabled by default.
. The default history sizeis 1.
. The default notification interval is 1 second.
Format mac-address-table notification change [history-size <size>|interval <seconds>]

Mode Global Configuration

Parameter | Description

history-size Configures the size of the MAC address table. The range is 1to 255.
interval Configures the SNMP trap notification interval. The range is 1to 2147483647,

3.5.341 no mac-address-table notification change

Use this command to disable the MAC notification feature.

Format no mac-address-table notification change [history-size <size>|interval <seconds>]

Mode Global Configuration
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3.5.35 show nvram:file

This command displays the files existing in the configuration directory (without argument) or related to the argument
<path/file>. The argument may contain a relative or absolute pathname and/or a filename with or without wild-card
characters. The file are listed in alphabetical order.

This command is using the Shell command “ls -1 <path/file>".

Format show nvram:file [<path/file>]
show nvram:file usb:[/<path/file>] (if available)
Mode Privileged EXEC

3.6 Logging Commands

This section describes the commands you use to configure system logging, and to view logs and the logging settings.

3.6.1 logging buffered

This command enables logging to an in-memory log.
Default disabled; critical when enabled
Format logging buffered

Mode Global Config

3.6.11 no logging buffered

This command disables logging to in-memory log.

Format no logging buffered
Mode Global Config

3.6.2 logging buffered threshold

Use this command to configure the logging buffered threshold that acts as high water-mark to set off an alert, using e-
mail, if configured, and a console log. The parameter indicates the maximum percentage of the allocated logging buffer
pool that is used by the logging subsystem during a normal run. If the logging subsystem exceeds usage of the pre-allo-
cated buffer pool beyond this point, an alert event and a console log are generated.

The logging buffered threshold can be configured only when the In-Memory log behavior is configured as Stop-on-
Full. The default behavior is Wrap and the threshold does not apply to this mode.

Default 80
Format logging buffered threshold <1-100>
Mode Global Config

Example: The following shows an example of the command.

(Routing) (Config)#logging buffered ?

<cr> Press enter to execute the command.

<severitylevel|[@-7]> Enter Logging Severity Level (emergency|®@, alert|1, critical|2, error|3,
warning|4, notice|5, info|6,debug|7).

wrap Log Wrapping Configuration

threshold The percentage of logging buffer not to be exceeded for normal run
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3.6.3 logging buffered wrap

This command enables wrapping of in-memory logging when the log file reaches full capacity. Otherwise, when the log
file reaches full capacity, logging stops.

Default enabled
Format logging buffered wrap
Mode Privileged EXEC

3.6.3.1 no logging buffered wrap

This command disables wrapping of in-memory logging and configures logging to stop when the log file capacity is full.

Format no logging buffered wrap
Mode Privileged EXEC

3.6.4 logging cli-command

This command enables the CLI command logging feature, which enables the FASTPATH software to log all CLI commands
issued on the system. The commands are stored in a persistent log. Use the show logging persistent command to dis-
play the stored history of CLI commands.

Default enabled
Format logging cli-command
Mode Global Config

3.6.4.1 no logging cli-command

This command disables the CLI command Logging feature.

Format no logging cli-command
Mode Global Config

3.6.5 logging console

This command enables logging to the console. You can specify the severitylevel value as either an integer from 0 to
7 or symbolically through one of the following keywords: emergency (0), alert (1), critical (2), error (3), warning
(4), notice (5), info (6), or debug (7).

Default disabled; critical when enabled
Format logging console [severitylevel]
Mode Global Config

3.6.51 no logging console

This command disables logging to the console.

Format no logging console
Mode Global Config

3.6.6 logging host

This command configures the logging host parameters. You can configure up to eight hosts.
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Default . port: 514 (for UDP) and 6514 (for TLS)
. authentication mode: anonymous

. certificate index: O

o level: critical (2)

Format logging host {hostaddress|hostname} addresstype tls [anon[x509name] certificate-index
{port severitylevel}

Mode Global Config

Parameter | Description

hostaddress| host- The IP address of the logging host.

name

address-type Indicates the type of address being passed: DNS or IPv4.

tls Enables TLS security for the host.

anon|x509name The type of authentication mode: anonymous or x509name.

certificate-index The certificate number to be used for authentication. The valid range is 0 to 8. Index O is
used to the default file.

port A port number from 1to 65535.

severitylevel Specify this value as either an integer from 0 to 7, or symbolically through one of the fol-
lowing keywords: emergency (0), alert (1), critical (2), error (3), warning (4),
notice (5), info (6), or debug (7).

Example: The following shows examples of the command.

(Routing) (Config)# logging host google.com dns 214

(Routing) (Config)# logging host 10.130.64.88 ipv4 214 6

(Routing) (Config)# logging host 5.5.5.5 ipv4 tls anon 6514 debug
(Routing) (Config)# logging host 5.5.5.5 ipv4 tls x509name 3 6514 debug

3.6.7 logging host reconfigure

This command enables logging host reconfiguration.

Format logging host reconfigure hostindex

Mode Global Config

Parameter | Description

hostindex Enter the Logging Host Index for which to change the IP address.

3.6.8 logging host remove

This command disables logging to host. See the show logging hosts command for a list of host indexes.

Format logging host remove hostindex
Mode Global Config

3.69 logging protocol

Use this command to configure the logging protocol version number as 0 or 1. RFC 3164 uses version 0 and RFC 5424 uses
version 1.

Default The default is version 0 (RFC 3164).
Format logging protocol {@|1}
Mode Global Config
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3.6.10 logging syslog

This command enables syslog logging. Use the optional facility parameter to set the default facility used in syslog
messages for components that do not have an internally assigned facility. The facility value can be one of the fol-
Lowing keywords: kernel, user, mail, system, security, syslog, lpr, nntp, uucp, cron, auth, ftp, ntp, audit,
alert, clock, local0,locall, local2, local3, local4, local5, local6, local7. The default facility is 1ocal7.

Default disabled
Format logging syslog [facility facility]
Mode Global Config

3.6.10.1 no logging syslog

This command disables syslog logging.

Format no logging syslog [facility]
Mode Global Config

3.6.1 logging syslog port

This command enables syslog logging. The portid parameter is an integer with a range of 1to 65535.

Default disabled
Format logging syslog port portid
Mode Global Config

3.6.11.1 no logging syslog port

This command disables syslog logging.

Format no logging syslog port
Mode Global Config

3.6.12 logging syslog source-interface

This command configures the syslog source-interface (source IP address) for syslog server configuration. The selected
source-interface IP address is used for filling the IP header of management protocol packets. This allows security
devices (firewalls) to identify the source packets coming from the specific switch. If a source-interface is not specified,
the primary IP address of the originating (outbound) interface is used as the source address.

Format logging syslog source-interface {slot/port|{loopback Loopback-id}|{vlan vlan-id}}
Mode Global Config

Parameter | Description

slot/port VLAN or port-based routing interface.

loopback-id Configures the loopback interface to use as the source IP address. The range of the loop-
back IDis 0 to 7.

tunnel-id Configures the tunnel interface to use as the source IP address. The range of the tunnel
IDisOto 7.

vlan-id Configures the VLAN interface to use as the source IP address. The range of the VLAN ID
is1to 4093.

Example: The following shows examples of the command.

(config)#logging syslog source-interface loopback ©
(config)#logging syslog source-interface tunnel ©
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(config)#logging syslog source-interface 0/4/1
(config)#logging syslog source-interface 1/0/1
3.6.121 no logging syslog source-interface

This command disables syslog logging.

Format no logging syslog
Mode Global Config

3.6.13 show logging

This command displays logging configuration information.

Format show logging
Mode Privileged EXEC

Parameter | Description

Logging Client Local  Port on the collector/relay to which syslog messages are sent.
Port

Logging Client USB
File Name

Logging Client Source Shows the configured syslog source-interface (source IP address).
Interface

Logging Client Source
IPv4 Address

CLI Command Logging Shows whether CLI Command logging is enabled or disabled.

Logging Protocol The logging protocol version number.
e 0: RFC 3164
i 1: RFC 5424

Console Logging Shows whether console logging is enabled.

Console Logging The minimum severity to log to the console log. Messages with an equal or lower numer-
Severity Filter ical severity are logged.

Buffered Logging Shows whether buffered logging is enabled.

Buffered Logging
Severity Filter

Buffered Logging Displays the maximum percentage of the allocated logging buffer pool that can be used

Threshold (%) by the logging subsystem during a normal run. If the logging subsystem exceeds the
usage of the pre-allocated buffer pool beyond this point, an alert event and a console log
are generated.

Persistent Logging Shows whether persistent logging is enabled.

Persistent Logging The minimum severity at which the logging entries are retained after a system reboot.
Severity Filter

Syslog Logging Shows whether syslog logging is enabled.

Syslog Logging Facil- Shows the value set for the facility in syslog messages.

ity

Log Messages Number of messages received by the log process. This includes messages that are
Received dropped or ignored.

Log Messages Number of messages that could not be processed due to error or lack of resources.
Dropped

Log Messages Relayed Number of messages sent to the collector/relay.

Example: The following shows example CLI display output for the command.

(Routing) #show logging
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Logging Client Local Port : 514
Logging Client USB File Name :

Logging Client Source Interface :vlan 1
Logging Client Source IPv4 Address : 169.254.100.100 [Up]
CLI Command Logging : disabled
Logging protocol . 0
Console Logging : disabled
Console Logging Severity Filter : error
Buffered Logging : enabled
Buffered Logging Severity Filter ¢ notice
Buffered Logging Threshold (%) . 80
Persistent Logging : disabled
Persistent Logging Severity Filter : alert
Syslog Logging : disabled
Syslog Logging Facility : local?
Log Messages Received : 15945
Log Messages Dropped : 0

Log Messages Relayed ]

3.6.14 show logging buffered

This command displays buffered logging (system startup and system operation logs). The user can specify the time
period for which the logs are to be displayed. The command display logs timestamped within the start and end times
specified. Both the start and end time arguments are optional. If the end time is not specified, the current time is used.

Format show logging buffered {[start <time> <date>] [end <time> <date>]}
Mode Privileged EXEC

Parameter | Description

time Expressed in a 24-hour clock, in the form of hours:minutes. For example, 8:00 is 8:00 a.m.
and 20:00 is 8:00 p.m.
date Expressed in the format day month year.

Buffered (In-Memory) Shows whether the In-Memory log is enabled or disabled.
Logging

Buffered Logging
\Wrapping Behavior

The behavior of the In Memory log when faced with a log full situation.

Buffered Log Count The count of valid entries in the buffered log.

Buffered Logging Displays the maximum number of buffered logs based on the Buffer Logging Thresh-
Threshold (lines) old (%).

Example: The following shows example CLI display output for the command.
(Routing)#show logging buffered
Buffered (In-Memory) Logging : enabled
Buffered Logging Wrapping Behavior : On

Buffered Log Count : 85
Buffered Log Threshold (lines) : 160

3.6.15 show logging hosts

This command displays all configured logging hosts. Use the “|" character to display the output filter options.

Format show logging hosts
Mode Privileged EXEC
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Parameter | Description

Host Index (Used for deleting hosts.)

IP Address / Host- IP address or hostname of the logging host.

name

Severity Level The minimum severity to log to the specified address. The possible values are emergency
(0),alert (1),critical (2),error (3),warning (4),notice (5),1info (6),o0r
debug (7).

Port The server port number, which is the port on the local host from which syslog messages
are sent.

Status Status field provides the current status of snmp row status. (Active, Not in Service,
Not Ready).

Mode The type of security: UDP or TLS.

Auth The type of authentication mode: anonymous or x509name.

Cert # The certificate number to be used for authentication. The valid range is 0 to 8. Index 0 is
used to the default file.

Example: The following shows example CLI display output for the command.

(Routing) #show logging hosts
Index IP Address/Hostname Severity Port  Status Mode

1 1.1.1.17 critical 514 Active udp
2 10.130.191.90 debug 10514 Active tls
3 5.5.5.5 debug 333 Active tls
Auth Cert#

x509name 6

x509name 4

3.6.16 show logging persistent

Use the show logging persistent command to display persistent log entries. The user can specify the time period
for which the logs are to be displayed. The command display logs timestamped within the start and end times specified.
Both the start and end time arguments are optional. If the end time is not specified, the current time is used.

If log-files is specified, the system persistent log files are displayed. Persistent Logging in the display output
indicates whether persistent logging is enabled or disabled. Persistent Log Count in the display output indicates
the number of persistent log entries.

Format show logging persistent {[start <time> <date>] [end <time> <date>]} [log-files |
previous]<cr>
Mode Privileged EXEC
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Options | Description

time Expressed in a 24-hour clock, in the form of hours:minutes. For example, 8:00 is 8:00 a.m.
and 20:00 is 8:00 p.m.

date Expressed in the format day month year.

none Display persistent log entries.

log-files Display the list of persistent log files existing in the system.

previous Display persistent log entries from the last reboot.

Example: The following shows example CLI display output for the command.

(Switching) #show logging persistent

Persistent Logging : disabled
Persistent Log Count : ©

(Switching) #show logging persistent log-files
Persistent Log Files:

slogd.txt
slogl.txt

3.6.17 show logging traplogs
This command displays SNMP trap events and statistics.

Format show logging traplogs
Mode Privileged EXEC

Parameter | Description

Number of Traps Since The number of traps since the last boot.
Last Reset

Trap Log Capacity The number of traps the system can retain.

Number of Traps Since The number of new traps since the command was last executed.
Log Last Viewed

Log The log number.
System Time Up How long the system had been running at the time the trap was sent.
Trap The text of the trap message.

3.6.18 clear logging buffered

This command clears buffered logging (system startup and system operation logs).

Format clear logging buffered
Mode Privileged EXEC
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3.7 Email Alerting and Mail Server Commands

3.7.1 logging email

This command enables email alerting and sets the lowest severity level for which log messages are emailed. If you spec-
ify a severity level, log messages at or above this severity level, but below the urgent severity level, are emailed in a non-
urgent manner by collecting them together until the log time expires. You can specify the severitylevel value as
either an integer from 0 to 7 or symbolically through one of the following keywords: emergency (0), alert (1),
critical (2), error (3), warning (4), notice (5), info (6), or debug (7).

Default disabled; when enabled, log messages at or above severity Warning (4) are emailed
Format logging email [severitylevel]
Mode Global Config

3.71.1 no logging email

This command disables email alerting.

Format no logging email
Mode Global Config
3.7.2 logging email urgent

This command sets the lowest severity level at which log messages are emailed immediately in a single email message.
Specify the severitylevel value as either an integer from 0 to 7 or symbolically through one of the following key-
words: emergency (0), alert (1), critical (2), error (3), warning (4), notice (5), info (6), or debug (7). Specify
none to indicate that log messages are collected and sent in a batch email at a specified interval.

Default Alert (1) and emergency (0) messages are sent immediately.
Format logging email urgent {severitylevel | none}
Mode Global Config

3.7.21 no logging email urgent

This command resets the urgent severity level to the default value.

Format no logging email urgent
Mode Global Config
3.73 logging email message-type to-addr

This command configures the email address to which messages are sent. The message types supported are urgent,
non-urgent, and both. For each supported severity level, multiple email addresses can be configured. The to-email-
addr variable is a standard email address, for example admin@yourcompany.com.

Format logging email message-type {urgent |non-urgent |both} to-addr to-email-addr
Mode Global Config

3.7.3.1 no logging email message-type to-addr

This command removes the configured to-addr field of email.

Format no logging email message-type {urgent |non-urgent |both} to-addr to-email-addr
Mode Global Config
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3.7.4 logging email from-addr

This command configures the email address of the sender (the switch).

Default switch@broadcom.com
Format logging email from-addr from-email-addr
Mode Global Config

3.7.41 no logging email from-addr

This command removes the configured email source address.

Format no logging email from-addr from-email-addr
Mode Global Config
3.75 logging email message-type subject

This command configures the subject line of the email for the specified type.

Default For urgent messages: Urgent Log Messages

For non-urgent messages: Non Urgent Log Messages
Format logging email message-type {urgent |non-urgent |both} subject subject
Mode Global Config

3.7.5.1 no logging email message-type subject

This command removes the configured email subject for the specified message type and restores it to the default email
subject.

Format no logging email message-type {urgent |non-urgent |both} subject
Mode Global Config

3.7.6 logging email logtime

This command configures how frequently non-urgent email messages are sent. Non-urgent messages are collected and
sentin a batch email at the specified interval. The valid range is every 30 to 1440 minutes.

Default 30 minutes
Format logging email logtime minutes
Mode Global Config

3.7.6.1 no logging email logtime

This command resets the non-urgent log time to the default value.

Format no logging email logtime
Mode Global Config
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3.7.7 logging traps

The logging traps command is being deprecated and will be removed in the next FASTPATH

NOTICE release

This command sets the severity at which SNMP traps are logged and sent in an email. Specify the severitylevel value
as either an integer from 0 to 7 or symbolically through one of the following keywords: emergency (0), alert (1),
critical (2), error (3), warning (4), notice (5), info (6), or debug (7).

Default Info (6) messages and higher are logged.
Format logging traps severitylevel
Mode Global Config

3.7.71 no logging traps
This command resets the SNMP trap logging severity level to the default value.

Format no logging traps
Mode Global Config
3.7.8 logging email test message-type

This command sends an email to the SMTP server to test the email alerting function.

Format logging email test message-type {urgent |non-urgent |both} message-body message-body
Mode Global Config

3.79 show logging email config
This command displays information about the email alert configuration.

Format show logging email config
Mode Privileged EXEC

Parameter | Description

Email Alert Logging The administrative status of the feature: enabled or disabled

Email Alert From The email address of the sender (the switch).

Address

Email Alert Urgent The lowest severity level that is considered urgent. Messages of this type are sent imme-
Severity Level diately.

Email Alert Non The lowest severity level that is considered non-urgent. Messages of this type, up to the

Urgent Severity Level urgent level, are collected and sent in a batch email. Log messages that are less severe
are not sentin an email message at all.

Email Alert Trap The lowest severity level at which traps are logged.
Severity Level

Email Alert Notifica- The amount of time to wait between non-urgent messages.
tion Period

Email Alert To Address The configured email recipients.
Table

Email Alert Subject The subject lines included in urgent (Type 1) and non-urgent (Type 2) messages.
Table

For Msg Type urgent, The configured email subject for sending urgent messages.
subjectis
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Parameter Description

For Msg Type non- The configured email subject for sending non-urgent messages.
urgent, subject is

3.7.10 show logging email statistics

This command displays email alerting statistics.

Format show logging email statistics
Mode Privileged EXEC

Parameter | Description

Email Alert Operation The operational status of the email alerting feature.
Status

No of Email Failures  The number of email messages that have attempted to be sent but were unsuccessful.

No of Email Sent The number of email messages that were sent from the switch since the counter was
cleared.

Time Since Last Email The amount of time that has passed since the last email was sent from the switch.
Sent

3.1 clear logging email statistics

This command resets the email alerting statistics.

Format clear logging email statistics
Mode Privileged EXEC
3.712 mail-server

This command configures the SMTP server to which the switch sends email alert messages and changes the mode to
Mail Server Configuration mode. The server address can be in the IPv4, IPv6, or DNS name format.

Format mail-server {ip-address | ipv6-address | hostname}
Mode Global Config

3.7121 no mail-server

This command removes the specified SMTP server from the configuration.

Format no mail-server {ip-address | ipv6-address | hostname}
Mode Global Config

3.713 security

This command sets the email alerting security protocol by enabling the switch to use TLS authentication with the SMTP
Server. If the TLS mode is enabled on the switch but the SMTP sever does not support TLS mode, no email is sent to the
SMTP server.

Default none
Format security {tlsvl | none}
Mode Mail Server Config
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3.714 port

This command configures the TCP port to use for communication with the SMTP server. The recommended port for TLSv1
is 465, and for no security (that is, none) it is 25. However, any nonstandard port in the range 1to 65535 is also allowed.

Default 25
Format port {465 | 25 | 1-65535}
Mode Mail Server Config

3.7.15 username (Mail Server Config)

This command configures the login ID the switch uses to authenticate with the SMTP server.

Default admin
Format username name
Mode Mail Server Config

3.7.16 password

This command configures the password the switch uses to authenticate with the SMTP server.

Default admin

Format password password

Mode Mail Server Config

3.717 show mail-server config

This command displays information about the email alert configuration.

Format show mail-server {ip-address | hostname | all} config
Mode Privileged EXEC

Parameter | Description

No of mail servers The number of SMTP servers configured on the switch.

configured

Email Alert Mail The IPv4/IPv6 address or DNS hostname of the configured SMTP server.
Server Address

Email Alert Mail The TCP port the switch uses to send email to the SMTP server.

Server Port

Email Alert Security The security protocol (TLS or none) the switch uses to authenticate with the SMTP server.
Protocol

Email Alert Username The username the switch uses to authenticate with the SMTP server.

Email Alert Password The password the switch uses to authenticate with the SMTP server.
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3.8 System Utility and Clear Commands

This section describes the commands you use to help troubleshoot connectivity issues and to restore various configura-
tions to their factory defaults.

3.8.1 traceroute

Use the traceroute command to discover the routes that IPv4 or IPvb packets actually take when traveling to their
destination through the network on a hop-by-hop basis. Traceroute continues to provide a synchronous response when
initiated from the CLI.

The user may specify the source IP address or the virtual router of the traceroute probes. Recall that traceroute works by
sending packets that are expected not to reach their final destination, but instead trigger ICMP error messages back to
the source address from each hop along the forward path to the destination. By specifying the source address, the user
can determine where along the forward path there is no route back to the source address. Note that this is only useful if
the route from source to destination and destination to source is symmetric.) It would be common, for example, to send a
traceroute from an edge router to a target higher in the network using a source address from a host subnet on the edge
router. This would test reachability from within the network back to hosts attached to the edge router. Alternatively, one
might send a traceroute with an address on a loopback interface as a source to test reachability back to the loopback
interface address.

In the CLI, the user may specify the source as an IPv4 address, IPv6 address, a virtual router, or as a routing interface.
When the source is specified as a routing interface, the traceroute is sent using the primary IPv4 address on the source
interface. With SNMP, the source must be specified as an address. The source cannot be specified in the web Ul.

FASTPATH will not accept an incoming packet, such as a traceroute response, that arrives on a routing interface if the
packet's destination address is on one of the out-of-band management interfaces (service port or network port). Simi-
larly, FASTPATH will not accept a packet that arrives on a management interface if the packet's destination is an address
on a routing interface. Thus, it would be futile to send a traceroute on a management interface using a routing interface
address as source, or to send a traceroute on a routing interface using a management interface as source. When sending
a traceroute on a routing interface, the source must be that routing interface or another routing interface. When sending
a traceroute on a management interface, the source must be on that management interface. For this reason, the user
cannot specify the source as a management interface or management interface address. WWhen sending a traceroute on a
management interface, the user should not specify a source address, but instead let the system select the source
address from the outgoing interface.

Default . count: 3 probes
i interval: 3 seconds
e size: 0 bytes
i port: 33434
. maxTtl: 30 hops
i maxFail: 5 probes
. initTtl: Thop

Format traceroute {ip-address | [ipv6] {ipv6-address | hostname}} [initTtl
initTtl]
[maxTtl maxTtl] [maxFail maxFail] [interval interval] [count count] [port port]
[size size] [source {ip-address | | ipv6-address | unit/slot/port}]

Mode Privileged EXEC

Using the following options, you can specify the initial and maximum time-to-live (TTL) in probe packets, the maximum
number of failures before termination, the number of probes sent for each TTL, and the size of each probe.

Parameter | Description

ipaddressf The ipaddress value should be a valid IP address.

ipvb-address The ipvb-address value should be a valid IPvb address.

hostname The hostname value should be a valid hostname.

ipvb The optional ipv6 keyword can be used before ipv6-address or hostname. Giving the ipv6

keyword before the hostname tries it to resolve to an IPv6 address.

initTtl Use initTtl to specify the initial time-to-Llive (TTL), the maximum number of router
hops between the local and remote system. Range is O to 255.
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Parameter | Description

maxTtl Use maxTtle to specify the maximum TTL. Range is 1to 255.

maxFail Use maxFail to terminate the traceroute after failing to receive a response for this num-
ber of consecutive probes. Range is 0 to 255.

interval Use the optional interval parameter to specify the time between probes, in seconds. If
a response is not received within this interval, then traceroute considers that probe a
failure (printing *) and sends the next probe. If traceroute does receive a response to a
probe within this interval, then it sends the next probe immediately. Range is 1to 60 sec-

onds.

count Use the optional count parameter to specify the number of probes to send for each TTL
value. Range is 1to 10 probes.

port Use the optional port parameter to specify destination UDP port of the probe. This
should be an unused port on the remote destination system. Range is 1to 65535.

size Use the optional size parameter to specify the size, in bytes, of the payload of the Echo
Requests sent. Range is 0 to 65507 bytes.

source Use the optional source parameter to specify the source IP address or interface for the
traceroute.

The following are examples of the CLI command.

Example: traceroute Success:

(Routing) # traceroute 10.240.10.115 initTtl 1 maxTtl 4 maxFail @ interval 1 count 3 port 33434 size
43

Traceroute to 10.240.10.115 ,4 hops max 43 byte packets:

1 10.240.4.1 708 ms 41 ms 11 ms

2 10.240.10.115 0 ms 0 ms 0 ms

Hop Count = 1 Last TTL = 2 Test attempt = 6 Test Success = 6

Example: traceroute ipvb Success

(Routing) # traceroute 2001::2 initTtl 1 maxTtl 4 maxFail 0 interval 1 count 3 port 33434
size 43

Traceroute to 2001::2 hops max 43 byte packets:
1 2001::2 708 ms 41 ms 11 ms

The above command can also be execute with the optional ipvé6 parameter as follows:

(Routing) # traceroute ipv6 2001::2 initTtl 1 maxTtl 4 maxFail 0 interval 1 count 3 port
33434 size 43
Example: traceroute Failure:

(Routing) # traceroute 10.40.1.1 initTtl 1 maxFail @ interval 1 count 3
port 33434 size 43
Traceroute to 10.40.1.1 ,30 hops max 43 byte packets:

1 10.240.4.1 19 ms 18 ms 9 ms

2 10.240.1.252 0 ms 0 ms 1 ms

3 172.31.0.9 277 ms 276 ms 277 ms

4 10.254.1.1 289 ms 327 ms 282 ms

5 10.254.21.2 287 ms 293 ms 296 ms
6 192.168.76.2 290 ms 291 ms 289 ms
7 0.0.0.0 O ms *

Hop Count = 6 Last TTL = 7 Test attempt = 19 Test Success = 18

Example: traceroute ipvb Failure
(Routing)# traceroute 2001::2 initTtl 1 maxFail @ interval 1 count 3 port 33434 size 43
Traceroute to 2001::2 hops max 43 byte packets:

1 3001::1 708 ms 41 ms 11 ms
2 4001::2 250 ms 200 ms 193 ms
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3 5001::3 289 ms 313 ms 278 ms
4 6001::4 651 ms 41 ms 270 ms
5 0 O ms *

Hop Count = 4 Last TTL = 5 Test attempt = 1 Test Success = 0@

3.8.2 clear config

This command resets the configuration to the factory defaults without powering off the switch. When you issue this
command, a prompt appears to confirm that the reset should proceed. When you enter y, you automatically reset the
current configuration on the switch to the default values. It does not reset the switch.

Format clear config
Mode Privileged EXEC
3.8.3 clear config interface

This command resets the configuration in the specified interface or range of interfaces to the factory defaults without
powering off the switch. When you issue this command, a prompt appears to confirm that the reset should proceed.
When you enter y, you automatically reset the current configuration on the interface or interfaces to the default values. It
does not reset the switch.

Theclear config interface command clears the configuration only for commands issued in Interface Config mode.
Interface-related commands which were not issued in Interface Config mode, such as enabling routing on a VLAN inter-
face, cannot be cleared using this command

Format clear config interface {slot/port | lag lag_id | vlan vlan_id | loopback Loopback id}
Mode Privileged EXEC
3.8.4 clear counters

This command clears the statistics for a specified slot/port, forallthe ports, or for an interface on a VLAN based on
the argument, including the loop protection counters. The command accepts up to 255 character length ACL names. If a
virtual router is specified, the statistics for the ports on the virtual router are cleared. If no router is specified, the infor-
mation for the default router will be displayed.

Format clear counters {slot/port | all | vlan id}
Mode Privileged EXEC

3.8.5 clear igmpsnooping

This command clears the tables managed by the IGMP Snooping function and attempts to delete these entries from the
Multicast Forwarding Database.

Format clear igmpsnooping
Mode Privileged EXEC
3.8.6 clear ip access-list counters

This command clears the counters of the specified IP ACL and IP ACL rule. The command accepts up to 255-character
length ACL names.

Format clear ip access-list counters acl-ID | acl-name rule-id
Mode Privileged EXEC
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3.8.7 clear ipvb access-list counters

This command clears the counters of the specified IP ACL and IP ACL rule. The command accepts up to 255-character
length ACL names.

Format clear ipv6 access-list counters acl-name rule-id
Mode Privileged EXEC
3.8.8 clear mac access-list counters

This command clears the counters of the specified MAC ACL and MAC ACL rule. The command accepts up to 255 charac-
ter length ACL names.

Format clear mac access-list counters acl-name rule-id
Mode Privileged EXEC

3.8.9 clear traplog

This command clears the trap log.

Format clear traplog
Mode Privileged EXEC

3.8.10 clear vlan

This command resets VLAN configuration parameters to the factory defaults. When the VLAN configuration is reset to
the factory defaults, the following are some scenarios regarding GVRP and MVRP that happen.

1. Static VLANs are deleted.

2. GVRP is restored to the factory default as a result of handling the VLAN RESTORE NOTIFY event. Because GVRP is
disabled by default, this means that GVRP should be disabled and all of its dynamic VLANs should be deleted.

3. MVRP is restored to the factory default as a result of handling the VLAN RESTORE NOTIFY event. Because MVRP is
enabled by default, this means that any VLANs already created by MVRP are unaffected. However, for customer
platforms where MVRP is disabled by default, then the MVRP behavior should match GVRP. That is, MVRP is disabled
and the MVRP VLANSs are deleted.

Format clear vlan
Mode Privileged EXEC
3.8.11 clear vlan stats

This command clears the supported per-VLAN statistics for the VLANs specified.

Format clear vlan [vlan-list] stats
Mode Privileged EXEC

Example: Clear statistics on VLAN 10.

(Switching) # clear vlan 10 stats
Example: Clear statistics on multiple VLANs 10, 20, and 30.

(Switching) # clear vlan 10,20,30 stats
Example: Clear statistics on all available VLANSs.

(Switching) # clear vlan stats
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3.8.12 logout

This command closes the current telnet connection or resets the current serial connection.

Save configuration changes before logging out.

NOTICE

Format logout

Modes . Privileged EXEC
° User EXEC

3.813 ping

Use this command to determine whether another computer is on the network. Ping provides a synchronous response
when initiated from the CLI and Web interfaces.

Default . The default countis 1.
. The default interval is 3 seconds.
. The default size is 0 bytes.

Format ping {ip-address| hostname | {ipvé {interface {slot/port | vlan 1-4093 |
loopback Loopback-id | network | serviceport | tunnel tunnel-id } Link-local-address} |
ip6addr | hostname} [count count] [interval 1-60] [size size] [source ip-address |
ip6addr | {slot/port | vlan 1-4093 | serviceport | network}] [outgoing-interface
{slot/port | vlan 1-4093 | serviceport | network}]

Modes . Privileged EXEC
e User EXEC

Using the following options, you can specify the number and size of Echo Requests and the interval between Echo
Requests.

Parameter | Description

address IPv4 or IPv6 addresses to ping.

count Use the count parameter to specify the number of ping packets (ICMP Echo requests)
that are sent to the destination address specified by the ip-address field. The range for
count is 1to 15 requests.

size Use the size parameter to specify the size, in bytes, of the payload of the Echo
Requests sent. Range is 0 to 65507 bytes.

source Use the source parameter to specify the source IP/IPv6 address or interface to use when
sending the Echo requests packets.

hostname Use the hostname parameter to resolve to an IPv4 or IPvb address. The ipvé keyword is
specified to resolve the hostname to IPv6 address. The IPv4 address is resolved if no key-
word is specified.

ipvb The optional keyword ipv6 can be used before the ipvb6-address or hostname argument.
Using the ipv6 optional keyword before hostname tries to resolve it directly to the IPv6
address. Also used for pinging a link-local IPv6 address.

interface Use the interface keyword to ping a link-local IPv6 address over an interface.

link-local-address The 1ink-local IPv6 address to ping over aninterface.

outgoing-interface Use the outgoing-interface parameter to specify the outgoing interface for multicast
IP/IPVv6 ping.
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The following are examples of the CLI command.

Example: |IPv4 ping success:

(Routing) #ping 10.254.2.160 count 3 interval 1 size 255
Pinging 10.254.2.160 with 255 bytes of data:

Received response for icmp_seq = ©. time = 275268 usec
Received response for icmp_seq = 1. time = 274009 usec
Received response for icmp_seq = 2. time = 279459 usec

----10.254.2.160 PING statistics----
3 packets transmitted, 3 packets received, 0% packet loss
round-trip (ms) min/avg/max = 274/279/276

Example: |IPv6 ping success

(Routing) #ping 2001::1
Pinging 2001::1 with 64 bytes of data:

Send count=3, Receive count=3 from 2001::1
Average round trip time = 3.00 ms
Example: |Pv4 ping failure:

In Case of Unreachable Destination:

(Routing) # ping 192.168.254.222 count 3 interval 1 size 255
Pinging 192.168.254.222 with 255 bytes of data:

Received Response: Unreachable Destination

Received Response :Unreachable Destination

Received Response :Unreachable Destination
----192.168.254.222 PING statistics----

3 packets transmitted,3 packets received, 0% packet loss
round-trip (ms) min/avg/max = ©/0/0

In Case Of Request TimedOut:

(Routing) # ping 1.1.1.1 count 1 interval 3
Pinging 1.1.1.1 with @ bytes of data:

----1.1.1.1 PING statistics----
1 packets transmitted,® packets received, 100% packet loss
round-trip (ms) min/avg/max = ©/0/0

Example: IPv6 ping failure

(Routing) #ping ipv6 2001::4
Pinging 2001::4 with 64 bytes of data:

Send count=3, Receive count=0 from 2001::4
Average round trip time = ©.00 ms

3.814  quit

This command closes the current telnet connection or resets the current serial connection. The system asks you whether
to save configuration changes before quitting.

Format quit
Modes . Privileged EXEC
° User EXEC
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3.8.15 reload

This command resets the switch without powering it off. Reset means that all network connections are terminated and
the boot code executes. The switch uses the stored configuration to initialize the switch. You are prompted to confirm
that the reset should proceed. The LEDs on the switch indicate a successful reset.

Format reload [configuration [scriptname]]
Mode Privileged EXEC

Parameter | Description

configuration Gracefully reloads the configuration. If no configuration file is specified, the startup-con-
fig file is loaded.

scriptname The configuration file to load. The scriptname must include the extension.

3.8.16 dying-gasp

Use this command to allow a dying-gasp notification to be sent through Syslog or Ethernet-OAM when the switch loses
power or resets abruptly. The switch reset might be due to an unexpected software failure, a LOG_ERROR, or a user-trig-
gered switch reload. The Dying Gasp feature also notifies dying gasp events as SNMP trap to the trap receiver

The ability to send a dying-gasp notification on loss of power depends on the platform hardware capability. The switch
hardware must be able to supply back power for approximately 300 ms to send the dying gasp notification after the
abrupt power loss or reset occurs.

Format dying-gasp primary {syslog | ethernet-oam | snmptrap} secondary { syslog | ethernet-oam
| snmptrap}
Mode Global Config

Parameter | Description

primary Dying Gasp primary notification
secondary Dying Gasp secondary notification
ethernet-oam Enable Ethernet-OAM notification
syslog Enable system logger

snmptrap Enable SNMP trap notification

3.816.1 nodying-gasp

This command disables the sending of dying gasp notifications.

Format no dying-gasp
Mode Global Config

3.817 show dying-gasp

This command displays the dying gasp configuration status.

Format show dying-gasp status
Mode Privileged EXEC

The command displays the information shown in the following table.
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Parameter | Description

Dying Gasp Primary Identifies the primary notification mode, which can be one of the following:
Mode *  Syslog
. Ethernet-OAM

° SnmpTrap

Dying Gasp Secondary Identifies the secondary notification mode, which can be one of the following:
Mode . Syslog
e Ethernet-OAM

. SnmpTrap

3.8.18 copy

The copy command uploads and downloads files to and from the switch. You can also use the copy command to man-
age the dual images (active and backup) on the file system. Upload and download files from a server using FTP, TFTP,
Xmodem, Ymodem, and Zmodem. If FTP is used, a password is required.

SFTP and SCP are available as additional transfer methods if the software package supports secure management. CLI-
based file transfers using the HTTP and HTTPS protocols are supported on selected platforms where a native wget utility
is available.

Format copy source destination [source option] [{verify | noverify}][checkcert |
nocheckcert]
Mode Privileged EXEC

Replace the source and destination parameters with the options in Table 9, “Copy Parameters,"” on page 198. For the
url source or destination, use one of the following values:

{xmodem | tftp://ipaddr|hostname|ip6address|hostname/filepath/filename [noval]| sftp|scp://
username@ipaddr | ipv6address/filepath/filename | ftp://user@ipaddress | hostname/filepath/filename
| http://{user@}ipaddr|hostname/filepath/filename | https://{user@}ipaddr|hostname/filepath/
filename}

The optional source option parameters specify the source-interface or source IP address for the copy command.
The selected source-interface IP address is to be used for filling the IP header of management protocol packets (SCP,
SFTP and TFTP). This allows security devices (firewalls) to identify the source packets coming from the specific switch. If
a source-interface is not specified, the primary IP address of the originating (outbound) interface is used as source
address. When the user selects the source interface for SCP, SFTP, TFTP applications, it (re)binds the interface source IP
address with the server. The source interface is not supported for HTTRP/HTTPS protocols.

Theverify | noverify options are only available if the image/configuration verify options feature is enabled (see
the file verify command). verify specifies that digital signature verification will be performed for the specified down-
loaded image or configuration file. noveri fy specifies that no verification will be performed.

For HTTPS transfers, the [checkcert | nocheckcert] options are available to enable or disable server certificate
validation. This option is valid only for HTTPS file transfer. If no option is specified, default action is applied for HTTPS file
transfer.

The keyword ias-users supports the downloading of the IAS user database file. When the |AS users file is downloaded,
the switch IAS user's database is replaced with the users and its attributes available in the downloaded file. In the com-
mand copy url ias-users, for url one of the followingis used for IAS users file:

{ { tftp://<ipaddr | hostname> | <ipvéaddress | hostname> /<filepath>/<filename> } | { sftp | scp:/
/<username>@<ipaddress>/<filepath>/<filename>} }

The maximum length for the file path is 160 characters, and the maximum length for the file name

NOTICE is 31 characters.

For FTP, TFTP, SFTP, and SCP, the ipaddr | hostname parameter is the IP address or host name of the server, filepath
is the path to the file, and filename is the name of the file you want to upload or download. For SFTP and SCP, the
username parameter is the username for logging into the remote server using SSH.
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ip6address is also a valid parameter for routing packages that support IPv6.

NOTICE

For platforms that include stacking, use the optional [unit unit id] parameter (when available) to specify the stack
member to use as the source for the item to copy. If no unit is specified, the item is copied from the stack manager.

To copy OpenFlow SSL certificates to the switch using TFTP or XMODEM, using only the following options pertinent to the
OpenFlow SSL certificates.

Format copy [<mode/file>] nvram:{openflow-ssl-ca-cert | openflow-ssl-cert |
openflow-ssl-priv-key}
Mode Privileged EXEC

ACAUTION Remenber to upload the existing fastpath.cfg file off the switch prior to loading a new
release.

Table9: Copy Parameters

Source Destination Description

nvram:application: url Filename of source application file.

sourcefilename

nvram:backup-config nvram:startup-config Copies the backup configuration to the startup con-
figuration.

nvram:clibanner url Copies the CLI banner to a server.

nvram:cpupktcapture.pcap |url Uploads CPU packets capture file.

[unit unit id]

nvram:crash-log url Copies the crash log to a server.

nvram:errorlog url Copies the error log file to a server.

nvram:factory-defaults url Uploads factory defaults file.

nvram:log url Copies the log file to a server.

nvram:file <src-file> url This command copies (uploads) a specified source

file <srcfile> to a specified URL. The specified file-
name can be a relative name related to the configu-
ration directory or an absolute filename.

nvram:file <src-file> nvram:startup-config This command copies s specified source file <src-
file> as the current configuration. The specified
destination filename can be a relative name related
to the configuration directory or an absolute file-
name. The configuration will become active only
after a reboot of the system.

nvram:file <src-file> nvram:file <destfile> This command copies a specified source file <src-
file> to a specified destination file <destfile>. The
specified source and destination filename can be a
relative name related to the configuration directory
or an absolute filename.

nvram:startup-config nvram:file <destfile> This command copies the permanent startup con-
figuration file /mnt/fastpath/startup-config to a
specified destination <destfile>. The specified des-
tination filename can be a relative name related to
the configuration directory or an absolute filename
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Table 9: Copy Parameters (Continued)
Source Destination Description
nvram:all-config url Uploads all relevant config files to a server. Con-
tains a collection of different configuration files.
This file is a "tar.gz" file and is generated with all
files in the directories “/mnt/fastpath” and “/mnt/
0s" and important bootloader settings.
nvram:oslog url Copies the OS system log file to a server
nvram:operational-log url Copies the operational log file to a server.
[unit unit id]
nvram:script scriptname |url Copies a specified configuration script file to a

nvram:startup-config

nvram:startup-config

nvram:startup-log
[unit unit id]

nvram: tech-support
[unit unit id]

nvram:traplog

system:running-config

system:running-config

system:running-config

nvram:backup-config

url

url

url

url

url

nvram:startup-config

nvram:factory-defaults

server.

Copies the startup configuration to the backup con-
figuration.

Copies the startup configuration to a server.

Uploads the startup log file.

Uploads the system and configuration information
for technical support.

Copies the trap log file to a server.

Accepts the url for upload operation.

Uploads running-config using {xmodem | ymodem
| zmodem |
tftp://<ipaddress|hostname>/<filepath>/
<filename>|
ftp://<user>@<ipaddr|hostname>/<path>/
<filename> |
scp://<user>@<ipaddr|hostname>/<path>/
<filename> |
sftp://<user>@<ipaddr|hostname>/<path>/
<filename>}

Saves the running configuration to NVRAM.

Saves the running configuration to NVRAM to the
factory-defaults file.

nvram:startup-config

nvram:file <filename>

This command copies the permanent startup con-
figuration file /mnt/fastpath/startup-config to a
specified destination <filename>. The specified des-
tination filename can be a relative name related to
the configuration directory or an absolute filename

url

url

url

url

url

nvram:application
destfilename

nvram:ca-root index

nvram:ca-root-certs

nvram:clibanner

nvram:client-key index

Destination file name for the application file.

Downloads the CA certificate file to the /mnt/fast-
path directory and uses the index number name the
downloaded file to CAindex.pem.

Downloads root CA certificate files to the /mnt/
fastpath/root-certificates directory. The root
CA certificates can be used by the native wget utility
for HTTPS server certificate validation during the
file download operation using HTTPS from the copy
command.

Downloads the CLI banner to the system.

Downloads the client key file to the /mnt/fastpath
directory and uses the index number name the
downloaded file to CAindex.key.
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Table 9: Copy Parameters (Continued)

Source Destination Description

url nvram:client-ssl-cert 1-8|Downloads the client certificate to the /mnt/fast-
path directory and uses the index number to name
the downloaded file to CAindex.pem.

url nvram:publickey-config Downloads the Public Key for Configuration Script
validation.

url nvram:publickey-image Downloads Public Key for Image validation.

url nvram:script Downloads a configuration script file to the system.

destfilename During the download of a configuration script, the

copy command validates the script. In case of any
error, the command lists all the lines at the end of
the validation process and prompts you to confirm
before copying the script file.

url nvram:script When you use this option, the copy command will

destfilename noval not validate the downloaded script file. An example

of the CLI command follows:
(Routing) #copy tftp://1.1.1.1/file.scr
nvram:script file.scr noval

url nvram:sshkey-dsa Downloads an SSH key file. For more information,
see.

url nvram:sshkey-rsal Downloads an SSH key file.

url nvram:sshkey-rsa2 Downloads an SSH key file.

url nvram:sslpem-dhweak Downloads an HTTP secure-server certificate.

url nvram:sslpem-dhstrong Downloads an HTTP secure-server certificate.

url nvram:sslpem-root Downloads an HTTP secure-server certificate. For
more information, see .

url nvram:sslpem-server Downloads an HTTP secure-server certificate.

url nvram:startup-config Downloads the startup configuration file to the sys-
tem.

url ias-users Downloads an IAS users database file to the system.
When the IAS users file is downloaded, the switch
IAS user's database is replaced with the users and
their attributes available in the downloaded file.

url nvram:file <filename> This command copies (downloads) a file from a
specified URL to a specified destination <filename>.
The specified destination filename can be a relative
name related to the configuration directory or an
absolute filename.

url nvram:all-config Downloads all relevant config files.

url nvram:oem-data Downloads and updates OEM data.

url ipmi Downloads and updates IPMI (HPM) firmware.

url nvram:tech-support-cmds Downloads the file containing list of commands to
be displayed using the show tech-support com-
mand.

url {imagel | image2} Download an image from the remote server to

either image. In a stacking environment, the down-
loaded image is distributed to the stack nodes.

www.kontron.com

// 200



CP6940 CLI Reference Manual

Example: The following shows an example of downloading and applying the ias users file.

(Routing) #copy tftp://10.131.17.104/aaa_users.txt ias-users

7 To o T TFTP

Set Server IP. ...ttt ittt ittiiieeennnns 10.131.17.104
Path. .o i i ./

T =T = aaa_users.txt
Data Type.. ittt ittt ittt ittt eennns IAS Users

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer operation completed successfully.

Validating and updating the users to the IAS users database.

Updated IAS users database successfully.

(Routing) #
Example: The following shows an example of the command to copy running configtoaremote system URL for
upload operation

(Routing) #copy system:running-config tftp://10.89.105.143/run-cfg

T T = TFTP

Set Server IP. ...t i ittt 10.89.105.143

L2 o o N i

Filename. ...ttt iiiiiiiiiiiiiiiieeennnneenns run-cfg

Data TYpPe. ettt ittt ittt tiiiiiee e Text Configuration
Source Filename.......coeiiiininennnenennnnnnnns running-config

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the duration of the transfer. Please
wait...

File transfer operation completed successfully.
(Routing)#

3.8.19 copy (SSL Diffie Hellman)

The copy command supports downloading SSL Diffie Hellman 1024 and 2048 pem filetypes (dh2048). The downloaded
pem files are stored in the /mnt/fastpath/ folder.

Format copy sourceURL destinationURL
Mode Privileged EXEC

The source and destination parameters are shown in the following table.

Source |Desﬁnaﬁon

sourceURL {<download url>}

destinationURL {<upload url>}

Example: The following are examples of the CLI command.

copy scp://user@< ipaddr|hostname >/<path>/<filename> nvram:sslpem-dh2048
copy scp://admin@10.85.234.2/home/sk019490/dh2048.pem nvram:sslpem-dh2048
copy scp://user@< ipaddr|hostname >/<path>/<filename> nvram:sslpem-dh1024
copy scp://admin@10.85.234.2/home/sk@19490/dh2048.pem nvram:sslpem-dh1024
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3.8.20 file verify

This command enables digital signature verification while an image and/or configuration file is downloaded to the
switch.

This command is available only when the image/configuration verify options feature is enabled.

NOTICE

Default none
Format file verify {all | image | none | config}
Mode Global Config

Parameter | Description

ALl Verifies the digital signature of both image and configuration files.

Image Verifies the digital signature of image files only.

None Disables digital signature verification for both images and configuration files.
Config Verifies the digital signature of configuration files.

3.8.20.1 nofile verify

Resets the configured digital signature verification value to the factory default value.

Format no file verify
Mode Global Config

3.8.21 image verify

Use this command to validate an image file. The file verify command validates an image during download, whereas the
image verify xxx command validatesimages in active and backup partitions. A digest of the image being validated is
calculated and compared with a digest from the digital signature that was extracted (during download) of the same
image. A match indicates a valid image.

Format image verify {active|backup}
Mode Privileged EXEC

Parameter | Description

active Specifies an active image file that needs verification.
backup Specifies an backup image file that needs verification.
3.8.22 ip scp server enable

This command enables SCP server functionality for SCP push operations on the FASTPATH switch, which allows files to
be transferred from the host device to the switch using the SCP protocol. During an SCP file transfer operation, the man-
agement operations on the switch are blocked. After the completion of file download to the FASTPATH switch, the switch
performs file validations similar to other download operations executed using the copy command.

To allow the SCP file transfers from the host system to the FASTPATH switch, the SCP server must be enabled on the
switch.

Default Disabled
Format ip scp server enable
Mode Privileged EXEC
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The transfer is initiated using the CLI on the host system, and not from the FASTPATH CLI. The following examples show
the syntax for SCP push commands executed on a PC host for configuration and firmware images.

o scp <config file> user@<scp server IP>:startup-config

b scp <config file> user@<scp server IP>:backup-config

° scp <config file> user@<scp server IP>:factory-defaults
b scp <config file> user@<scp server IP>:<scriptfile.scr>
b scp <image file> user@<scp server IP>:active

b scp <image file> user@<scp server IP>:backup

3.8.221 noip scp server enable

This command resets the SCP server functionality for SCP push operations on the FASTPATH switch to the default value
(disabled).

Format no ip scp server enable
Mode Privileged EXEC

3.8.23 write memory

Use this command to save running configuration changes to NVRAM so that the changes you make will persist across a
reboot. This command is the same as copy system:running-config nvram:startup-config. Usethe confirm
keyword to directly save the configuration to NVRAM without prompting for a confirmation.

Format write memory [confirm]
Mode Privileged EXEC

3.8.24 set bootstopkey

This command enables/disables the bootstop key. With this key the booting process can be stopped. Additionally with
parameter 'keyname' a new key name can be selected. The key will be stored in the bootloader environment as hash
value.

The information is stored in the bootloader environment in "bootstopkeysha256" and "bootdelay" (enabled > 0, disabled =
0).

Because the information is stored in the bootloader, there is no "show" CLI command provided and the command is not
stored in "running-config".

Default Enabled with key name = "stop" and boot delay = 3
Format set bootstopkey [keyname <name>]

Mode Priviledged EXEC

Access High Privileged User only

3.8.24.1 no set bootstopkey

This command resets the bootstop key. The boot process can not be interrupted.

Format no set bootstopkey
Mode Priviledged EXEC

3.8.25 set board root-password

This command changes the current LINUX root password. The user will be asked by a prompt to specify the password
and to reconfirm it a second time. An empty password can be specified by simply type <CR>. Then any password may be
specified for the login. The factory password can be reconfigured (parameter ‘factory’).

www.kontron.com // 203



CP6940 CLI Reference Manual

Format set board root-password [factory]
Mode Priviledged EXEC

3.8.26 show board port-map descr

The command displays the description for all physical ports related to the currently selected port-map.

Format show board port-map descr
Mode Priviledged EXEC

3.8.27 show board address

This command displays the global address info of the board.

Format show board address
Mode Priviledged EXEC

3.8.28 show board cpu-load

This command displays the CPU load. It shows the total time, the user time, the system time and the idle time in current
interval, 30 seconds interval and 5 minutes interval. All times are reported in percent.

Format show board cpu-load
Mode Priviledged EXEC

3.8.29 show board memory-usage

This command displays the Memory Usage. It shows malloc and kernel statistics.

Format show board memory-usage
Mode Priviledged EXEC

3.8.30 show board post-status

This command displays the power on self test status of the board. It checks the status of the system selftest and the
IPMC selftest.

Format show board post-status [system | ipmi]
Mode Priviledged EXEC
3.8.31 show board license

This command displays the license information. It exists an overview information, indicating the used software with their
licenses, and a textual information, indicating all relevant license texts. Note that the textual information is very volumi-
nous. You may select the <overview> or the <text> information or (without an argument) both.

Format show board license [overview | text]

Mode Priviledged EXEC
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3.8.32 show board version

This command displays hardware and software revision information. This includes serial-numbers, software and hard-
ware revisions as applicable.

Format show board version [hardware | product | release | fru | rtm | all]
Mode . Priviledged EXEC
L User exec

Product Information (,show board version'/,show boards version product"“)
i System description

i Product: name, serial number, part number and manufacturer
L Board: name, serial number, part number and manufacturer

i FASTPATH version

Hardware Information (,show boards version hardware“)

i Broadcom silicon

L Processor CPU type

i Processor clock

. Jumper settings (optional)

. DIP switch (optional)

. PCB revision (optional)

. LEDUP version (optional)

Updatable firmware components (,show boards version release“)
. System (FASTPATH) release

L IPMC release

i ... more information , reported by Linux

FRU Information (,show boards version FRU"“)

i Product: name, serial number, part number

e Board: name, serial number, part number

RTM Information (,show boards version rtm"“)

. board specific information related to RTM

.Using the command “show board version all", all information is displayed.

3.8.33 clear board event-log

This command deletes all event-log records.

Format clear board event-log
Mode Priviledged EXEC

3.8.34 show logging errcounter

This command displays the trace of the error counters.

Format show logging errcounter
Mode Priviledged EXEC
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3.8.35 clear errcounter

This command clears the error counters trace.

Format clear errcounter
Mode Priviledged EXEC

3.8.36 show logging backtrace

This command displays the backtrace file last created. A backtrace file is created when the application stops unexpect-
edly.

Format show logging backtrace
Mode Priviledged EXEC

3.8.37 set board sensor threshold

This command sets a new threshold value for a sensor. The ‘sensor-number’ for a specific sensor is described (and dis-
played) in the “show” command. The value type is ‘float.

The command sets the minimal or maximal threshold.

Note, that if a maximal hysteresis is supported by the sensor and the maximal threshold value is set, then the hysteresis
value is set with the same amount the new value is incremented/decremented.

Format set board sensor threshold <sensor-number> [minimal | maximal] <value>

Mode Priviledged EXEC

3.8.371 nosetboard sensor threshold

With the ‘no’ command, the default value is set.

Format no set board sensor threshold <sensor-number> [minimal | maximal]

Mode Priviledged EXEC

3.8.38 show board sensors

This command displays the current sensor readings.

Different sensors may be available (related to specified macro):
. <ID>=1: IPMI sensors (handling via IPMI)

i <ID>=2: linternal chip sensors (handling internally)

L <ID>=3: linternal PHY sensors

. <ID>=4:ISFP/QSFP sensors

With parameter ‘all' a common list of all sensors is displayed. Fields are ID, sensor name, current value, unit and status
(ok, not-healthy, n/a or failed if not readable). The ID consist of a unit number (only for stacking), a slot identifier and an
internal sensor number (for IPMI sensors the record-ID of the SDR, for all other types an incremented number) delimited
by a'/' character. The slot identifier is an incremented number for all existing sensor types listed above.

With parameter 'slot' slot related information is displayed. Without argument a list of available slots and the related type
of the source (IPMI, Board, chip, ...) is displayed. If a '<slot-number>' or related slot token is specified a list of all sensors
related to this slot is displayed. The fields are the same as for ‘all' parameter (see above).

With specifying an <id> (see above) detailed infos for this sensor related to the source are indicated. This includes the
threshold settings if supported by the sensor type.

Format show board[info] sensors {all | <ID>}

show board[info] sensors slot [<slot-number> | {ipmi |chip|phy|sfp}]
Mode Priviledged EXEC
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3.8.39 set board user-timer

This command sets a user-timer in seconds. If this timer expires a reset of the system is executed.

An example for usage is to set this timer before a configuration and stop it at the end. This effects that a board, not lon-
ger accessible because of aincorrect configuration, is automatically reset after a time.

The value range is not indicated here because it may be board dependent. The ‘help’ for the command indicates the cor-
rect range.

Format set board user-timer <1..n>
Mode Priviledged EXEC

3.8.39.1 no set board user-timer

The ‘no’ command stops the timer.

Format no set board user-timer
Mode Priviledged EXEC

3.8.40 set board event-log system-time

This command synchronize the IPMI SEL timestamp to the LINUX time.

Format set board event-log system-time
Mode Priviledged EXEC

3.8.41 set board port-map

The command selects a specific port-map. It is used for boards where more than one port configuration is available
related e.g. the chassis or the RTM the board is used. Various port configurations are pre-defined and can be selected via
a number or a name (related to FASTPATH version). The number ‘0’ is used to load the default port-map,

Note, that you have to save the specified configuration and reboot the system if the new configuration should become
active!

Note, that the FRU data must consistent to the selected port-map!

Format set board port-map <name>
Mode Priviledged EXEC

3.8.411 nosetboard port-map

The “no" command is used to specify the default configuration.

Format no set board port-map
Mode Priviledged EXEC

3.9 FileIntegrity Commands

The file integrity feature checks that specified files are not modified. Therefore a hash value is provided for the files. For
the hash value the SHA256 algorithm is used.

The following procedures are provided:

L Files can be added and deleted to/from an internal file list. The files are stored with a hash value over their content.
For the hash value the SHA256 algorithm is used.

. The specified files can be monitored. If the check detects that stored and calculated hash value are different, a trap
is generated and a related log message (with severity 'notice' as for all traps) is sent.

d You may also handle this list in your application. A command is provided to get the current hash of a file.

. The specified files are checked automatically at startup and can be checked later manually too. For mismatch a
trap/log message is generated (as for monitoring above).
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i Additionally to specified files also the running configuration can be checked for integrity. The handling is as de-
scribed above for files. For the hash value calculation comments and empty lines are skipped.

Note that a “clear config"” does not delete the stored hash file list.

3.9.1 set hash nvram:file

This command stores a file in the list of controlled files. The file and the calculated hash are stored in an internal file. This
list of controlled files can be checked automatically (temporarily) or manually (show command).

Format set hash nvram:file <filename>
Mode Privileged Exec
3.9.11 no set hash nvram:file <filename>

This command deletes a file in the list of controlled files.

Format o set hash nvram:file <filename>

Mode Privileged Exec

3.9.2 set hash files check

This command enables a periodical check of the integrity of all files and/or running configuration in the list of controlled
files. The interval must be specified in seconds (1.86400). In case of incorrect hash a log message (with severity=notice
as for alltraps) is generated and a SNMP trap is generated.

Format set hash files check <interval>

Mode Privileged Exec

3.9.2.1 no set hash files check

This command disables the periodical check of the integrity of all files in the list of controlled files.

Format no set hash files check
Mode Privileged Exec
393 set hash running-config

This command enables the control of the running configuration. An internal identifier and the calculated hash are stored
in an internal file.

Format set hash running-config

Mode Privileged Exec

3.9.31 no set hash running-config

This command disables the control of the running configuration.

Format no set hash running-config
Mode Privileged Exec
3.9.4 show hash running-config

This command displays or checks the hash value of the running configuration. If a hash value is specified, this value is
compared with the calculated one and the result is displayed, otherwise the hash value of the running configuration is
displayed. The hash value must be specified as a string containing hexadecimal digits.
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Format show hash running-config <hash>

Mode Privileged Exec

3.95 show hash files check

This command checks the integrity of all files and/or running configuration in the controlled file list and displays the files
with the result.

Format show hash files check
Mode Privileged Exec
3.9.6 show hash nvram:file

This command displays or checks the hash of a file. If a hash is specified, this sum is compared with the calculated one
and the result is displayed, otherwise the hash of the file is displayed. The hash must be specified as string containing
hexadecimal digits.

Format show hash nvram:file <filename> [<hash>]

Mode Privileged Exec

3.10 SFP handling Commands

A new transceiver handling is implemented. The transceiver present state is periodically polled and if changed the trans-
ceiver is enabled or disabled. If the transceiver present state has changed a SNMP trap (and logging message) is gener-
ated.

The feature transceiver auto-isolate disables a transceiver port as long as no transceiver is present.

The feature transceiver auto-config reads the ethernet compliance in the EEPROM. If existing and applicable the trans-
ceiver is configured related to the Ethernet protocol and then enabled, otherwise the transceiver keeps disabled. Both
features can be overridden and the transceiver is then enabled even it is not present (auto-isolate) or the mode is not
applicable (auto-config).

3.101 sfp auto-isolate

This command is deprecated, see "transceiver auto-isolate".

Note that if using this "sfp" command in "running-config" the "transceiver" command is indicated.

3.10.2 transceiver auto-isolate

This command enables the feature auto-isolate.

Default enabled
Format transceiver auto-isolate
Mode Interface Config

3.10.21 nosfp auto-isolate

This command is deprecated, see "no transceiver auto-isolate".

Note that if using this "sfp" command in "running-config" the "transceiver" command is indicated.

3.10.2.2 notransceiver auto-isolate

This command disables the feature auto-isolate. If the feature is disabled a port is enabled although no transceiver is
present.

Format no transceiver auto-isolate

Mode Interface Config
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3.10.3 sfp auto-configure

This command is deprecated, see "transceiver auto-configure".

Note that if using this "sfp" command in "running-config" the "transceiver" command is indicated.

3.10.4 transceiver auto-configure
This command enables the feature auto-configure.

Format transceiver auto-configure

Mode Interface Config

3.10.41 no sfp auto-configure

This command is deprecated, see "no transceiver auto-configure".

Note that if using this "sfp" command in "running-config" the "transceiver" command is indicated.

3.10.4.2 notransceiver auto-configure

This command disables the feature auto-configure. If the feature is disabled a port is enabled although the ethernet
compliance mode is not applicable.

Format no transceiver auto-configure

Mode Interface Config

3.10.5 sfp protocol

This command is deprecated, see "transceiver protocol".

Note that if using this "sfp" command in "running-config" the "transceiver" command is indicated.

3.10.6 transceiver protocol

This command applies the specified ethernet <protocol> for the transceiver. It overrides the protocol read from the
EEPROM of the transceiver and provides the possibility to set an ethernet protocol manually if no valid ethernet compat-
ibility code is indicated in the EEPROM. The port-state is administratively enabled, if a valid protocol is set.

Following protocols <protocol> are available:

Speed | Protocol Options

Speed 100 T00BASE-FX, T00BASE-LX

Speed 1000 T000BASE-CX, TOOOBASE-LX, TOOOBASE-SX, TOOOBASE-T

Speed 2,5G 2500BASE-T, 2500BASE-X

Speed 5G S5GBASE-T

Speed 10G T0GBASE-CR, T0GBASE-ER, T0GBASE-KR, TOGBASE-LR, TOGBASE-LRM, T0GBASE-SR,
T0GBASE-T, T0GBASE-ACTIVE, 10GBASE-PASSIVE

Speed 25G 25GBASE-CR, 25GBASE-ER, 25GBASE-LR, 25GBASE-SR

Speed 40G 40GBASE-CR4, 40GBASE-ER4, 40GBASE-LR4, 40GBASE-SR4

Speed 50G 50GBASE-CR, 50GBASE-CR2, 50GBASE-ER2, 50GBASE-FR, 50GBASE-LR, 50GBASE-LR2,
50GBASE-SR, 50GBASE-SR2

Speed 100G T00GBASE-CR4, TOOGBASE-ER4, TOOGBASE-LR4, T00GBASE-SR4, T00GBASE-DR

Adapter CVR-QSFP-SFP1G

Note that the supported protocols depend on the interface.

Format transceiver protocol <protocol>

Mode Interface Config
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3.10.61 no sfp protocol

This command is deprecated, see "no transceiver protocol".

Note that if using this "sfp" command in "running-config" the "transceiver" command is indicated.

3.10.6.2 no transceiver protocol
This command disables the SFP.

Format no transceiver protocol

Mode Interface Config

3.10.7 sfp override-los

This command is deprecated, see "transceiver override-los".

Note that if using this "sfp" command in "running-config" the "transceiver" command is indicated.

3.10.8 transceiver override-los
This command overrides the Loss-of-Signal status of a SFP/SFP+/QSFP. If overridden no Loss-of-Signal is indicated to

the driver.

Format transceiver override-los

Mode Interface Config

3.10.81 nosfpoverride-los

This command is deprecated, see "no transceiver override-los".

Note that if using this "sfp" command in "running-config" the "transceiver" command is indicated.

3.10.8.2 notransceiver override-los

This command disables override-LOS settings

Format no transceiver override-los
Mode Interface Config
3.10.9 snmp-server enable traps sfp

This command enables the sending of a trap if the SFP present status has changed.

The command ‘snmp-server enable traps' is a standard FASTPATH command, the parameter 'sfp’ has been added by
Kontron. The ‘show trapflags' command is the standard FASTPATH command to show the trap settings, the SFP trap indi-
cation has been added by Kontron.

Default enabled
Format snmp-server enable traps sfp
Mode Global Config

3.10.10 no snmp-server enable traps sfp

This command disables the sending of a trap if the SFP present status has changed.

The command ‘snmp-server enable traps' is a standard FASTPATH command, the parameter 'sfp’ has been added by
Kontron. The ‘show trapflags' command is the standard FASTPATH command to show the trap settings, the SFP trap indi-
cation has been added by Kontron.

Format no snmp-server enable traps sfp
Mode Global Config
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3101 show sfp

This command is deprecated, see "show interfaces transceiver". The parameters for both commands are the same

3.10.12 show interfaces transceiver

This command displays information for a specified (<slot/port>), all existing ("all") or all present ("present") SFP ports.
For "all" or "present" ports a table with following information is indicated:

o interface (<slot/port>)

. port-map type of pluggable transceiver (SFP/SFP+/QSFP/FFLY)

. present state (Yes/No)

. administrative port status (Enable/Disable)

o link status (Up/Down)

. auto-isolate mode (Enable/Disable)

. auto-configure mode (Enable/Disable/Force)

i "Force" is indicated if an ethernet protocol is configured manually.

. type of pluggable transceiver, read in EEPROM data (empty if transceiver is not present/EEPROM not readable) (on-
ly if auto-configure mode is enabled)

. ethernet protocol, read in EEPROM data. "Unknown" if transceiver is not present or EEPROM not readable or auto-
configure mode is disabled.

For a specified interface (without parameters) two further fields are indicated additional to the above information:

L loss-of-signal (Yes/No/Overidden). The status "Overridden" indicates, that the LOS status has been administrative-
ly overridden.

. Transmitter Fault (Yes/No)

If the parameter "detail" is specified, the EEPROM data is indicated in a readable and analysed format or (with parameter
“raw") as hexadecimal bytes. The analysed format contains for SFP/SFP+ the basic and diagnostic page (if existing), for
QSFP page 0 and page 3 (if existing) and for Firefly QSFP page 0, page 3 and page 11. For the "raw" command for QSFP only
page 0 is indicated. With the additional parameter "page" other pages can be indicated as "raw" data. This parameter is
only applicable for QSFPs.

Format show interfaces transceiver slot/port {detail [raw [page <page>]]}
show interfaces transceiver {all | present
Mode Priviledged EXEC

3.10.13 hardware profile portmode copper-sfp

This command configures the specified interfaces for a copper-SFP (SGMIlI mode). It is applicable only to interfaces con-
nected to a 1G SFP that support both TO00BASE-X and 1000BASE-T operations. If enabled, it will operate the MAC in SGMII
mode and will switch the externally plugged SFP into SGMII mode using the SFP integrated 12C interface.

As operating a SFP in SGMII mode is not standardized, this will work only with a selected number of SFP modules that
support the needed, proprietary command set.

This command will only take effect after a restart of the switch.

NOTICE

When a non-compatible SFP is inserted, the interface will not work correctly. Other Copper SFP modules may work, but
this depends on the internal architecture and actual PHY used within the module.

The mode is indicated in the standard FASTPATH command 'show port.

Format hardware profile portmode copper-sfp
Mode Interface Config
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310131 no hardware profile portmode copper-sfp
This command disables the specified interfaces as a copper-SFP (SGMII mode9).

Format no hardware profile portmode copper-sfp

Mode Interface Config

3.10.14 hardware profile portmode expand

This command is used to configure expandable ports (e.g. set either 1x40G or 4x10G). An expandable port consists of 4
interfaces defined in the port-map. The configuration must be done on the first interface in the group. If the port is set
‘expandable' ("no"-command) the first port is configured (e.g. to 400C), the 3 following ports are set to detached (not
valid). If the port is set 'expanded' (parameter "expand") all 4 ports are configured (e.g. to 10G).

The default setting is 'expandable’ but may be different defined related to the port-map. The parameter "default" can be
used to reset the interfaces to default configuration.

To become effective you must store the configuration and reboot the system.

Format hardware profile portmode expand [default]
Mode Interface Config

3.10.141 no hardware profile portmode expand

This command is used to configure expandable ports in mode ,expandable”.

Format no hardware profile portmode expand
Mode Interface Config

3.10.15 show interfaces hardware profile

This command displays different portmode settings for one specified or all physical interfaces. Also the copper-SFP set-
tings (configured and currently active) are indicated.

Format show interfaces hardware profile [<slot/port>]
Mode Priviledged EXEC

3.11 Commands to configure startup services

This feature activates support for listing and configuring startup services. Services are board specific and defined by the
BSP.

The commands invoke the /opt/kontron/bin/chkconfig utility directly.

3.11.1 set chkconfig

This command configures a BSP startup service.

Format set chkconfig <service>
Mode Priviledged EXEC

3.11.11 no set chkconfig

This command disables a BSP startup service.

Format no set chkconfig <service>
Mode Priviledged EXEC

Note that disabling basic services may make the system unusable, e.g. disabling syslogd or FASTPATH may make the sys-
tem inaccessible.
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3.11.2 show chkconfig

This command displays all currently installed services. Services are board specific and defined by the BSP.

Format show chkconfig
Mode Priviledged EXEC

312 Network Time Protocol Commands

Network Time Protocol (NTP) is used for synchronization of the system time. FASTPATH SMB supports only the client-
side configurations of NTP.

3.121 ntp authenticate

Use this command to enable NTP authentication.

Default disabled
Format ntp authenticate
Mode Global Config

Example: The following is an example of the command.

(Routing) #configure
(Routing)(Config)#ntp authenticate

31211 no ntp authenticate

Use the no form of the command to restore NTP authentication to the default.

Default disabled
Format no ntp authenticate
Mode Global Config

Example: The following is an example of the no form of the command.

(Routing) #configure
(Routing)(Config)#no ntp authenticate

3.12.2 ntp authentication-key

Use this command to configure the authentication key, along with the algorithm MD5/SHA1/SHA256, for a trusted NTP
time source. The NTP authentication key number must be unique across the system.

Default none
Format ntp authentication-key <key-number> <msg-auth-algorithm> [encrypted <key-name>]
Mode Global Config

Parameter | Description

key-number The number for identifying an authentication key. The range is 1to 4,294,967,295.
msg-auth- A selection of hashing algorithm for message authentication (MD5/SHA1/SHA256). The
algorithm default is MD5.

key-name The encrypted key-value.
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Example: The following is an example of the command.

(Routing) #configure

(Routing)(Config)#ntp authentication-key 81 md5
Enter new password:*¥***#xx

Confirm new password:***xkkix
(Routing)(Config)#

312.21 no ntp authentication-key

Use the no form of the command to delete the configured authentication key.

Default none
Format no ntp authentication-key <key-number>
Mode Global Config

Example: The following is an example of the no form of the command.
(Routing) #configure
(Routing)(Config)#no ntp authentication-key 81
3123 ntp trusted-key

Use this command to designate one or more authentication keys from the configured list as the trusted key for client-
server communication.

Default none
Format ntp trusted-key <key-number> [,<key-number-List>]
Mode Global Config

Parameter | Description

key-number The number for identifying an authentication key. The range is 1to 4,294,967,295.

key-number-1ist The comma-separated list of authentication keys. The range is 1to 4,294,967,295.

Example: The following is an example of the command designating one trusted key.

(Routing) #configure
(Routing) (Config)#ntp trusted-key 81
Example: The following is an example of the command designating multiple trusted keys.

(Routing) #configure
(Routing)(Config)#ntp trusted-key 1,5

31231 no ntp trusted-key

Use the no form of the command to remove the trusted key configured for NTP.

Default none
Format no ntp trusted-key <key-number> [,<key-number-List>]
Mode Global Config

Example: The following is an example of the command removing one trusted key.

(Routing) #configure
(Routing)(Config)#no ntp trusted-key 81
Example: The following is an example of the command removing multiple trusted keys.

(Routing) #configure
(Routing)(Config)#no ntp trusted-key 1,5
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312.4 ntp broadcast client

Use this command to configure the NTP client to run as a broadcast client allowing the client to receive broadcast pack-
ets.

Default none
Format ntp broadcast client
Mode Global Config

Example: The following is an example of the command
(Routing) #configure
(Routing)(Config)#ntp broadcast client
312.41 nontp broadcast client

Use the no form of the command to disable the broadcast client mode.

Default none
Format no ntp broadcast client
Mode Global Config

Example: The following is an example of the no command.

(Routing) #configure
(Routing)(Config)#no ntp broadcast client

3.12.5 ntp broadcastdelay

Use this command to set the estimated round-trip delay in microseconds between an NTP client and an NTP broadcast
server. The delay is applicable only when the client is configured in broadcast mode. See the ntp broadcast client com-
mand.

Default 3000 microseconds
Format ntp broadcastdelay <microseconds>
Mode Global Config

Parameter Description

microseconds The delay in microseconds. The range is 1to 999,999.

Example: The following is an example of the command.
(Routing) #configure
(Routing) (Config)#ntp broadcastdelay 10000
3.12.51 no ntp broadcastdelay

Use the no form of the command to restore the NTP broadcastdelay to the default.

Default 3000 microseconds
Format no ntp broadcastdelay
Mode Global Config

Example: The following is an example of the no command.

(Routing) #configure
(Routing)(Config)#no ntp broadcastdelay
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3.12.6 ntp server

Use this command to configure the NTP server to allow the system clock to be synchronized by a time server. You can
configure multiple NTP servers. The server selection algorithm picks the server for time synchronization. Configuring
preferred status overrides the algorithm and the configured server is used time synchronization. Configuring a preferred
server reduces switching back and forth among servers. Preferred status indicates whether this NTP server is the pre-
ferred server if two servers show different times. This argument is meaningful only when you configure two servers; if
you configure three or more, the NTP function automatically finds the most reliable server.

Default none

Format ntp server <server-address> [version <number>] [key <key-id>] [minpoll <interval>]
[maxpoll <interval>] [prefer] [burst] [iburst]

Mode Global Config

Parameter | Description

server-address Server address (IPv4 or IPv6), or hostname of the server, for this client to synchronize
time. The hostname range is 1to 256 characters.

version number The protocol version. The default is 4. The range is 1to 4.

key key-id Authentication key. The key-idrange is 1to 4,294,967,295.

minpoll interval Minimum polling interval in seconds as a power of 2. The range is 4 to 17, which in sec-
onds is 16 seconds to 131,072 seconds. The default is 64 seconds.

maxpoll interval Maximum polling interval in seconds as a power of 2. The range is 4 to 17, which in sec-
onds is 16 seconds to 131,072 seconds. The default is 1024 seconds.

prefer Preference status for this server. A value of true indicates this server is preferred in

server selection.

burst Sends a series of packets instead of a single packet within each synchronization interval
to achieve faster synchronization.

iburst Same as burst but applicable during initial synchronization.

Example: Following is an example of the command.
(Routing) #configure
(Routing)(Config)#ntp server 1.1.1.1
3.12.6.1 no ntp server

Use the no form of the command to delete the NTP server configuration.

Default none
Format no ntp server <server-address>
Mode Global Config

Example: Following is an example of the no command.

(Routing) #configure
(Routing)(Config)#no ntp server 1.1.1.1

3.12.7 ntp source-interface

Use this command to configure the NTP source interface.

Default none
Format ntp source-interface <interface-name>
Mode Global Config
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Example: Following is an example of the command.
(Routing) #configure
(Routing)(Config)#ntp source-interface 0/1
3.12.7.1 no ntp source-interface

Use the no form of the command to delete the NTP source-interface configuration.

Default none
Format ntp source-interface
Mode Global Config

Example: Following is an example of the no command.

(Routing) #configure
(Routing)(Config)#no ntp source-interface

3.12.8 show ntp

Use this command to display all the global NTP configuration parameters.

Default none
Format show ntp
Mode User EXEC

The following fields are displayed for the NTP client.

Parameter | Description

Admin Mode The client mode: disabled, unicast, or broadcast.

Authentication Mode NTP authentication is enabled or disabled.

Broadcast Delay The delay in microseconds (the delay in receiving broadcast packets from the server).
Source Interface Source interface used in NTP client communication with the server.

Source IPv4 Address  IPv4 address when not null.

Source IPvb Address  IPv6 address when not null.

Example: The following shows example display output for the command.

(Routing) #show ntp

Admin Mode .. .oviitiiiiiiii ittt Disabled

Authentication Mode.......ccvviiiiiiinnnnn. Disabled

Broadcast Delay......ccviiiiirinnnnneennnnns 3000

Source Interface.....cciiiiiiiiiiiiinnnnnnns e/1

Source IPV4 Address. ... eeeeeeennnennnenns 1.1.1.1 -> Display this only when source interface is
a non zero value

Source IPV6 Address. ....vveeerrennnneenonnes o8 -> Display this only when source interface is

a non zero value

(Routing) #

3.12.9 show ntp authentication-keys

Use this command to display information about all the configured NTP authentication-keys.

Default none
Format show ntp authentication-keys
Mode User EXEC
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The following table describes the significant fields shown in the display.

Parameter | Description

Key Id The specified authentication key.

Key Value The configured key value (encrypted).

Message Authentica- MDS5, SHAT, or SHAZ.
tion Algorithm

Trusted Yes or No.

Example: The following shows example display output for the command.

(Routing) #show ntp authentication-keys

[ o 1

Key Value ...ttt iiiiiiiitiennnnnns 66f7e003db45a5f4688fd3a7ee7112df
Message Authentication Algorithm .............. md5

Trusted ..ot i i i e Yes

[ o 2

Key Value ...ttt iitineeieennnnnns 66f7e003db45a5f4688fd3a7ee7112df
Message Authentication Algorithm .............. md5

Trusted ..ot i i i e No

3.12.10 show ntp servers

Use this command to display information about all the configured NTP servers.

Default none
Format show ntp servers
Mode User EXEC

The following table describes the significant fields shown in the display.

Parameter | Description

Address Server |P address.
Version Protocol version.
Key Id Authentication key.

Minimum Poll Interval Minimum polling interval in seconds as a power of 2.

Maximum Poll Interval Maximum polling interval in seconds as a power of 2.

Prefer The preference status for this server in the selection algorithm.

Burst If true, a series of packets are sent instead of a single packet.

Iburst If true, a series of packets are sent instead of a single packet during initial synchroniza-
tion.

Example: The following shows example display output for the command.

(Routing) #show ntp servers

AdAresSS o ii ittt it ittt it ieeeeeaeeaannaaas 1.1.1.1
LY =T o3 K] o 4

= o P NA
Minimum Poll Interval .......cciiiiiiiinennnnnnn 6
Maximum Poll Interval ........ccciiiiinennnnnnn 6
Prefer it i it ettt et i et No

12 U S No
IbUPSt ittt i i i it e et et No
AdAreSS vt iiiiteiiieiieeeerereeeeaeaenanananns 2.2.2.2
VEPSION ittt ittt ettt 4
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KeY Td tiviiiiiiie ittt ittt erenenencennnnnnnns NA
Minimum Poll Interval .........ccciiiienennnnnn. 6
Maximum Poll Interval .........cciiiiiienennnnn 6
o o =T PP No
BUPSE Lottt ittt i i i ittt i i No
IbUPST ittt i i ittt ettt et No

3121 show ntp status

Use this command to display the NTP synchronization status.

Default not running
Format show ntp status
Mode User EXEC

The following table describes the significant fields shown in the display.

Parameter | Description

associd The association identifier.

status Status string with client protocol status.

leap indicator A 2-bit integer warning of an impeding leap second to be inserted or deleted in the last
minute of the current month.

stratum An 8-bit integer indicating the stratum level of the local clock.

log2 precision The precision of the local clock, in seconds to the nearest power of two.

root delay The round trip delay to the reference clock.

root dispersion The dispersion to the reference clock.

reference ID The code identifying the particular server or reference clock.

Example: The following shows example display output for the command.

(Routing) #show ntp status
associd=0 status=c@16 leap_alarm, sync_unspec, 1 event, restart,

system peer: 0.0.0.0:0
system peer mode: unspec
leap indicator: 11
stratum: 16

log2 precision: -22

root delay: 0.000
root dispersion: 2.835

reference ID

3.12.12 show ntp packets

Use this command to display the global statistics for the NTP packets.

Default none
Format show ntp packets
Mode User EXEC

The following table describes the significant fields shown in the display.

Parameter | Description

In packets The number of packets received by the client.

Out packets The number of packets transmitted by the client.

old version packets The number of packets that do not match the running version of the protocol.

protocol error packets The number of packets received that fail protocol validation checks.
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Example: The following shows example display output for the command.

(Routing) #show ntp packets

Ntp In packets ...oviiiiiiiiii i ennnnnns 0
Ntp Out packets ....iiiiiiiiiiiiiiiiiiiinnnnnns 0
Ntp old version packets .........ccveiiiiiinn.. 0
Ntp protocol error packets ......ceviiiiiinnnns (%]

31213 show ntp associations

Use this command to display the NTP associations, per association details and per association statistics.

Default none
Format show ntp associations [details|statistics]
Mode User EXEC

The following table describes the significant fields shown in the display.

Parameter | Description

Assoc ID The association identifier.

Status Status string with client protocol status.

Leap indicator A 2-bit integer warning of an impeding leap second to be inserted or deleted in the last
minute of the current month.

Stratum An 8-bit integer indicating the stratum level of the local clock.

Precision The precision of the local clock, in seconds to the nearest power of two.

Root delay The round trip delay to the reference clock.

Root dispersion The dispersion to the reference clock.

Reference ID The code identifying the particular server or reference clock.

Example: The following shows example display output for the command.

(Routing) (Config)#show ntp associations
remote refid st t when poll reach delay offset jitter

10.52.146.147 JINIT. 16 u - 64 0 0.000 +0.000 0.000

Example: The following shows example display output for the command per association details.

(Routing)(Config)#show ntp associations details

associd=21000 status=8011 conf, sel_reject, 1 event, mobilize,
srcadr=10.52.146.147, srcport=123, dstadr=10.52.143.20, dstport=123,
leap=11, stratum=16, precision=-22, rootdelay=0.000, rootdisp=0.000,
refid=INIT, reftime=(no time), rec=(no time), reach=000
Example: The following shows example display output for the command per association statistics.

(Routing) (Config)#show ntp associations statistics

Association .....iiiiiiiiiiiii i i i e 21000
Ntp In packets ...eviiiiiiiiiiiiiiniiiennnnns %]

Ntp Out packets ...... i, 0

Ntp protocol error packets ............ 0

31214 show ntp information

Use this command to display the NTP software information.
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Default none
Format show ntp information
Mode User EXEC

Example: The following shows example display output for the command.

(Routing) #show ntp information

Ntp Software Name : ntpd

Ntp Software Version : ntpd 4.2.8p15@1.3728-0
Ntp Software Vendor : FASTPATH

Ntp System Type : Linux/4.15.18-d60bb35b

(Routing) #

31215 feature ntp

This command enables the NTP feature.

Format feature ntp
Mode Global Config

312151 no feature ntp

This command disables the NTP feature.

Format no feature ntp
Mode Global Config

3.12.16 ntp enable

This command enables the NTP feature. It is an older version of command “feature ntp". For the running-config “feature
ntp" is used.

Format ntp enable
Mode Global Config

3.1216.1 nontpenable

This command disables the NTP feature.

Format no ntp enable
Mode Global Config

31217 ntp server

This command adds a NTP server. The <server > may be an IPv4 or IPvb address or a DNS name.
Following parameters can be set

i <minpoll>: minimal poll interval.

. <maxpoll>: maximal poll interval.

i prefer: prefered server.

The poll interval of NTP messages are in seconds as a power of two. Default for <maxpoll> is 10 (1024 sec) but can be
increased to 17 (36 h),the default value of <minpoll> is 6 (64 sec) but can be decreased to 3 (8 sec) (see "ntp.conf(5)"). The
allowed range for both is therefore 3-17.
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Format ntp server <server> [minpoll <minpoll>] [maxpoll <maxpoll>] [prefer]
Mode Global Config

312171 no ntp server <server>

This command deletes a NTP server. The <server > may be an IPv4 or IPvb address or a DNS name.

Format no ntp server <server>

Mode Global Config

31218 ntp source-interface

This command adds or deletes an interface NTP is listening. Allowed interfaces are the serviceport, the networkport or a
VLAN (routing) interface.

Format ntp source-interface {service-port | network-port | vlan <vid>}

Mode Global Config

312181 no ntp source-interface

This command deletes an interface NTP is listening.

Format no ntp source-interface {service-port | network-port | vlan <vid>}

Mode Global Config
3.12.19 ntp logging
This command enables NTP logging. If enabled, the logging is written to the Fastpath log with severity “notice".

Format ntp logging
Mode Global Config

312191 nontp logging
This command disables NTP logging.

Format no ntp logging
Mode Global Config

312.20 clearntp

This command clears all NTP configuration and disables NTP.

Format clear ntp

Mode Privileged Exec

3.12.21 show ntp status
This command displays the NTP status (enabled/disabled).

Format show ntp status

Mode Privileged Exec
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312.22 show ntp server

This command displays all configured NTP servers and their parameters. The filed is empty if the related parameter is
not set.6 (64

Format show ntp server

Mode Privileged Exec

312.23 show ntp peers

This command lists all remote connected peers. Displays the output as provided by “ntpq".

Format show ntp peers

Mode Privileged Exec

312.24  show ntp source-interface

This command displays all configured interfaces the NTP is listening.

Format show ntp source-interface

Mode Privileged Exec

312.25 show ntp interface-status

This command lists all interfaces (with IP addresses) NTP is currently listening. Displays the output as provided by “ntpg”.

Format show ntp interface-status

Mode Privileged Exec

3.12.26  show ntp logging-status
This command displays the NTP logging status (enabled/disabled).

Format show ntp logging-status
Mode Privileged Exec

313 Time Zone Commands

Use the Time Zone commands to configure system time and date, Time Zone and Summer Time (that is, Daylight Saving
Time). Summer time can be recurring or non-recurring.

3131 clock set

This command sets the system time and date.

Format clock set hh:mm:ss
clock set mm/dd/yyyy
Mode Global Config

Parameter | Description

hh:mm:ss Enter the current system time in 24-hour format in hours, minutes, and seconds. The
range is hours: 0 to 23, minutes: 0 to 59, seconds: 0 to 59.

mm/dd/yyyy Enter the current system date the format month, day, year. The range for month is 1to 12.
The range for the day of the month is 1to 31. The range for year is 2010 to 2079.
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Example: The following shows examples of the command.

(Routing) (Config)# clock set ©3:17:00
(Routing) (Config)# clock set 11/01/2011

313.2 clock summer-time date

Use the clock summer-time date command to set the summer-time offset to Coordinated Universal Time (UTC). If the
optional parameters are not specified, they are read as either 0 or \ 0, as appropriate.

Format clock summer-time date {date month year hh:mm date month year hh:mm}[offset offset]
[zone acronym]
Mode Global Config

Parameter | Description

date Day of the month. Range is 1to 31.

month Month. The range is the first three letters by name (for example, Jan).

year Year. The range is 2000 to 2097.

hh:mm Time in 24-hour format in hours and minutes. The range is hours: 0 to 23, minutes: O to
59.

offset The number of minutes to add during the summertime. The range is 1to 1440.

acronym The acronym for the summer-time to be displayed when summertime is in effect. The
range is up to four characters are allowed.

Example: The following shows examples of the command.

(Routing) (Config)# clock summer-time date 1 nov 2011 3:18 2 nov 2011 3:18
(Routing) (Config)# clock summer-time date 1 nov 2011 3:18 2 nov 2011 3:18 offset 120 zone INDA

3133 clock summer-time recurring

This command sets the summer-time recurring parameters.

Format clock summer-time recurring {week day month hh:mm week day month hh:mm}
[offset offset] [zone acronym]
Mode Global Config

Parameter | Description

EU The system clock uses the standard recurring summer time settings used in countries in
the European Union.

USA The system clock uses the standard recurring daylight saving time settings used in the
United States.

week Week of the month. The range is 1to 5, first, last.)

day Day of the week. The range is the first three letters by name; sun, for example.

month Month. The range is the first three letters by name; jan, for example.

hh:mm Time in 24-hour format in hours and minutes. The range is hours: 0 to 23, minutes: O to
59.

offset The number of minutes to add during the summertime. The range is 1to 1440.

acronym The acronym for the summertime to be displayed when summertime is in effect. Up to
four characters are allowed.

Example: The following shows examples of the command.

(Routing) (Config)# clock summer-time recurring 2 sun nov 3:18 2 mon nov 3:18
(Routing) (Config)# clock summer-time recurring 2 sun nov 3:18 2 mon nov 3:18 offset 120 zone INDA
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3.13.3.1 no clock summer-time

This command disables the summer-time settings.

Format no clock summer-time
Mode Global Config

Example: The following shows an example of the command.

(Routing) (Config)# no clock summer-time

3134 clock timezone

Use this command to set the offset to Coordinated Universal Time (UTC). If the optional parameters are not specified,
they will be read as either 0 or \ 0 as appropriate.

Format clock timezone {hours} [minutes minutes] [zone acronym]

Mode Global Config

Parameter | Description

hours Hours difference from UTC. The range is -12 to +14.
minutes Minutes difference from UTC. The range is O to 59.
acronym The acronym for the time zone. The range is up to four characters.

Example: The following shows an example of the command.

(Routing) (Config)# clock timezone 5 minutes 30 zone INDA

3.13.41 no clock timezone

Use this command to reset the time zone settings.

Format no clock timezone
Mode Global Config

Example: The following shows an example of the command.

(Routing) (Config)# no clock timezone

3135 show clock

Use this command to display the time and date from the system clock.

Format show clock
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) # show clock

15:02:09 (UTC+0:00) Nov 1 2011
No time source
Example: The following shows example CLI display output for the command.

With the above configuration the output appears as follows:

(Routing) # show clock

10:55:40 INDA(UTC+7:30) Nov 1 2011
No time source
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313.6 show clock detail

Use this command to display the detailed system time along with the time zone and the summertime configuration.

Format show clock detail
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) # show clock detail

15:05:24 (UTC+0:00) Nov 1 2011
No time source

Time zone:
Acronym not configured
Offset is UTC+0:00

Summertime:
Summer-time is disabled
Example: The following shows example CLI display output for the command.

With the above configuration the output appears as follows:

(Routing) # show clock detail

10:57:57 INDA(UTC+7:30) Nov 1 2011
No time source

Time zone:
Acronym is INDA
Offset is UTC+5:30

Summertime:

Acronym is INDA

Recurring every year

Begins on second Sunday of Nov at 03:18
Ends on second Monday of Nov at ©3:18
Offset is 120 minutes

Summer-time is in effect.

3.14 DHCP Server Commands

This section describes the commands you to configure the DHCP server settings for the switch. DHCP uses UDP as its
transport protocol and supports a number of features that facilitate in administration address allocations.

3.141 ip dhcp pool

This command configures a DHCP address pool name on a DHCP server and enters DHCP pool configuration mode.

Default none
Format ip dhcp pool name
Mode Global Config

3.1411 no ip dhcp pool

This command removes the DHCP address pool. The name should be previously configured pool name.

Format no ip dhcp pool name
Mode Global Config
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3.14.2 client-identifier

This command specifies the unique identifier for a DHCP client. Unique-identifier is a valid notation in hexadecimal for-
mat. In some systems, such as Microsoft DHCP clients, the client identifier is required instead of hardware addresses.
The unique-identifier is a concatenation of the media type and the MAC address. For example, the Microsoft client identi-
fier for Ethernet address ¢819.2488.f177 is 01c8.1924.88f1.77 where 01 represents the Ethernet media type. For more
information, refer to the Address Resolution Protocol Parameters section of RFC 1700, Assigned Numbers for a list of
media type codes.

Default none
Format client-identifier uniqueidentifier
Mode DHCP Pool Config

3.14.2.1 no client-identifier

This command deletes the client identifier.

Format no client-identifier
Mode DHCP Pool Config
3.14.3 client-name

This command specifies the name for a DHCP client. Name is a string consisting of standard ASCIl characters.

Default none
Format client-name name
Mode DHCP Pool Config

3.14.3.1 no client-name

This command removes the client name.

Format no client-name
Mode DHCP Pool Config

3.14.4 default-router

This command specifies the default router list for a DHCP client. {addressl, addressZ?.. address8} are valid IP
addresses, each made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid.

Default none
Format default-router addressl [address2....address8]
Mode DHCP Pool Config

3.14.41 no default-router

This command removes the default router list.

Format no default-router
Mode DHCP Pool Config
3.14.5 dns-server

This command specifies the IP servers available to a DHCP client. Address parameters are valid IP addresses; each made
up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid.
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Default none
Format dns-server addressl [address2....address8]
Mode DHCP Pool Config

3.14.5.1 no dns-server

This command removes the DNS Server list.

Format no dns-server
Mode DHCP Pool Config

3.14.6 hardware-address

This command specifies the hardware address of a DHCP client. Hardware-address is the MAC address of the hardware
platform of the client consisting of 6 bytes in dotted hexadecimal format. Type indicates the protocol of the hardware
platform. It is 1for 10 MB Ethernet and 6 for IEEE 802.

Default ethernet
Format hardware-address hardwareaddress type
Mode DHCP Pool Config

3.14.6.1 no hardware-address

This command removes the hardware address of the DHCP client.

Format no hardware-address
Mode DHCP Pool Config
3.14.7 host

This command specifies the IP address and network mask for a manual binding to a DHCP client. Address and Mask are
valid IP addresses; each made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid. The prefix-
length is aninteger from 0 to 32.

Default none
Format host address [{mask | prefix-length}]
Mode DHCP Pool Config

3.14.71 no host

This command removes the IP address of the DHCP client.

Format no host
Mode DHCP Pool Config

3.14.8 deny lease

Use this command to configure the deny lease mode for a DHCP server to deny the lease to a client based on a DHCP
class and its configuration within a pool.

Default disable
Format deny lease
Mode Pool Class Config
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Example: The following is an example of the command.

(localhost) (Config)#ip dhcp pool pooll
(localhost) (Config-dhcp-pool)#network 192.168.10.0 24
(localhost) (Config-dhcp-pool)#class cl

(localhost) (Config-dhcp-pool-class)#deny lease

3149 lease

This command configures the duration of the lease for an IP address that is assigned from a DHCP server to a DHCP cli-
ent. The overall lease time should be between 1-86400 minutes. If you specify infinite, the lease is set for 60 days.
You can also specify a lease duration. Days is an integer from 0 to 59. Hours is an integer from 0 to 23. Minutes is an
integer from 0O to 59.

Default 1 (day)
Format lease [{days [hours] [minutes] | infinite}]
Mode DHCP Pool Config

3.14.9.1 no lease

This command restores the default value of the lease time for DHCP Server.

Format no lease
Mode DHCP Pool Config

31410 network (DHCP Pool Config)

Use this command to configure the subnet number and mask for a DHCP address pool on the server. Networknumber is
a valid IP address, made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid. Mask is the IP subnet
mask for the specified address pool. The prefixlength is an integer from O to 32.

Default none
Format network networknumber [{mask | prefixlength}]
Mode DHCP Pool Config

3.1410.1 no network

This command removes the subnet number and mask.

Format no network
Mode DHCP Pool Config
3.14M ntp

Use this command to configure two NTP servers in a DHCP pool in the boot process of a DHCP client. The argument spec-
ifies the IP addresses of the Network Time Protocol Server.

Default none
Format ntp <ip-addressl> <ip-address2>
Mode DHCP Pool Config
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Parameter | Description

ip-address] NTP Server 1
ip-address?Z NTP Server 2

Example: The following shows an example of the command.

(localhost) (Config)#ip dhcp pool test
(localhost) (Config-dhcp-pool)#ntp 192.168.99.9

(localhost) (Config-dhcp-pool)#no ntp
Example: The following example configures the NTP servers.

(localhost) (Config)#ip dhcp pool Pooll
(localhost) (Config-dhcp-pool)#ntp 10.10.1.1 10.10.1.2

314111 nontp

Use the no form of the command to unconfigure the NTP server address.

Format no ntp
Mode DHCP Pool Config

3.14.12 bootfile (DHCP Pool Config)

The command specifies the name of the default boot image for a DHCP client. The filename specifies the boot image
file.

Format bootfile filename
Mode DHCP Pool Config

3.14121 no bootfile

This command deletes the boot image name.

Format no bootfile
Mode DHCP Pool Config

3143 bootfile (Pool Class Config)

Use this command to configure the bootfile for DHCP server to support the bootfile option for a DHCP class within a pool.

Default none
Format bootfile filename
Mode Pool Class Config

Parameter | Description

filename The boot filename for the class to be associated with the pool.

Example: The following is an example of the command.

(localhost) (Config)#ip dhcp pool pooll
(localhost) (Config-dhcp-pool)#network 192.168.10.0 24

(localhost) (Config-dhcp-pool)#class cl
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(localhost) (Config-dhcp-pool-class)#bootfile COACH_R1.cfg

3.1413.1 no bootfile

Use the no form of the command to unconfigure the bootfile for DHCP server to support the bootfile option for a DHCP
class within a pool.

Format no bootfile filename

Mode Pool Class Config

31414 domain-name

This command specifies the domain name for a DHCP client. The doma in specifies the domain name string of the client.

Default none
Format domain-name domain
Mode DHCP Pool Config

3.1414.1 nodomain-name

This command removes the domain name.

Format no domain-name
Mode DHCP Pool Config

3.14.15 domain-name enable

This command enables the domain name functionality in FASTPATH.

Format domain-name enable [name name]
Mode Global Config

Example: The following shows an example of the command.
(Switching) (Config)#domain-name enable
(Switching) (Config)#exit
314151 nodomain-name enable
This command disables the domain name functionality in FASTPATH.

Format no domain-name enable
Mode Global Config

3.14.16 netbios-name-server

This command configures NetBIOS Windows Internet Naming Service (WINS) name servers that are available to DHCP
clients.

One IP address is required, although one can specify up to eight addresses in one command line. Servers are listed in
order of preference (address is the most preferred server, address?2 is the next most preferred server, and so on).

Default none
Format netbios-name-server address [address2...address8]
Mode DHCP Pool Config
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314161 no netbios-name-server

This command removes the NetBIOS name server list.

Format no netbios-name-server
Mode DHCP Pool Config

31417 netbios-node-type

The command configures the NetBIOS node type for Microsoft Dynamic Host Configuration Protocol (DHCP) clients. Type
specifies the NetBIOS node type. Valid types are:

i b-node—Broadcast

. p-node—Peer-to-peer

i m-node—Mixed

. h-node—Hybrid (recommended)
Default none

Format netbios-node-type type
Mode DHCP Pool Config

314171 no netbios-node-type

This command removes the NetBIOS node type.

Format no netbios-node-type
Mode DHCP Pool Config

31418 next-server

This command configures the next server in the boot process of a DHCP client.The address parameter is the IP address
of the next server in the boot process, which is typically a TFTP server.

Default inbound interface helper addresses
Format next-server address
Mode DHCP Pool Config

3.1418.1 no next-server

This command removes the boot server list.

Format no next-server
Mode DHCP Pool Config

3.14.19 option

The option command configures DHCP Server options. The code parameter specifies the DHCP option code and ranges
from 1-254. The ascii string parameter specifies an NVT ASCIl character string. ASCll character strings that contain
white space must be delimited by quotation marks. The hex string parameter specifies hexadecimal data. In hexa-
decimal, character strings are two hexadecimal digits. You can separate each byte by a period (for example,
a3.4f.22.0c), colon (for example, a3:4f:22:0c), or white space (for example, a3 4f 22 0c).

Default none

Format option code {ascii string | hex stringl [string2...string8] | ip addressi
[address2...address8]}

Mode DHCP Pool Config
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314191 no option

This command removes the DHCP Server options. The code parameter specifies the DHCP option code.

Format no option code
Mode DHCP Pool Config

3.14.20 ip dhcp ping packets

Use this command to specify the number, in a range from 2 to 10, of packets a DHCP server sends to a pool address as
part of a ping operation. By default the number of packets sent to a pool address is 2, which is the smallest allowed num-
ber when sending packets. Setting the number of packets to 0 disables this command.

Default 2
Format ip dhcp ping packets 6,2-10
Mode Global Config

3.14.20.1 noip dhcp ping packets

This command restores the number of ping packets to the default value.

Format no ip dhcp ping packets
Mode Global Config

3.14.21 service dhcp

This command enables the DHCP server.

Default disabled
Format service dhcp
Mode Global Config

3.14.211 noservice dhcp

This command disables the DHCP server.

Format no service dhcp
Mode Global Config

314.22 ip dhcp bootp automatic

This command enables the allocation of the addresses to the bootp client. The addresses are from the automatic
address pool.

Default disabled
Format ip dhcp bootp automatic
Mode Global Config

3.14.221 noip dhcp bootp automatic

This command disables the allocation of the addresses to the bootp client. The address are from the automatic address
pool.

Format no ip dhcp bootp automatic
Mode Global Config
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314.23 ipdhcp class

Use this command to define DHCP classes with Option-82 through Circuit-1D and Remote-ID sub-options. Configuring the
DHCP classes using Global Config mode allows these DHCP classes to be available to bind under multiple DHCP pools.

Default none
Format ip dhcp class <name>
Mode Global Config

Parameter | Description

name The DHCP class name.

Example: The following example configures the DHCP class.

(Routing)(Config)#ip dhcp class Classl
(Routing) (Config-dhcp-class)#

3.14.231 noip dhcp class

Use this command to return the DHCP class to the default.

Format no ip dhcp class
Mode Global Config

3.14.24 relay agent information remote-id circuit-id

Use this command to define DHCP classes with Option-82 through Circuit-ID and Remote-ID sub-options. Each DHCP
Server class is configured with Option-82 (both Remote-ID and Circuit-1D). The Circuit-ID configuration is optional.

Default none
Format relay agent information remote-id remote-string [circuit-id circuit-string]
Mode DHCP Class Config

Parameter | Description

remote-string The remote ID configured in DHCP L2 Relay where the DHCP client is connected.

circuit-string The circuit ID is the interface number where the DHCP client is connected.

Example: The following example configures the DHCP class Option-82 parameters.

(Routing)#configure

(Routing)(Config)#ip dhcp class Classl

(Routing)(Config-dhcp-class)#relay agent information remote-id COACH1 circuit-id 1/0/13
(Routing) (Config-dhcp-class)#

3.14.241 norelay agent information remote-id circuit-id

Use the no form of the command to remove the relay agent information in the DHCP class.

Format no relay agent information remote-id circuit-id
Mode DHCP Class Config

3.14.25 class (DHCP Pool Config)

Use this command to bind the DHCP class to the DHCP pool. This command in DHCP Pool Config mode changes the mode
to Pool Class Config mode. An IP address can be defined as part of this class, under this pool, at this Pool Class Config
mode.
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Default none

Format class <name>

Mode DHCP Pool Config

Parameter | Description

name The class to be associated with the DHCP pool.

Example: The following example associates the DHCP class to the pool.

(Routing) (Config)#ip dhcp pool Pooll
(Routing)(Config-dhcp-pool)#class Classl
(Routing)(Config-dhcp-pool-class)#

314.26 addressrange

Use this command to configure the address range for a DHCP class. The address range of individual classes must be from
the same subnet as the DHCP pool part of which the classes are defined.

ALl DHCP classes under a pool must have a unique IP address range. This ensures that every DHCP

I\'[oy g [ed 5 client gets a unique IP address from a pool.

You can also configure only the start address (and not the end address). It implies a single IP address where the start and
the end addresses are the same.

Default none
Format address range <ip-address-start> [<ip-address-end>]
Mode Pool Class Config

Parameter | Description

ip-address-start The start address in the DHCP class.

ip-address-end The end address in the DHCP class.

Example: The following example associates the DHCP class to the pool.
